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Preface

The papers in this volume were presented at the workshop “Innovative Internet
Community Systems 2003” held on June 19-21, 2003 in Leipzig. IICS 2003 was
the third workshop in the IICS series. The purpose of these workshops is to bring
together researchers in the area of system and information management for the
Next Generation Internet (NGI).

Like the preceding two workshops, IICS 2001 and IICS 2002, this year’s
workshop was organized by the Gesellschaft fiir Informatik (GI) in Germany to
support the exchange of experiences, results and technology in the area of focus.
The 21 papers (2 invited, 19 other contributions) presented at the conference
and in the present volume were selected from more than 30 submissions. Every
submission was fully reviewed by 3 members of the program committee.

We wish to thank all those who made the meeting possible: the authors for
submitting papers, the members of the program committee for their excellent
work, and the two invited speakers. We wish to express our sincere apprecia-
tion to Regine Gabler (University of Leipzig) and Barbara Hamann (Technical
University, Ilmenau) for their great efforts and perfect work concerning the ad-
ministrative details associated with the workshop and the preparation of this
volume. Finally, we wish to acknowledge the substantial help provided by our
sponsors: the University of Leipzig, the Technical University, Ilmenau, and the
TKK (Techniker Krankenkasse) Leipzig.

August 2003 Thomas Bohme
Gerhard Heyer
Herwig Unger
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Evaluation of a Communication Environment for
High-Speed Mobile Wireless LAN Clients

Andreas Bengsch, Heiko Kopp, Andr([/Petry, Djamshid Tavangarian

University of Rostock
Department of Computer Science
Chair of Computer Architecture
Albert-Einstein-Str. 21
Germany, 18059 Rostock
{andreas.bengsch, heiko.kopp, andre.petry,
djamshid.tavangarian}@informatik.uni-rostock.de

Abstract. The use of networks, especially wireless networks, has been
constantly increasing for some years. The use of Wireless LAN was however so
far limited to the installation of fixed Hot Spots, especially at airports or train
stations. This article exemplifies the accomplished experiments with the use of
Wireless LAN IEEE 802.11b Standard in mobile systems, e.g. in driving cars.
The most important result is, that slight optimisations of Wireless LAN
components can achieve an acceptable communication up to at least 90 km/h.

1 Introduction

Wireless LAN based on the IEEE Standard 802.11 is together with its supplement
802.11b one of the brightest areas of communication business [1]. Beside the use as
PC-Card in notebook computers a wide range of user devices, such as PDAs use build
in Wireless LAN features. The majority of today[s wireless communication is based
on IEEE 802.11b, standardized as supplement to the initial 802.11 [3] standard.
Changes applied to the supplement reflect the used modulation technique as well as
the maximum available bandwidth which increased to 11 MBit/s. However, the used
frequency band is still the Industrial, Scientific and Medical (ISM) band at 2.4 GHz
IEEE: .

When speaking about WLAN often words like client, hot-spot, access point and
others are used without definition. A client inside a Wireless LAN can be defined as
the consuming mobile device integrated into a wireless network, like a notebook, a
desktop computer or a PDA. It contains a wireless device available e.g. as PC-Card,
PCl-Interface-Card or even directly build-in. A client uses services provided by the
network or provides services itself. The IEEE 802.11 standard describes a network
topology referred to as ad-hoc network, where only clients are needed to build up the
network. Major drawback of these kind of networks is the shared wireless medium
decreasing the amount of clients that are able to communicate, because inside a ad-
hoc network, all communication is done point-to-point from one client to another.
Furthermore no communication is possible for hidden stations - where two clients

T. Bhl me, G. Heyer, H. Unger (Eds.): IICS 2003, LNCS 2877, pp. 1-9, 2003.
© Springer-Verlag Berlin Heidelberg 2003
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willing to communicate cannot do so, because they are out of range to each other
while a third station lies between them and no routing is done using the third station.

To solve those major drawbacks, the wireless standard describes a second
possible network topology - the infrastructure mode. Thereby the communication
topology changes from point-to-point communication to star-based communication
with a special wireless device, called access point and placed in the star[s centre. Like
a client the access point contains wireless hardware, but its task is to handle each
communication occurring inside its spanned wireless cell. All clients willing to
communicate inside an infrastructure network must communicate with the
corresponding access point only.

Infrastructure mode cells can be combined to cover bigger areas as possible by
single access points. A great advantage for clients is the facility of a seamless roaming
between these cells. Two concerned access points handle the hand-over of packets
from and two the client during the roaming using the Inter Access Point Protocol
(IAAP). Recently congregations of infrastructure mode cells have been defined as so
called hot spots. A hotspot can be referred to as an area that provides one or more
wireless networks, independent of the amount of used access points. Hotspots can be
categorised according their relation to a client as shown in figure 1.

Figure 1. Possible Combinations of Client and Hotspot

a) both stationary (speed = 0 km/h), b) both mobile (same speed), c) Client stationary (speed = 0 km/h),
Hotspot mobile (different speed), d) Client mobile (different speed), Hotspot stationary (speed = 0 km/h)

Within the context of this work an evaluation is presented that shows whether a
successful use of a mobile client inside a stationary hotspot (d) is possible or not, like
Table 1 shows for different wireless technologies like GSM, DECT or HiperLAN.

To evaluate the possible user velocity for Wireless LAN, different scenarios as
described in section 2 have been carried out. The measurements have been done with
software as explained in section 3. Section 4 analyses the measured results while
section 5 summarizes the evaluation and gives a conclusion as well as perspectives for
further tests.
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Standard GSM DECT WLAN 802.11b HiperLAN
Band 900/1800/1900 MHz 1900 MHz 2,4 GHz (DSSS) 5,15-5,25 GHz
Bit Rate 270,8 KBit/s 1152 KBit/s 1-11 MBit/s > 20 Mbit/s
Number of Carriers 125 10 14 at max (regionally

different)
Channels per Carrier 8 24 (12 duplex) variable
Cell Size <35km <400 m Indoor <50 m Indoor <50 m
Outdoor < 500 m Outdoor <500 m

User Velocity <250 kmv/h <50 km/h To be evaluated <10 m/s

Table 1. Overview on Wireless Technologies

2 Scenarios and Experimental Setup

To evaluate the behaviour of Wireless LAN at high speed, two scenarios were
developed. They are mainly distinguished by the amount of access points used. While
in the first scenario a single access point was positioned in the centre of a test range,
the second scenario used two access points building an hotspot to evaluate influences
of roaming processes.

To get a comparison basis for later measurements, all transmission parameters
(e.g. signal level, noise level and signal-to-noise ratio) as well as the transfer rate have
been measured at fixed points of the test range.

For our testing, the client (a notebook) has been integrated into a car. The car
went along the test range with a constant speed and for each tested velocity the
measurements where repeated several times. The speed has been increased in steps of
10 km/h.

In the second scenario the primarily focus lied on the analysis of the roaming
mechanisms provided by the two installed access points.

2.1 The Experimental Setup

Since Wireless LAN is based on electromagnetic waves, physical effects arise, which
can impair the efficiency of data communication processes substantially. Among
these damping, dispersion and reflection may lead to a higher path loss and signal
variations called shadow fading, as well as multiple versions of a signal that arrive at
the receiver at different times which is referred to as multi-path fading. According to
minimize these effects, a test range was chosen, which is straight, has less buildings
nearby and a less public traffic to achieve the maximum speed of 100 km/h. To work
with even conditions, the rage has been measured as described in section 2 to
determine the measurement start and end points.

Due to the assumption of a cell range of approximately 300 m outside of
buildings for Wireless LAN, the test range has been defined with a distance of 600 m
altogether. Reflecting to the first described scenario, a single access point has been
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placed directly in the middle of the range and connected to a laptop running the server
part of the measurement application. To accomplish the second scenario each of the
access points has been placed 200 m from the centre. As shown in Figure 2 one of the
access point is connected directly to the laptop with the server process while the other
has been connected using a separate wireless bridge. All access points as well as the
client inside the car have been equipped with di-pol antennas increasing the emitted
output by 2.5 dbi. The client side antenna has been installed outside of the car to
reduce reflections of the car body.

3 Software

To evaluate a wireless communication system different parameters of the connection
must be taken into account as well as the real transmission of data which depends
indirectly on the quality of the signal, because it might be high, but due to a high path
loss during a transmission, the data throughput can be rather low.

Figure 2. Experimental Setup for Scenario 2

To continuously measure the wireless parameter that reflect the signal quality
such as signal level, noise level and the derived signal-to-noise-ratio (SNR) a software
tool provided by the Wireless LAN [6] equipment manufacturer, the RoamAbout
Client Utility by Enterasys [7] has been used. The tool is able to log those values
mentioned before during the movement along the test range every 0,2566 seconds at
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lowest which is suitable for a sufficient number of values even for a velocity of 100
km/h.

To measure the data throughput a test suite containing a server-side and a client-
side module was implemented, which uses simple TCP/IP socket connections to send
out packets of a variable length (between 1,028 byte and 64 KByte with a default of
4,096 byte) from the client to the server. As the server receives the data it sends them
back immediately in analogy to a Round-Robin-Algorithm. The collected information
containing the number of packages send and in return received again was used to
determine the gross data trough-put while moving along the test range.

4 Measurements

The following sections describe the different measurements and analyse the received
results for fixed clients as well as the two described scenarios.

4.1 Fixed Clients

To better analyse the measured values while moving along the test range with a
constant velocity, a measuring took place with static clients before. Table 2 shows
different distances between the single access point located in the centre of the test
range and the client. It can be seen, that even in a distance of 300 m the average data
throughput was not decreased by any kind of influences. It is likewise outstanding,
that a very low level of the noise value results out of the uniform process of the
signal-to-noise ratio. This led to a possible data throughput of 11 Mbit/s net even 300
m away from the access point. Thus a single access point allows coverage of the
overall testing range of 600 m.

Noise . . Average

. . . Signal-to-Noise Lo
Distance in m Strength in Ration in dB Transmission
dB Rate in Byte/s

50 -96,6 30,4 427,000

100 -97,2 26,4 401,000

150 -97.4 18,2 406,000

200 -97.4 13,2 404,000

250 -97.4 16,0 406,000

300 -97,0 6,4 435,000

Table 2. Measurements for Transmittion Quality, Signal-to-Noise-Ratio (SNR) and
Average Transmission Rate of a fixed Wireless LAN client.
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4.2  Mobile Clients

4.2.1 Scenario I: Single Access Point

In order to record the data throughput depending on the speed systematically, the
measurements have been started at 5 km/h and increased gradually. The tests were
carried out up to a speed of 90 km/h with up to five measurements for each speed.
Both, figure 3 and figure 4 show, that the overall data throughput remained constant
and is not depending on the aimed speed. The break-ins in the measurement occurred
mostly at the same position about 100 m beside the access points. As the used di-pol
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Figure 3. Data throughput at 50 km/h in the first scenario using a single access point
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Figure 4. Data throughput at 90 km/h in the first scenario using a single access point
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antennas lead to a formation of so-called main and minor lobes, non-uniform radiation
occurred, leading to 0 Byte/s values in the figures. Due to the coarse-grained timer (of
granularity 500 ms) used in TCP implementations, loss detection latencies are very
high. This latency allows sufficient time at the link layer to recover from break-ins
and thus no collapse of the data transfer occurred. The very high data throughput was
surprisingly stable over the entire testing range. A wireless communication using
IEEE 802.11b is therefore possible for speeds up to 90 km/h in general.

4.2.2 Scenario II: Two Access Points

Corresponding to the good results with a single access point in the first scenario, the
results of the second scenario are shown in figure 5 and figure 6. The data throughput
shown is as already seen in the first scenario relatively constant, but the roaming
between the different access point cells is clearly recognizable. The data transmission
rate dropped down during the roaming but no link loss could be recognized at all. In
case the roaming took place between the access point directly connected to the server
and the access point connected via a wireless bridge the data throughput decreased
about 100 KByte/s due to the additional wireless communication. Since the data
transfer took place over three access points, the latency increased about 50%.

Figure 5. Data throughput at 50 km/h in the second scenario using two access points

The collapse as shown in during the roaming phase was always shorter than a
second. The technical specifications of the wireless equipment manufacturer indicates
a roaming time of approximately 300 msCabletron Systems: . Due to the used
measurement facilities, this time could not be verified during the tests. The second
scenario showed, that wireless roaming operates successful even at clients moving
with 90 km/h. Again, the coarse-grained timers of TCP allowed the link layer to
recover the connection during the roaming.
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Figure 6. Data throughput at 90 km/h in the second scenario using two access points

S Conclusions and Perspectives

The previously described scenarios show, that wireless communication using WLAN
IEEE 802.11b is even possible at speeds up to 90 km/h. Although drop downs of the
data through-put occurred, they did not lead to connection loss nor decreased it
significantly. It can be assumed, that TCPs timer to detect a connection loss are that
coarse-grained to allow the link layer of the Wireless LAN to recover. The second
scenario uses two access points to test wireless roaming. However, the obtained
results will not significantly change for more than two access points. If already inside
a wireless network, a client will take a seamless hand-over from one access point to
another.

Another fact our tests discovered is, that the cell range of about 300 m stated by
the manufacturer for a single access point is very pessimistic. The test range of about
600 m could be covered by a single access point as well (as seen in the first scenario).

Taking the results into account, different scenarios for use of wireless
communication can be given. For example a non-continuous network along a
highway would be suitable for instant messaging or information upload, such as news
or traffic information while moving along the highway. Those scenarios have in
common, that there is no need for continuous network access. This leads to the fact,
that the used client software must be able to handle different IP addresses as it will be
less practicable to have all network stations, e.g. along a highway, use the same
network. Current systems do not cover such scenarios, so a seamless roaming would
be possible only in case the wireless network is open and thus new arriving clients
will recognize the network in combination with a dynamic IP system like DHCP.
Because the client losses its connection when leaving a hot spot, a re-authentication
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must be done when arriving in the next. Standard applications like web clients will
not be affected by changing IP addresses as long as no secure connections exist.

The made tests cover mobile clients with speeds up to 90 km/h. Further tests, planned
in the nearer future will be made to test mobile clients at speeds up to 200 km/h.
Those tests will use special hardware with decreased roaming time and are done along
a highway to achieve the mentioned velocities. Additionally, the use of parallel clients
as well as Voice over IP will be tested.
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Abstract. A combination of the strengths of both classic information retrieval
with the distributed approach of P2P networks can avoid both their weaknesses:
The organisation of document collections relevant for special communities al-
lows both high coverage and quick access. We present a theoretical framework
in which the semantic structure between words can be deduced from a docu-
ment collection. This structural knowledge can then be used to connect docu-
ment collections to communities based on their content.

Introduction

Comprising more than 3 billion documents, the WWW today contains the fastest
growing collection of text. From the user’s perspective, the traditional information
retrieval (IR) problem of finding relevant documents that satisfy a particular descrip-
tion, has therefore become very urgent again..

A document is searched by locating all available (and indexed) documents that sat-
isfy the search query description. In general, however, the set of retrieved documents
does not consist of all and only the relevant documents, so that most likely the query
needs to be repeated by a modified search. The actual process of generating a suitable
description in a real life is frequently accelerated, or even made possible, by recurring
to the semantic knowledge that is implicitly stored in the structure of human society
or communities. In his famous article on small worlds [Milgram 1967], has succinctly
drawn attention to the fact that passing an information from a source to some un-
known addressee crucially depends on exploiting the semantic knowledge implicit in
the description of the addressee to drastically reduce the search space for passing the
message from one set of acquaintances to the next. In social reality, we apparently
rely very heavily upon knowledge about which persons or communities are related to
or engaged with which topics. It is the intention of this paper to explore how this
implicit relation between the structure of a community and the structure of contents
can be made more precise and exploited for the purposes of a semantic search.

Technically, advanced information retrieval systems like Gnutella, FreeNet, or
NeuroNet, are based on the peer-to-peer (P2P) approach. This approach consists of a
set of similar or compatible software agents that live on a network of connected com-
puters (paradigmatically the internet). Each software agent can likewise act as client
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and as server, and is accordingly called a servent. Each servent comprises a data base
with the IP-address of its neighbours that host servants belonging to the same system.
At present, P2P systems are mainly used as filesharing systems; semantic principles
for processing queries as sketched above have not been pursued so far.

Words, Document Collections, Link Structure, and Communities

If we define a community as a group of people sharing some common interest, there
should be a collection of documents which is of interest to all of them. If, moreover,
the documents are available in the web, some of them will be linked via hyperlinks.
Many of these documents will contain some words or phrases which are specific to
the interest of this community. Any meaningful classification of words can help to
classify documents and hence, to identify communities.

However, any such classification has to be deal with polysemy and ambiguity.
These properties are inherited from natural language, but also appear in documents
(because a document can adress more than one interest) and members of a community
(because they can have multiple interests).

In contrast to this common difficulties we also find the following common struc-
tural feature: Members of communities, the hyperlink structure of the web [Barabasi
2000] and words according to their semantics [Ferrero 2001] all form so-called small
worlds [Strogatz 1998]. These similarities are used to describe a framework how to
extend a classification of words to find communities in the web.

Semantic Structures

To motivate the classification of words we start with structuralist semantics and put
these relations in a statistical context.

Structuralist Semantics

Our main thesis is that the structure of a content can be derived from a set of docu-
ments produced and exchanged within a community. Following the famous Swiss
linguist Ferdinand de Saussure, meaning (and other notions of linguistic description)
can be defined solely by reference to the structural relations existing amongst the
words of a language [Saussure 1916]. Syntagmatic and paradigmatic relations be-
tween words constitute the basis for such relations.

Examples of syntagmatic relations typically include dependencies between nouns
and verbs, enumerations or the compounding of nouns and nouns, and head-modifier
constructions based on adjectives and nouns or nouns and nouns. Paradigmatic rela-
tions vary depending on the measure of similarity presumed. On the syntactic level,
paradigmatic relations typically comprise distribution classes for the main syntactic
categories. On the semantic level, paradigmatic relations range from semantic fields
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to well defined logical relations such as hyponymy, co-hyponymy, hyperonyms,
synonyms and antonyms.
Let L be a natural language and W be the set of full form words of this language.
Then any sentence S of L represents a sequence of word forms

S={W,. w,,...,w, } withall w, e W .
By the context of a word form W, € S we mean a subset of all word forms occur-

ring in S suitably chosen, i. e. a set of word form contained in the power set of S:

K (WA)C {wl,...,w[,...,wn}.

1

Usually this subset will contain the meaningful words according to some statistical
measure to be defined later. Similarily, the exact meaning of the most-operator M M
and the set similarity ~ used below have to be defined.

Abstract syntagmatic and paradigmatic relations of two word forms w, and w;
can now be defined as follows:

Common joint appearance of two word forms w; and w;, defines the abstract syn-

tagmatic relation SYN: Two word forms w; and w, are related syntagmatically if
most of the contexts of w; contain the word wy :

(M S:w, eSYw, e Ky(w,)—> SYN(w,,w,))

Joint context shared by two word forms w; und w, defines the abstract paradig-
matic relation: Two word forms w; and w, are related paradigmatically if they usu-
ally appear within similar contexts:

(M S:w, e SAK(W))(Ks(w,)~ K(w, )= PARA(w,,w)).

Co-occurrences

Some words co-occur with certain other words with a significantly higher probability
and this co-occurrence is semantically indicative. We call the occurrence of two or
more words within a well-defined unit of information (sentence, document) a colloca-
tion. For the selection of meaningful and significant collocations, an adequate colloca-
tion measure has to be defined.

Let a, b be the number of sentences containing 4 and B, k be the number of
sentences containing both 4 and B, and n be the total number of sentences.

Our significance measure calculates the probability of joint occurrence of rare
events. The results of this measure are similar to the log-likelihood-measure:

Let x =ab/n and define:
k-1

- log[l —e” ?-x’}
. izo
sig(4,B) =

logn
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For 2x <k, we get the following approximation, which is much easier to calcu-
late:
(x —klog x + log k!)

sig(4,B) = logn

In general, this measure yields semantically acceptable collocation sets for values
above an empirically determined positive threshold. Hence, we can use this measure
to select the relevant words in a sentence and to determine the context of a word as
described in the above section.

Example: space

Fig. 1 shows the collocations of the word space. Two words are connected if they are
collocations of each other. The graph is drawn useing simulated annealing (see
[Davidson 1996]). Line thickness represents the significance of the collocation. The
resulting picture represents semantic connectedness surprisingly well. In Fig. 1 we
find three different meanings depicted: real estate, computer hardware, and
astronautics.

Graph w1.5 flrspace

station launch

storage

Fig. 1. Collocation Graph for space

The connection between address and memory results from the fact that address is
another polysemous concept. This kind of visualization technique can also be applied
to knowledge management techniques, esp. the generation and visualization of Topic
Maps [B6hm 2002].
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Small Worlds

It is worth to take a closer look at the graph which is implicitly defined by the co-
occurrence measure. Let G =(N,C) be a graph with N as the set of nodes and C

the set of edges between the nodes. The nodes are labelled by different words of our
language, we only consider words having collocations as described above. Two nodes
are connected with each other if they are collocations. The resulting graph has several
important properties that will be briefly described:
e The graph is nearly fully connected, i.e. for two randomly chosen nodes there
is a high probability that they are connected in this graph.

® [t is sparse. Usually the number of edges is approximately only one order
higher than the number of nodes.

® [t has the small world property.

A graph having the small world property is a graph which has both short average
path lengths like a random graph, as well as high local clustering coefficients like a
regular graph. First formalizations and the explicit differentiation of the small world
property of graphs contrasting the traditional extremes, the regular and random
graphs, have been introduced by [Strogatz 1998]. Further work can be found at
[Kleinberg 2000] and [Ferrero 2001]. In short, a random graph is a graph where
nodes are connected randomly, and which has a given degree distribution of the nodes
which can, for example, be power-law or exponential. A regular graph is a graph
where all nodes have the same number of connections to other nodes.

The path length between two nodes in the graph is denoted by d;(i,j) with

i,j € N and measures how many connections part the two given nodes at least. The
average path length d; over the graph is then calculated as the arithmetical mean
over all possible distances:

5

=i

The clustering coefficient c; of anode i compares the number of connections 7

between the neighbours I; of the given node with the number of possible connec-

tions:

B 2TT,
ST

For the whole graph, the clustering coefficient ¢, can then be calculated as a mean
over the clustering coefficients of each node in the graph:

|
=——>c
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The clustering coefficient thus measures the probability that two nodes are con-
nected with each other if they are connected to a common third node.

A comparison of the two graphs indicates that a random graph will always have
much shorter path lengths than a regular graph if both have the same number of nodes
and connections. If graphs are sparse graphs, then with growing graph size the path
length will grow linearly for the regular graph and only logarithmically for the ran-
dom graph because of the many possible shortcuts throughout the entire graph. On the
other hand, the clustering coefficient will always be very low for the random graph as
opposed to the regular graph.

The small-world property has originally been used to explain why certain random
graph based models resulted in wrong predictions about phenomena like disease
spreading. In these cases, the high neighborhood clustering together with the short
path lengths lead to a much more efficient model of graph formation when compared
to random graphs. It is the intention of the present paper to draw attention to the fact
that similar phenomena of small world formation can be detected with respect to the
conceptual space of internet communities, and that this fact might be exploited for
implementing more efficient, semantically based search strategies.

Disambiguation

Based on the co-occurrences of word forms and the small-world property of their
collocations graph, an approach to solve the polysemy problem has been introduced
by [Bordag 2002b]. Applications include improved text classification methods, im-
provements in Word Sense Disambiguation algorithms, better query expansion, intel-
ligent spell checking and more.

The algorithm is based on two assumptions: first, words in the graph cluster se-
mantically and, second, any three given words are unambiguous (there are only few
cases where this does not hold). If three words are semantically homogenous, they are
located in the same cluster of the graph. The intersection of their direct neighbours
will not be empty, and they will be semantically homogeneous as well. After generat-
ing an amount of such triplets (always including the input word), their neighbour-
intersections are clustered with hierarchical agglomerative clustering.

As aresult, for a given word one or more sets of semantically homogeneous words
are found along with a set of words which are either semantically unrelated to the
input word (although they are co-occurring with it), or whose statistical count is not
high enough to make a reliable decision. Problems occur when a corpus is unbalanced
with respect to certain sub-languages where certain usage contexts of a word are miss-
ing.

Graph Based Automatic Semantic Convergence (ASC)

Combining the algorithm sketched above with known methods and linguistic data
resources, we introduce a first framework for a semantically based search, aiming at a
system by which a variety of textual information can be processed in a fully unsuper-
vised manner.
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Instead of keeping a central index of the content of a WEB network, we propose
agents analogous to the common P2P agents. But unlike agents that simply collect a
set of IP addresses of neighbours in the network and broadcast queries to them, we
propose dynamic agents. These dynamic agents should be able to decide intelligently
what to do with a query, either answer it based on the documents available to the
agent, or forward it to an agent which would better satisfy the query.

Abstract Definition of the Convergence Framework

Basically, an ASC-agent consists of a set of documents, the related semantic knowl-
edge database, and a set of IP addresses of neighbours where other agents with the
same interface reside. The lifecycle of an agent consists of periodic comparisons of its
knowledge database with those of its neighbours. After such a comparison it is de-
cided which of its neighbours has the least semantically fitting content, and the worst
ones are dropped in favor of better ones. How exactly the new neighbours are chosen,
or how many are dropped, and many other options can be left as implementation
parameters and may easily differ from one agent to another to tune agents to specific
needs. Nevertheless, an agent should be required to reserve a small fraction of its
connections to agents that have a large number of outgoing links. This corresponds to
small worlds where a subclass differs from others in that it has only a few hub-like
nodes that connect to large parts of the network at once. It can also be left open
whether the connections should be symmetrical or directed.
We begin by defining an agent 4 as asixtuple 4 =(I", A, ¢, ®, ¢, a) where

r set of neighbours

A set of owned content (i.e. a set of Documents)
¢: (AI,AZ)—> [0..1] node similarity operation [0..1]

®:4->4 convergence operation

c connectivity threshold

a activity threshold

Both the node similarity operation ¢ and the convergence operation ® are left un-
specified although some possibilities will be discussed.

For the similarity operation, any traditional document comparison model can be
used but there are two important constraints: First, the set of all documents is always
unknown (even its size) and, second, the set of terms used in these documents is un-
known as well. That means that for example the Vector Space Model will have to be
built from scratch from I’y and I’y dynamically for each comparison.

The convergence operation is more intricate as it might have great impact on the
overall behavior of the network. Two main possibilities emerge at this point. The first
has already been mentioned:

— Compare own content to content of neighbours

— Drop some of the worst ones

— Replace them with better ones

— Keep a fraction of connections to highly connected nodes, no matter how bad

they fit semantically



Small Worlds of Concepts and Other Principles of Semantic Search 17

The second one is more radical:

— Use Text classification algorithms to build clusters from contents of neighbours

including own content

— Replace the worst cluster with neighbours of the best cluster and a fraction of

random connections with highly connected nodes

In the second case, a node might enter a state where it would have to remove itself
along with the worst cluster. It would then have to start again completely randomly at
a different place in the network to perform better than the first time. Improvements
can be imagined by making use of links found in the own document set and trying to
use them to find relevant agents directly, speeding up the semantic convergence.

Another important aspect of such document-representing agents is that they can be
inherently ambigue themselves. They will certainly contain documents from more
than one topic. This means that they will have to be able to handle this properly. Here
is where the idea of above described disambiguation algorithm can be reused. As it is
based on a very similar construct, a sparse graph having clusters, it should be possible
to alter it in order to fit it to this task. As such it will provide a robust unsupervised
clustering of the topics in the local document collection.

Research on the small-world properties of graphs indicates that the above network
is most likely to converge to clusters of agents with similar content, exhibiting the
small-world property. From that follows that queries, once they are handed over to an
agent in such a cluster, are either answered immediately or by handing them just one
or two steps further to the best possible agent without broadcast. In case that a query
begins with a completely unfitting agent, the agent decides to hand it over to the agent
which has the highest connectivity trusting that this new agent will have a connection
to a distant agent which might be more fitting than anything it had itself. The short
path lengths in this network will have the effect that a search query, although never
broadcasted, will not have to travel far until it reaches its destination.

Conclusion

By our approach, the role of the classic P2P agent changes in that it is not only a me-
chanic collection of links and files. The network comprised by the semantic agents
sketched above evolves on the basis of the content on which they ‘reside’. In a sense,
the agents are not only aware of where they are but also of what they represent. It is
important that all components of such agents are well known and robust algorithms
and methods. The most important aspect, however, is that a user who decides to par-
ticipate in a network by installing an agent has to do nothing except pointing the agent
to the documents it should represent. This is in contrast to current WEB projects like
semantic web where users are encouraged to improve the quality of the WEB and its
services by providing manually created metadata for their data.
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Abstract. Many applications, like the retrieval of information from the
WWW, require or are improved by the detection of sets of closely related
vertices in graphs. Depending on the application, many approaches are
possible. In this paper we present a purely graph-theoretical approach,
independent of the represented data. Based on the edge-connectivity of
subgraphs, a tree of subgraphs is constructed, such that the children of
a node are pairwise disjoint and contained in their parent. We describe
a polynomial algorithm for the construction of the tree and present two
efficient methods for the handling of dangling links vertices of low degree,
constructing the correct result in significantly decreased time. Further-
more we give a short description of possible applications in the fields of
information retrieval, clustering and graph drawing.

1 Introduction

Intuitively a community in the WWW is a set of inter-linked documents, home-
pages or servers covering a common topic or which are in some sense closely
related to each other. The strength of this relation can be measured in several
ways. We focus our attention on the purely graph-theoretical edge-connectivity
of subgraphs. Given an undirected, weighted graph G, we define the community
of an arbitrary subgraph H, as the largest subgraph of G containing H with
maximal edge-connectivity.

We are going to prove, that communities of arbitrary subgraps are unique and
completely determined by the communities of vertices and edges. Furthermore
we are going to see that the communities in a graph G can be partially ordered,
resulting in a natural clustering of G (cmp. [FCE95], [Fen97]). More detailed, we
obtain a tree of subgraphs whose leaves are the vertices of G and whose inner
node represent the communities. Furthermore the children of a node are disjoint
and completely contained in the parent.

In section 4 we are going to extend our definition of communities to k-
communities, i.e. the largest subgraphs of edge-connectivity at least k.

In addition to a polynomial algorithm, calculating the tree of communities,
we are going to provide two efficient methods for the handling of dangling links
and vertices of low degree. An experiment on a real-world web-graph shows a
dramatical decrease in runtime, which was confirmed by experiments on different
types of random graphs.

T. Béhme, G. Heyer, H. Unger (Eds.): IICS 2003, LNCS 2877, pp. 20-B5] 2003.
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Due to space restriction we omit all proofs and some necessary lemmata.
These can be found in the technical report [Bri02]

Related Work

Our communities are very closely related to the k-components introduced by
D.W.Matula in [Mat69] and [Mat72]. In fact the community of an edge or vertex
x is the k-component with maximal k, containing x. Our k-communities are
precisely the k-components. But our approach seems more algorithmic and the
description of the resulting structures, i.e. the tree of communities, is different.
Furthermore the two efficient methods seem to justify the effort.

Since our approach is very general, the techniques presented here can be ap-
plied for many different problems involving the clustering of data. In fact similar
approaches are already presented in the literature. For example in [FLG00] Flake
et al. use minimal cuts - our main tool - for the detection of sets of vertices, which
have at least as many edges inside the set, as outside. But their communities
are not unique, and their algorithm requires the knowledge of two vertices in
different communities, both having a larger degree than the edge-connectivity of
the whole graph.

In [HSL799] and [HS00] Hartuv and Shamir describe an algorithm which -
similar to ours - determines minimal cuts recursively. If one of the resulting two
parts has an edge-connectivity larger than half the number of its vertices, then
it is interpreted as a cluster. Otherwise it is cut again and its two parts are
examined. Unfortunately the resulting clustering is not uniquely determined.

In [Bof93] R. Botafogo extended his former work on the clustering of Hyper-
texts by biconnected components (cmp. [BS91]) to k-components in the sense of
Matula. His aggregates can be constructed from our communities, by removing
all subcommunities. The resulting connected components are Botafogo’s clus-
ters. In his paper, as in Matulas work, the resulting tree of aggregates is not
mentioned. Furthermore he clusters arbitrary graphs by a stratified clustering
corresponding to our k-communities.

In [GKR9§] Gibson et al. and in [KRRT99] Kumar et al. use a different
notion of communities, specialized to the WWW. They use directed bipartite
cores, i.e. complete bipartite subgraphs, for the characterization of communities.
Their approach is based on the consideration that related pages in the WWW
do not necessarily have links between them, but are often referenced together.
The detected structures are of very localized nature and do not imply a global
hierarchy of communities.

Future Work

As already mentioned our approach is very general, resulting in a wide range
of possible applications. Each of this applications gives rise to experiments and
questions which might be interesting to examine.

The main task we had in mind, was the detection of communities in the
WWW. In combination with ranking algorithms based on link-analysis, like
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PageRank ([PBMW9g]) and HITS ([Kle9§]), the results of purely text-based
searches may be structured more efficiently and precise by the covered topic and
the relation between them. Especially the problem of the results tending to a
tightly knit community (TKC) and the drift to more general topics, as observed
with HITS ([BH9S8|, [BRRT01], [CDK™99)|, [KIe98], [Lit]) may be compensated.

Another field of application is clustering in general. Since we use weighted
graphs, nearly every clustering problem may be treated with communities. Un-
fortunately, the communities may be very fragmented if real numbers are used
as weights. This is caused by the fact that only slight variations in the edge
weights cause different edge-connectivities (or weights of minimal cuts). Here
the usage of k-communities or the discrete categorization of edge weights may
be appropriate.

A third area of applications lies in the visualization of graphs. The natural
clustering, i.e. the tree, may be used for the graphical browsing of trees. Com-
munities may be expanded or collapsed at will, reducing the visible information.
Furthermore drawing techniques for clustered graphs may be applied.

2 Communities

Intuitively a community in the World Wide Web consists of a set of highly inter-
linked pages or sites, i.e. there are more connections between two members of the
community than between two arbitrary sites in the WWW. A graph theoretic
measure for this property is the edge-connectivity. In this section we will use
this notion and introduce a definition of communities in an undirected graph.
In addition we describe and prove several results regarding the structure and
nature of these communities, which will lead to an algorithm.

2.1 Graphs and Edge-Connectivity

Throughout the paper we assume that G = (V| F) is a finite, undirected, multi-
graph Furthermore we assume that there exists a function w : E — R* of pos-
itive edge-weights, i.e. w(e) > 0 for each edge e. We denote the sum of weights
of edges between u and v with w(u,v), and the sum of the weights of all edges
adjacent to u with w(u). Since the weight function does not occur directly, we
usually omit it. Nonetheless all results are true for positive edge weights.

A cut C of G is a subset of edges, such that G\ C = (V, E\C) is disconnected.
The weight w(C) of a cut C is the sum of the weights of its edges. The edge-
connectivity conn(G) of G is the minimal weight of cuts of G. A cut with weight
conn(Q) is called minimal cut of G. We define the edge-connectivity of an isolated
vertex to be 0. This has the effect, that an isolated vertex is mot connected in
our sense.

It is a well-known fact that a minimal cut C of a connected graph G separates
it into two connected parts G; and G2. The vertex sets of these subgraphs form
a partition {V7,Va} of V. Two vertices u and v belong to the same part, if and
only if there exists a path between them, which does not contain an edge of
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the minimal cut. We usually identify the set of edges of a cut with the induced
partition of the vertex set, or with the pair (G, G2) of induced subgraphs of dll.

If H is a subgraph of G we denote the sets of vertices and edges of H by
V(H) CV and E(H) C E, resp. For U C V the induced subgraph G[U] is the
graph, whose vertices are the elements of U and whose edges are all edges of G
between them.

Lemma 1. Let Hy and Hs be two subgraphs of G such that Hy N Hy # 0. Then
the induced subgraph H := G[V (H1)UV (Hz)] has an edge-connectivity of at least
min(conn(Hy),conn(Hs)).

2.2 Communities

As said before, we interpret a community as a set of vertices, which are stronger
connected to each other than to the rest of the graph. In addition we require a
community to contain a given subgraph.

Definition 1. Let G be a graph and H C G a subgraph. A community of H in
G is a subgraph C' of G, such that the following properties are satisfied:

1. HCC(C.
2. conn(C) > conn(D) for each subgraph D C G with H C D.
3. D C C for each subgraph D C G with H C D and conn(D) = conn(C).

In other words, a community is the largest subgraph of maximal edge-con-
nectivity among all subgraphs of G containing H.

In the following we are going to prove, that the community of an arbitrary
subgraph exists and is uniquely determined. First observe, that two communities
Cy and Cy of H in G, both have maximal edge-connectivity k := conn(C;).
Therefore the third property of communities leads to C; C Cy and Cy C Cf.
Therefore there can exist at most one community of H in G.

By Lem. [l the union of all subgraphs containing H with maximal edge-
connectivity, is a community of H in G. Hence we obtain the following result.

Theorem 1. For each subgraph H C G exists a uniquely determined community
Comme(H) of H in G. Furthermore Commeg(H) is an induced subgraph of G.

The additional property of Comme(H) being an induced subgraph is caused
by the fact, that the addition of edges increases the edge-connectivity.

Definition 2. Let H C G = (V, E) be a subgraph. The strength strg(H) of H
in G is the edge-connectivity of its community, i.e.

strg(H) = conn(Comme(H)).

! In the literature it is not unusual, that a cut is defined to be a partition of V into
two non-empty sets.
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Remark 1. Since we assume that an isolated vertex has edge-connectivity 0, our
definition of communities causes one problem. In contrast to the intuition, the
community of an isolated vertex with self-loops is the whole graph and not the
vertex itself. But this is relaxed by the fact, that a disconnected graph itself
is only the community of its isolated vertices and all disconnected subgraphs,
spread among at least two connected components, as we are going to see later.
As a consequence of this observation, we can safely ignore isolated vertices and
subgraphs touching more than one connected component. Additionally, isolated
vertices and subgraphs touching two or more connected components are not very
valuable in the analysis of communities, since they combine completely unrelated
vertices.

Theorem 2. For two subgraphs Hy and Hy of G exactly one of the following
statements is satisfied:

1. Commg(H1) N Commeg(Hz) =0
2. Commg(Hy) € Commeg(Hs)
3. Comme(Hz) € Commeg(Hy)
4. Commeg(H,) = Commeg(Hz)

H,;
H,y

If G is disconnected and H is completely contained in one connected com-
ponent G of G, then Commeg(H) = Comme(H), i.e. the community of H is
a subgraph of G. Otherwise the community would have edge-connectivity 0,
which is less than conn(C_v') > 1. This observation allows us to restrict to con-
nected graphs. We only have to check whether the subgraph H is spread among
several components of GG, or whether it is an isolated vertex with self-loops. In
this case Commeg(H) = G is satisfied. Otherwise Commeg(H) = Comma(H),
as seen before.

Theorem 3. Let H C G be a connected subgraph and let (G1,G2) be a minimal
cut of G such that H C G1. Then the following statements are equivalent.

1. Commeg(H) #

2. Commg(H) C G1

3. Commg(H) = Commgl(H)
4. strg, (H) > conn(G)

3 Communities of Vertices and Edges

In this section we are going to prove, that the communities of arbitrary connected
subgraphs are completely determined by their vertices and edges. Furthermore
the communities of vertices and edges can be represented quite efficiently using
trees. Furthermore the representation allows us to calculate the communities of
arbitrary subgraphs of a connected graph very easily.
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Fig.1. An example of communities.

3.1 Vertex- and Edge-Communities

Since in the following the communities of edges and vertices will become the
most important objects, we will write:

Commg(v) := Commeg(({v},0)) and Commg(e) := Commeg(({u,v},{e}))

for each vertex v and each edge e between u and v.

As proved in [Bri02] we can safely ignore self-loops of vertices and join mul-
tiple edges. This allows us to state the main result without bothering about too
many special cases.

Theorem 4. Let H C G be a connected subgraph containing at least one edge. If
e € E(H) is given with strg(e) < strg(e’) for alle’ € E(H), then Comma(H) =
Commg(e).

Corollary 1. Let G be a connected graph. If G has at least one edge, then there
exists an edge e, such that G = Commg(e). If G contains no edge, i.e. if G
consists of one vertex v, we have Commeg(v) = G.

3.2 Descriptions of Communities

As we have seen, we only need to know the communities of all vertices and edges,
to be able to determine the communities of all connected subgraphs. Furthermore
Thm. 2 implies that they can be arranged in a tree, as will be made precise in
this section.
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For the representation of all vertex- and edge-communities of a graph G we
use clustered graphs as introduced by Feng et al. in [FCE95] and [Fen97]. The
foundation is a directed tree T which has precisely ||V leaves together with a
bijection ¢ : leaves(T') — V, associating a unique vertex of G to each leaf of T
We assume that all edges of T' are directed from parent to child. The pair (T, ¢)
is called a clustering of G.

We inductively define

{p(n)} if n € leaves(T)
Vir () = U Vit (m) ifn ¢ leaves(T')

and
G4 [n] = G[Vizp) ()]
Hence V(7 ,)(n) is the set of vertices of G, corresponding to leaves of the subtree
rooted at n, and G(r,,[n] is the subgraph induced by this set. As a special case
we have V() (root(T')) =V and G4 ,)[root(T)] = G.
For the remainder of the paper we will drop the index (T, ¢) to reduce the
notational overhead.

Definition 3. Let G be a graph and (T, ¢) a clustering of G. (T, ¢) describes
the communities of G if there exist two maps

vecomm :V — V(T) and ecomm : E — V(T)
which map vertices and edges of G to nodes of T, such that
Glvcomm(v)] = Commeg(v) and Glecomm(e)] = Commeg(e)

for allv € V and e € E. A description (T, @, vcomm,ecomm) of communities
of G s called reduced if each node n of T satisfies one of the following two
conditions:

1. n has no children, i.e. is a leaf.

2. n has at least two children, and at least one of the following holds:
(a) veomm=t(n) # 0,
(b) ecomm=1(n) #0 or
(¢) n is the root of T.

Before we proceed to the algorithm, we describe in which way the commu-
nity of an arbitrary subgraph can be obtained from a reduced description of
communities.

Theorem 5. Let D = (T, p,vcomm, ecomm) be a reduced description of com-
munities of G and H a subgraph of G. If n is the root of the smallest subtree of
T containing all leaves I with ¢(I) € V(H), then Commg(H) = G[n].

The reduction of the description results in a tree T" with the following prop-
erties:
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— The leaves of T' correspond to the vertices of G.
— Each node n of T', which is neither a leaf nor the root, represents a community
in G, induced by the leaves of the subtree rooted at n.
— Each community in G is represented by a node of T
— The root of T represents the whole graph.
— The generators of a community represented by a node n of T are:
e The vertices of G corresponding to leaves being direct children of n
e The edges of G between leaves of different subtrees rooted at n.

3.3 The Algorithm

Up to this point we used descriptions of communities without proving their
existence. Now we are going to present an algorithm CommunityTree (see fig. 2))
for the construction of one for an arbitrary undirected graph G. The basic type of
the tree representation is a node. Each node n can either have several children
or it describes a vertex of G. In addition it allows us to store the edge-connectivity
of the subgraph G[n] and the number of vertices and edges which are mapped
to n by vcomm or ecomm. The latter one speeds up the subsequent reduction
of resulting description of communities. Furthermore we need two global arrays:

1. node[] vcomm indexed by vertices of G, representing the map vcomm, and
2. nodel] ecomm indexed by edges of G, representing the map ecomm.

Remark 2. As mentioned earlier we can safely ignore self-loops and replace all
parallel edges between two vertices u and v with one edge of weight w(u,v).
Hence we can assume that the graph given for the algorithm does not contain
self-loops and multiple edges.

Theorem 6. If G is a non-empty graph without self-loops and multiple edges,
and T := CommunityTree(G), then (T, p,vcomm,ecomm) is a description of
the communities of G.

To obtain a reduced tree we have to traverse the tree returned by the algo-
rithm CommunityTree and check every internal node, whether the conditions
are satisfied, i.e. if it is referenced and has two or more children.

Theorem 7. Let G be a graph and n its number of vertices and m its num-
ber of edges. If the minimal cut of a graph G can be calculated in O(f(n,m)),
such that f is monotone increasing in n and m, then the reduced description of
communities of G can be calculated in runtime O(nf(n,m)).

Using the O(nm + n?mlogn)-algorithm of Nagamochi and Ibaraki ([NI92])
for the calculation of minimal cuts, we obtain a runtime of O(n?m +n®mlogn).



28 M. Brinkmeier

1  node CommunityTree(graph Q)

2  begin

3 if G = ({v},0) then

4 root = new node(v)

5 vecomm[v] = root

6 vcomm[v].conn = 0

7 vcomm/[v].references = 1

8 return root

9 endif

10 if G = ({u,v},{e}) then

11 root = new node(new node(u), new node(v))

12 vecomm[u] = root

13 vcomm[v] = root

14 ecommle] = root

15 root.references = 3

16 root.conn = w(u, v)

17 return root

18 endif

19 (G1,G2) = MinimalCut(G)

20 childy = CommunityTree(G1)

21 childys = CommunityTree(G2)

22 root = new node(childi, childz)

23 root.conn = conn(G)

24 root.references = 0

25 for v € V(G) do

26 if vcomm[v].conn < conn(G) then

27 vcomm/[v].references — —

28 vcomm[v] = root

29 root.references + +

30 endif

31 next

32 for e € E(G) do

33 if (ecommle].conn < conn(G)) or
(ecomm|e] not defined) then

34 ecommle].references — —

35 ecommle] = root

36 root.references + +

37 endif

38 next

39 return root

40 end

Fig.2. The algorithm CommunityTree.

4 k-Communities

Sometimes the notion of communities in our sense might be to restrictive. There-
fore we are going to relax the conditions to produce larger subgraphs. But, as we
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are going to see, they are directly related to communities and can be determined
from the reduced description of communities of a graph.

Definition 4. Let k be a positive real number, G a graph and H a subgraph of
G. The k-community Commg(H) of H in G is the union of all subgraphs U of
G containing H, with edge-connectivity at least k.

Remark 3. For and edge or vertex x the k-community Commg(ac) is precisely
the k-component containing x, as defined by Matula in [Mat72].
Remark 4. Let G be a graph and H a subgraph of G.

1. Comm’é(H ) is a complete subgraph of G, because the addition of edges
increases the edge-connectivity.

2. conn(Commk,(H)) > k or Commk,(H) = 0.
3. Commk(H) = Commg(H) for k = strg(H).
4. Commk,(H) = 0 for k > strg(H).

5. Commf(H) = G for k < conn(G).

6. Commg(H) C Commk,(H) if | < k.

Theorem 8. Let D = (T, ¢, vcomm, ecomm) be a reduced description of com-
munities of a graph G and H a subgraph of G and 0 < k < strg(H). If ny is
the node of T with Comma(H) = G[ny], then Commk,(H) = G[m)], where m is
the root of the largest subtree containing n with conn(G[m]) > k.

5 Efficient Methods

The two methods for the treatment of dangling links (nodes of degreee one) and
low degree vertices prevent a large number of trivial minimal cuts, which would
seperate only one vertex from the rest of the graph and hence are especially
efficient for excerpts of the web graph.

5.1 The Dangling Link Handling

The Dangling Link Handling (DLH) allows us to treat dangling links, i.e. vertices
which are connected to only one neighbor, in a very efficient way, reducing the
number of minimal cuts needed during the construction of a reduced description
of communities.

Theorem 9. Let G = (V, E) be a graph and v € V' a vertex which is connected
to exactly one other vertex u € V. If G' = G\ {v}, i.e. G’ is obtained from G
by removing v and the adjacent edges, and if w(u,v) is the sum of weights of all
edges between u and v, then we have for u # w € V:
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Commeg (w) if stres(w) > w(u,v)
1. Commg(w) = or u & Commgr (w)

G[V(Commeg (w)) U{v}]  otherwise

Commey (u) if strar(u) > w(u,v)
2. Commg(u) = < G [V (Comme (u)) U{v} ifstre (u) = w(u,v)
Gl{u,v}] if stra(u) < w(u,v)
Gl{u,v}] if strar (u) < w(u,v)

3. Commg(v) = {G [V (Commgsu’v)(u)) U {v}} otherwise

If we assume that we have a reduced description of communities of G’ of
the form shown on the left above, then the following trees describe the reduced
description of G. Here m is the node of the tree describing the community of w,
i.e. it is the parent of the leaf corresponding to wu.

If strgs(u) > w(u,v), then the tree of the reduced description of communities
of G is of the right type above. Let m’ be the node representing Commggu’v)(u).
We either have m’ = n, if its edge-connectivity is precisely w(u,v), or n is a new
node added between m’ and its parent. If m’ is the root of the tree the new node
becomes the new root.

If strg/(u) = w(u, v) the adapted tree has the form on the left below. In the
last case, strg/(u) < w(u,v), the new tree is of the form on the right, where a
new node n has to be added. In the latter situation one has to check, whether
the node m still represents a community of an edge or vertex. If this is not the
case, it has to be removed to obtain a reduced description of communities of G.
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5.2 The Vertex Degree Handling

The Vertex Degree Handling (VDH) allows us to calculate a minimal cut of the
given graph and iteratively remove all vertices from the two subgraphs, whose
degree in the already reduced graph is lower than or equal to the connectivity of
the whole graph. This method is very valuable, since it prohibits many minimal
cuts which would only separate one vertex of low degree from the remaining
graph. These cuts are very expensive and do not contain much information. But
the following theorem allows us to detect these vertices - and several additional
ones - in advance, to remove them and to proceed with the reduced subgraphs.

Theorem 10. Let G be a graph, (G*,G?) a minimal cut of G and (v1,...,v,)
for n > 1 a sequence of pairwise different vertices of G for one | € {1,2}. We
define Gy := G' and G; .= G[V(GY) \ {v1,...,v;}] for 1 <i < n. Furthermore
let wg, (v) be the sum of weights of all edges in G; adjacent to v.

If we,_,(v;) < k := conn(G) is satisfied for all 1 < i < n, then for each
subgraph H C G, the following holds:

— Commg(H)=G <& strg,(H) <k.
— Commg(H) = Commg, (H) < strg,(H) > k.
— Commeg(v;)) =G for1 <i<n.

5.3 Experiments

To judge the runtime of the algorithm and the effectiveness of the efficient meth-
ods, we conducted some simple experimentﬂ. Due to space restrictions only the
result of a “real-life”-experiment, namely the structuring of the web graph of
the domain theoinf.tu-ilmenau.de, is given here. It consists of 6984 documents
(including directly referenced, exterior ones) and 16499 links. The results are
presented in Tab. 1.

Similar results were observed for several types of random graphs. Depending
on the exact model and the parameters, the decrease of runtime using VDH
varied between factor 30 and 1000. The DLH is not as successfull, and may even
cause an increase in runtime, since the time for the detection of dangling links
may exceed the gain.

6 Applications

6.1 Structuring the WWW

The motivation for this paper was the identification of communities in the
WWW. Intuitively a community of the WWW is a set of web pages cover-
ing the same or closely related topics. Since most of the hyperlinks are made
by purpose, they usually indicate that the target covers topics related to the

2 The algorithm was implemented using LEDA 4.3 and the experiments were run on a
Linux system (kernel 2.4.18) with 1.5 GHz Pentium processor and 512 MB memory.
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Table 1. Measurements of the web graph of theoinf.tu-ilmenau.de.

Web graph of theoinf.tu-ilmenau.de

|[Nodes |[Edges[Add.|Total(s)[Cutting(s)|Cuts| DLH|VDH]|
None| 198336 | 108195 |6890] - | -
DLH| 2360.35 | 2311.48 |4040|2859| -
VDH| 54.34 52.98 118 - 6960
All 44.55 43.34 111 | 2795 | 4180

6984 | 16499

topics covered by the source. Hence two pages can be interpreted as having sim-
ilar content if there exist many edge-disjoint connections between them, and the
edge-connectivity of a set of pages is an indicator, to which degree these pages
are closely related. In this approach the direction of a hyperlink is neglected. A
link is interpreted as a “vote” for the fact, that the two connected pages cover
related topics.

At this point our notion of communities comes into play. It allows us to
construct a natural clustering from the graph, describing sets of pages of high-
est possible connectivity. By using k-communities we can weaken the similarity
structure and be less restrictive. At the same time we obtain a hierarchy of com-
munities and therefore of vertices and edges. We have specialized communities,
which do not contain more than one other community, and generalizing com-
munities, which contain two or more smaller communities. The intuition behind
this hierarchy is that specialists cover a very specific topic or aspect of a topic
and generalizing communities cover more general themes or a union of several
topics.

If one does not want to neglect the additional information of the direction
of links, a different approach may be used. It is based on the basic idea of the
HITS algorithm by Kleinberg, introduced in [Kle98]. Instead of counting each
link between two pages as a “vote” for the similarity of the two pages, we take
a look at cocitations. This means that we construct a graph whose vertices are
the pages of the WWW or a part of it, and we have an edge {u, v} between two
of them, if there exists a page w which links to both of them. The weight of the
edge (or its multiplicity) is the number of cociting pages. Then the communities
of this graph are interpreted as communities of the WWW. As above we obtain
specialized and generalizing communities.

A dual approach to cocitations would be common citations, i.e. the weight
of an edge {u,v} is the number of pages w which are cited by both, u and v.
Combinations of these two values are possible, too.

An intuitive problem of our approach regarding communities in the WWW
arises, because each vertex is assigned to only one community. But in reality
one document (homepage, server) may belong to different communities. A direct
application of our approach may cover this partially by generalizing communities,
joining two or more topics. But with very different topics this can fail. Instead
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another approach may be more suitable. Usually a link of a document to another
one is made because of a specific reason. Hence a page covering several topics has
several links, one for each topic. Therefore it would be interesting to construct
the communities of edges instead of nodes. This can easily achieved by replacing
the original graph with its line graph, i.e. by a graph whose vertices correspond
to the original edges and whose edges describe “connections” between original
edges. A community in this line graph is generated by a set of edges in the original
graph and the WWW community would correspond to the induced subgraph. As
a consequence a vertex of the original graph may belong to several communities
(one for each community of one of its adjacent edges).

6.2 Clustering

The tree of communities allows us to partition the vertices of G. Generally we
just have to choose a set of disjoint subtrees (i.e. nodes of the tree of commu-
nities, such that no node is contained in the subtree rooted at another node),
representing the partitions. This may leave several vertices unassigned (the chil-
dren of nodes closer to the root), which can be treated as singletons.

The way in which the basic partitions are chosen can vary widely. On one
hand we can choose all communities not containing a sub-community, resulting
in a very fine partition. Or we can choose all k-communities containing no k-
sub-community.

Another way to vary the clustering is the adaption of the underlying graph
before calculating the communities and selecting the partition. Examples were
given in the previous section.

6.3 Graph-Drawing and Browsing

The natural clustering of graphs given by communities can also be applied to
draw them. In the resulting picture the vertices are grouped by the hierarchy of
communities, i.e. members of a certain community are usually drawn closer to
each other than member of different communities.

In addition to the drawing, an interactive interface for the browsing in a
graph may be implemented. At each time the shown graph consists of vertices
representing either communities or real vertices of the graph. The edges are
induced by the underlying graph. Each vertex representing a community may
be expanded. The expansion replaces the vertex by a subgraph whose vertices
are its sub-communities and members. A collapse of an arbitrary vertex, causes
its super-community to remove each of its sub-communities and members to be
removed from the drawing and to be represented by a single vertex. Such an
interface would allow the user to browse the structure quite efficiently.
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Abstract. Random walk is the standard modeling for a randomly cir-
culating token in a network, in distributed computing. In particular, this
attractive technique can be used to achieve a global computation using
a subset of computers over a network. In this paper, we present two
original methods to automatically compute the processing time through
hitting times. We also propose a solution to determine the number of
resources necessary to achieve a global computation.

1 Introduction

Random walks are often used in the design and the analysis of distributed algo-
rithms. For example, a leader election can be achieved in anonymous networks
using random walks. Each process participating to the election sends a token
to one of its neighbors chosen at random. When two tokens or more meet at a
processor then they merge to one. It is easy to prove that within a finite time,
eventually all tokens will merge to one.

Random walks are useful to get a global information or for structuring anony-
mous networks, and they are naturally well-adapted to ad-hoc mobile networks.
Indeed, a good solution to cover the network efficiently without any knowledge
of its structure, and to provide easy solutions that do not depend on processors
identifier can be achieved with random walks. For example, a spanning tree con-
struction can be achieved as follows. Each processor, when receiving a token for
the first time, sets its parent variable to the sender, and sends the token each
time it receives to one of its neighbour chosen uniformly at random. The result
of this procedure gives a random spanning tree, chosen uniformly at random
among all possible spanning trees.

Original solutions using random walks have been designed for many control
problems in distributed computing e.g [15] for self-stabilizing mutual exclusion,
[5] for mobile agent in wireless networks. The most efficient edge-disjoint paths
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algorithm on unknown topology currently known is based on random walks [3].
An algorithm itself can be seen as a random walk, as shown in [9].

Recently, a new way to design computation using available computational
components of local networks to wide area networks as Internet have been ex-
tensively developed such as GRID computing paradigm [13], [14].

In [12], a fully distributed peer to peer middleware is designed to compute a
global set of independent tasks. The set of computers in the network using this
peer to peer middleware is structured as a ring. To gather sites local computation
results, a deterministic token circulation approach is used.

A random approach will provide an efficient solution to this problem. The
token is circulated by all the sites in a random walk policy. Simulation tests that
we have realized show that each site is up to 20 % more often visited in the
random policy approach. Network subsets as Internet sub-sets are also subject
to topological changes. Unlike the deterministic approach, the random token
circulation strategy is well designed to tolerate such changes. A new site can
join the computation and eventually this new site will be reached by the token.
Such solution for the deterministic approach is more intricate and expensive.

In order to evaluate the complexity of algorithms using random walks, math-
ematical tools [1l [I7] such that hitting times, cover time etc. are used. Given a
graph, there is no effective way to compute the cover time which is defined by
the maximum of the expected number of steps it take to a random walk to visit
all vertices of the graph. [2 111 [L0} [17] give results on upper or lower bounds.

In this paper we use the cyclic cover time notion and we introduce the no-
tion of the total hitting time measure that we are able to compute exact value.
These notions being function of hitting times, we propose two new methods to
automatically compute them. The first method provide an automatic way to
compute resistance on graph. By use of the well-known relationship between
electrical networks and random walks, total hitting time and cyclic cover time
(for symmetrical graph only) are deduced. The second method uses results from
Markov chain theory. Given the adjacency matrix of a graph, total hitting time
and cyclic cover time can be computed automatically without any restriction.
We obtain a relation between the computation time and the number of resources
needed to achieve a global task. We have applied our results to complete graphs.

The paper is organized as follow: in next section we describe the distributed
systems, model and definitions we consider in the paper. We also state the dif-
ferent notions of time computation we used. In section 3, we give results on how
compute electrical resistance to be able to capture time computation. In section
4, we present the second approach based on matrix computation. Conclusion is
given in section 5.

2 Preliminaries

Distributed systems A distributed system can be viewed as an undirected con-
nected graph G = (V, E), where V is a set of processors with |V| = n and E
is the set of bidirectional communication link with |E| = m. (We use the terms
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"nodes”, ”vertex” and processor” interchangeably). We consider asynchronous
networks. A communication link (¢, j) exists if and only if ¢ and j are neighbors.
Every processor ¢ can distinguish all its links and ¢ maintains its sets of neighbors
denoted as N;. The degree of 4 is the number of neighbors of ¢, i.e. | V;|, denoted
as deg(i).

Random walks A random walk is a sequence of vertices visited by a token that
starts at 7 and visited other vertices according to the following transition rules:
if the token is at 4 at time ¢ then at time ¢ 4+ 1 it will be at one of the neighbors
of 7, this neighbor having been chosen uniformly at random among all of them.

More formally, a random walk is a finite homogeneous Markov Chain with
state set V' and with transition matrix probability P = (p;;) (i) eV XV given by

vy = | G £ (0) € B
500 ) ¢ B

where deg(4) is the degree of node 1.

Let P? the t'" power of P, whose entries are p;(i,j), (i,7) € V x V.

Since G is connected, if it is not bipartite, the Markov Chain has only one
acyclic ergodic class of states, then lim;_ . P! exists and is a matrix Q with
identical rows m = (m;, i € V), i.e. V(i,5) € V X V,lims—, 00 pe (2, j) = m;. 7 is the
stationnary distribution and can be computed such that = = 7. P.

Note that, in the particular case of random walks, the stationnary distribu-
tion satisfies

deg(i)

T R

(1)

Some characteristic values are useful in the context of distributed computing.

The mean time to reach vertex j (state j), starting from the vertex ¢ (state
i) which may be regarded as the conditional expectation of the random number
of transitions before entering j for the first time when starting from %, is called
hitting time and denoted h;;. In particular, we have h;; = 1/m;. We often use the
quantity max{h;;/j € V'}, which is an upper bound for a random walk starting
at 4 to hit a fixed, but unknown vertex, for example, when the average time to
look for an information owned by a unknown vertex is required.

hij + hj; called the commute time, is the expected number of steps for a
random walks starting at vertex i to reach vertex j for the first time and reach
7 again. It can be viewed as the average time to fetch back to i an information
owned by the vertex j.

The expected time for a random walk starting at i to visit all the vertices
of the graph is called the cover time C;. Let C' = max{C;/i € V}. C; will be
the average time needed by ¢ to build a spanning tree thanks to the algorithm
described above. C' will be an upper bound of the average time for an unknown
vertex to build a spanning tree thanks to the algorithm described above.

We added the two following notions to estimate global time computation.
Both notions are based on hitting times.
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Definition 1. The cyclic cover time [7] is defined to be the average time to visit
all the vertices in the best deterministic arrangement:

n—1

CCT = min Z ho’(j)o’(j-‘rl)/g € Sn

j=1

Cyclic cover time is closed to the cover time notion, since a random walk has
necessarily visited each vertex when it has visited every vertex in a given ar-
rangement.

Definition 2. The total hitting time measure T is defined by

> his

(i,)€eV?

This time can be viewed as the worst-case computation time.

Random walks and resistive networks Useful quantities such that cover time are
hard to compute. On arbitrary graphs, only bounds on of these are available.
We know ([17) [11], 10]) that in a connected graph G on n nodes:

. 4 1 2
V(i,j) € VXV, hy < ﬁns - §n2+ gn—l—O(l)

and

(1 o(1))nlog(n) < € < (1 + of1)) pn”

Correspondence between electrical networks is also known [6, 8]. Results have
showed a tight link between cover time, hitting time and resistances in electric
networks. This provides an efficient and easy way to compute the complexity of
many distributed algorithms.

It has been shown ([6]) that:

Lemma 1.
hij + hji = 2mRij (2)

where ¢ and j denote two distinct vertices, m, the number of vertices, and
R;; the effective resistance between nodes 7 and j, if we replace each edge in the
graph by a 1{?2 resistor.

From this equation, one can deduce that:

Lemma 2.
mR < C <mRlogn (3)

where R denotes the mazximal effective resistance between two nodes of the net-
work.
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3 Computing Automatically Electrical Resistance

Thanks to the results about the link between random walks and resistive net-
works, we are able to compute some hitting times. Let consider a ring of size n
and let 7 and j be two vertices on this ring. The electrical circuit built from this
ring and an equivalent circuit is represented on fig. [1.

Fig. 1. the electrical circuit built from a ring and an equivalent circuit

Then, the two resistors being wired in parallel:

po_ 1 (ti—iG—i)
A ST W n
j—1 T nti—j

By equation (2) and because h;; = hj; (the graph being symetrical), and
m =mn, we have h;; = (n+i—7)(j — 1)

Theorem 1 (Millman).
v — Uk
Vk eV, — =0
vyt
€Nk

ri1 being the resistance of the resistor between k and l, v; the potential at node
i.

In our case, 1y = 1§2. Then, assuming that, for certain ¢ and j, V; = 1 and
V; = 0, we can solve this system and know all the potentials. We can then deduce
the current going out of i (since U = RI) and compute the effective resistance
between ¢ and j. We have:

Vi=1,V;=0 and Vk € V\{i,j}, Y (Vi=Vi) =0
leEN},

Ezxample Let apply Millman theorem to the graph on fig. 2, to compute R;i7.
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Fig. 2. Example

Then V1 =1, V7 =0.

Vi-V+V-V+ V-V + V=1, =0
Vi—-Va+Vyi—-V3+Vs—-V3=0
Vo—Vy+Vs—-Vy+Vs -V =0 (4)
Vo=V +Va—Vs+Vz=V5=0

Va—Ve+Ve=V5=0

From (@), we obtain Vg = %, Vi= %, Vs = %, V3 = % and Vo = % The current
going out of 1 is 1‘/—(22 + 1V_r32 =1, and Ry7 = 1. Thus, h17 + hy1 =10 x 1 = 10.

The algorithm Effective resistance can be computed automatically with Millman
theorem. Consider a graph G. Let R;; the effective resistance between two nodes
¢ and j of G. Consider the matrix M defined by

Mii:ij:]-

My, = 0 ik

M, =0 ifj#k

My, = deg(k)

Mpi = —1 ifhe€ Ng, h#£i, h#j
My = 0 ifh Ny hi, hj

The potential at each node of the circuit is given by:
V=M18

where S is a vector with all entries to 0 except for the ¢th line with entry to 1,
that is, S=71[0...010...0]
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Then the current going out of i is >, - . ik Where iy = (V[k] — V[I])/rp
with 75 = 162. But v[i] — v[j] = 1 and by definition of the effective resistance,
we have

Vi - Vil

LV ZkeNi iik

This solution can be implemented thanks to the algorithm below:
PROCEDURE R(i,j) = Millman (G: graph, i: node in G, j: node in G) Is
S@)<1
For all node k in G except for i Do
S(k)<—0
For all node k and h in G Do
If h=i Then
If k=i Then
M(h,k)«1
Else
M(h,k)«0
Else
If h=j Then
If k=j Then
M(h,k)—1
Else
M(h,k)«—0
Else If h=k Then
M(h,k)«the number of neighbors of k
Else If h is a neighbor of k Then
M(h,k)«-1
Else
M(h,k)«0
S—M"(-1)S
intensite<—0
For all neighbor k of i Do
intensite— intensite+1-V (k)
return 1/intensite
End Millman

R

Application We intend to compute Ri2 = R;; for all ¢ and j in V' in a complete
graph. Since each site has n — 1 neighbors, the matrix M is:

1 0 O 0O ... 0

0 1 0 0 0 100 0 0
—-1-1n-1 -1 ... —1 010 0 0
1 113 1 1

M=1: - . i : and M~ "= |22 2n 2n 2n
“1... -1 n—1.. -1 o o
11 1 3

. . . . 2 2t 2n 2n

| -1... ... ... —1n-1]
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So, S being: T'[1 0...0], Vis: [1 0 5...4]. Thus, the current going out of i is
ZkGN(i) bik = ZkeN(i) VieVi=n—3y oVe=n—1-33 535 =% Then,
R = % ‘We have proved:

Proposition 1. The resistance between two vertices in a complete graph is %
Corollary 1. For the complete graph, h;; = n —1 if i # j, hy = n, and the
total hitting time is n® — n? + n.

Proof. In a complete graph on n vertices, m = @, hij = hj;, then

-1 2
hij:mRijz%ngn—l
and b
hiy =1+ Z n—ijl=1+’n—1:n.
JEN(3)
Thus,

Z hij=nn—1)x(n—-1)+nxn
(4,5)€V?
:n372n2+n+n2 (5)

=n3—n2+n

Corollary 2. For the complete graph, n—1 < C < (n—1)logn, where C is the
cover time.

A classical result in electrical theory (the Rayleigh’s “short/cut” principle:
[6]) tells that removing an edge from a resistive network can only strengthen
resistances in this network, and that adding an edge weakens them. Then, the
resistance between two nodes in a graph of n nodes is always greater than in a
complete graph and less than in a path of n — 1 edges from ¢ to j (the graph is
connected).

The resistance between two vertices in a path of n — 1 sites is less than n — 1,
due to their being wired in serie. Thus:

Proposition 2. For any arbitrary graph,

" (6)

i <C <2m(n—1)logn
n

Those bounds are not very tight. However, the one with the hitting times
is the best regarding the few information we have about the architecture of the
considered networks (a complete graph matches the lower bounds, wheras a path
of n — 1 edges between the considered vertices matches the upper bounds).

Note that, moreover, we only bound mean values: actual results can be far
from them.
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4 Computing Automatically Hitting Times

4.1 Generic Procedure

Previous method based on electrical resistance establishes a relation between
effective resistance and commute time. It is sufficient to determine total hitting
time measure for any graph and cyclic cover time for any symmetrical graph
(such that h;; = hj;). In this section, we use another systematic method in
order to obtain total hitting times and cyclic cover time for any graph.

We use the results from Markov chain theory [I6] 4]. From any graph adja-
cency matrix, we obtain the mean first passage matrix, that is to say the hitting
time matrix H = (hi;) i j)ev xv by the following procedure:

From the adjacency matrix, we form the random walk transition probability
matrix P. Then we compute @ = lim,,_,o, P" , the matrix with each row 7 (cf.
section [2])

Proposition 3. The hitting time matrizc H is
H = (hij); jevwy = I = Z+ EZag)D

where

I is the identity matrix,

Z =[1—-P+Q|"' E is the matriz with all entries 1, Zy, is the matriz
resulting from Z by setting off-diagonal entries equal to 0,

D is the diagonal matriz with j-th entry d;; = 7r_1]

This algorithm provides a systematic method which can be applied for any
graph. But in particular, a general expression of the hitting times can be achieved
for some graph. In the following, we applied it to the complete graph.

4.2 Application to the Complete Graph

Consider a complete graph on n vertices, The transition probability matrix P
for such a graph is

1 1
0 = ... =
= 0 ...
P = )
1 1
— - 77 O

A first remark, its absolute stationary probability is
T=(—,..,—].
n n

Proposition 4. The hitting time matriz M is the matrixz with all diagonal en-
tries n and all nondiagonal entries n — 1
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Proof. We apply the previous algorithm.
The matrix I — P+ @ is

I n_H 1 DRI ... ... # ]
'rlz ngnl_J:In) 1 n(lfn)
n(l—mn) n n(l—-n) °°° T n(l—n)
1 1 nd+l 1
n(l—n) 0 n(l-n) n n(l-n)
= IR R ) w

So, calculus gives that:

14n® L L
n?(n+1) n?2 nZ
A 14+n® 1 4
n? n2(n+1) n? n2
Z = )
A A _14n® 1
n? t n? n?2(n+1l) n2
A 1 _14n®
| wz 77 72(n1)

Then, FZ44 being n%é'T’fl)E and D being n.1, short calculus give that h;; = n—1

if i £ j and hy; = %Z = n, by equation ().
4.3 Computation Time
From the results of section [3 or section M for the complete graph, we have,
Corollary 3. The total hitting times measure is
Z hi; =n® —n? +n.
(4,5)€V?

Since for all ¢ and j in V with 4 # j, hy; = n — 1, the cyclic cover time is:

n—1
CCT = min {Z ho(i)o’(i+1)/a S Sn}

:min{ril(n—l)/aesn} ®
=(n— 1)g

Corollary 4.
CCT = (n —1)*
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For the complete graph, given a total computation time, the number of nec-
essary resources can be obtained.

Proposition 5. Given the total hitting time T the size v of the network must
be {T%} +1.

3

Proof. Let we now consider f(x) = 2® — 22 + 2. The function f is an increasing

one, and it is such that
(x —1)% < f(x) < 2®,for > 1 and the right inequality being strict for z > 1.

Indeed, 2% — f(x) =22 — 1= (z — 1) (x + 1) > 0, for z > 1, this inequality
being strict for z > 1. On the other side, f(z) — (z —1)° = 222 — 2z +1 > 0,for
x > 0. Consequently, we have the enounced double inequality. We are now able
to state that: given T, the integer r > 1 such that (z —1)° < f(z) < 23 is:

r=|@nt| 1

[y] denoting the whole number of y.

5 Conclusion

Random walks requires only local information about the network while they have
nice global properties. This makes random walks very useful to determine global
information on dynamic networks. Given a graph modeling a network, we have
presented two methods to determine cyclic cover time and total hitting time.
The first method computes electrical resistance. The second method uses matrix
calculus from Markov Chain theory to determine exact hitting time values. We
have state an automatically way to compute total hitting time for both methods

since we have,

(i,5)eV? (i,)eV? eV

Then, given a network on unknown topology, possibly dynamic, through the
total hitting time we are able to determine the number of resources necessary
in order to achieve a wide range of problems in distributed computing using
random walks.
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Abstract. The life cycle of knowledge decreases dramatically. This in-
fluences both, the business life, namely in technical science and the co-
operation in virtual communities. While human resources departments
look for well developed, process based concepts to identify, plan, and
carry out high level qualification according to enterprise’s current needs,
communities use electronic support to create, share, store and archive
their knowledge.

In the past further education was driven by expensive presence semi-
nars. Today a wide range of computer-aided multi-media applications
are available, which allow distance learning, even in virtual groups. Mul-
tiple criteria are taken into consideration to create efficient and more and
more modular curricula.

Elements like Computer and Web Based Training, Virtual Classrooms
and Multi-media Content Data Bases are brought together with Knowl-
edge Management techniques, using Internet technology to create an
environment, which can be accessed by an easy to handle customized,
personal portal anywhere and anytime. This contribution will emphasize
multiple views, including learning concepts, technical components and
platform development.

1 About Learning in the Digitalized World

“Of course it’s true, I saw it on the Internet!” How often this argument is taken
to convince someone of the latest news. But there is so much information in
the dawn of the network of networks. It does not take a long time to find proof
for whatever proof is required for. The information society suffers from an over-
crowded information pool with less structure and no quality guarantees.

Today search engines deliver matches at extremely short response times.
Result scoring becomes better. Experts look for the latest news on their fields
of activity, while newcomers have problems to access the basic knowledge of a
community. Often there is less structured information not taking any personal
previous knowledge into account. There is still a big gap between authors and
consumers of specific contents, although in communities they come closer to each
other than elsewhere. The Internet easily allows to form virtual communities,
joining people at spreaded locations.

T. Béhme, G. Heyer, H. Unger (Eds.): IICS 2003, LNCS 2877, pp. 48-164] 2003.
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This contribution is structured as follows. Chapter 2] emphasizes the combi-
nation of e-Learning and Knowledge Management for communities. Basic def-
initions are given and components are identified. Chapter [3 discusses learning
collaboration support and didactic experience, while Chap. [4 concentrates on
multiple views for enabling educational events. Events are broken down to mod-
ules and their selection. Platforms provide the technical background for content
hosting, communication tools, single systems and portals. This is described in
Chap.[Bl Finally, some hints and conclusions for the future of collaborative learn-
ing, emphasizing the modularity and circulation of knowledge pieces, are given
in Chap.

2 e-Learning, Communities, and Knowledge Management

Communities are an important enabler to bring e-Learning and Knowledge Man-
agement closer together. While e-Learning mainly concentrates on the content
and its consumption process, Knowledge Management can help to structure the
content and navigate through it. Figure [l visualizes the triplet.

Community

Technical Infrastucture (Internet)

e-Learning Knowledge Management
Content Handling Access Handling

Fig. 1. Relationship between community, e-Learning and Knowledge Manage-
ment.

2.1 Why Not Take a Lesson between Two Cups of Coffee?

e-Learning has been becoming a buzzword during the recent years. The assump-
tion that electronic tools will completely replace presence seminars is not true.
There are a lot of advantages, which can be extracted into a blended learning
model. This means to select appropriate methodical and technical solutions to
fulfill selected steps of a complex educational goal in parallel to the job and daily
life. In a very general definition e-Learning

— describes learning on demand by means of latest information and communi-
cation technologies,

— is based on methodical and didactic teaching and learning concepts, and

— applies multi-media training materials.
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Following the history of computer supported knowledge exchange, a tendency
from stand-alone over off-line toward on-line network applications can be no-
ticed. Classical single-user application like Computer-based Training (CBT) or
Web-based Training (WBT) are still the core method of content and knowledge
distribution for individual asynchronous learning. Virtual Classroom Systems
(VCS) replace presence seminars as synchronous group-ware application. Com-
munication tools, like chat or newsgroups support information exchange among
learners.

Situation-oriented qualification becomes more and more interesting for both,
personal and business life. e-Learning should be seen as an enabler to meet this
needs anyplace and anytime. Small and classified knowledge pieces help to access
content even in a limited time frame.

2.2 Where to Find a Good Friend Thinking about Similar
Problems?

e-Learning leads not necessarily from common learning within large groups to
individual knowledge consumption. Even there are many asynchronous compo-
nents available, which support personal needs, synchronous tools allow to form
virtual groups. There are good reasons to share knowledge among interests of a
certain topic. Knowledge Communities are already a fixed term [I].

Typically, there are two kinds of virtual groups driven by the given business
background. Fzxpert groups usually are formed with commercial background.
They share their views within a very limited area and are known for their ex-
pertise. The second group, communities, form a loosely league of people with
different social background but having a common subject of interest [2]. Differ-
entiated by the grade of proficiency a community unifies newcomers, specialists,
and experts under one roof. A codez, sometimes called etiquette, defines common
rules. They are accepted by all community members. Guidelines help newcomers
to orientate and find their place in the new environment. Generally speaking, a
community is characterized by

— giving people with common interests a home,

— uniting people with interdisciplinary background on a volunteer base,
— self-organisation within defined borders, and

following limited financial and business objectives.

Beside the social aspects, todays communities rely on a network based commu-
nication infrastructure to collaborate with each other. An Internet access plus
selected well-known e-Learning components e.g. message boards, are appropriate
basics therefore.

2.3 What about Professional Assistance?

Contents become richer and richer. New media come into place. A big variety of
qualification offers is available. But the orientation on the educational market
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becomes more and more complex. Knowledge Management (KM) can help to
answer the question, what selected piece of knowledge to access at what given
situation. At higher level Learning Management Systems (LMS) provide control
of structured access as a step-by-step orientation for learners. Today, usually the
content for educational events is pre-structured following a fixed scheme. KM will
support more flexible, user-driven content consumption. Therefore Knowledge
Management should be defined as

— tools for navigation, administration and maintenance of knowledge,

— means to keep multiple views to the same objects in context, and

— enhanced support for and extension of document management systems and
search engines.

Mind maps are already very fashionable to structure personal notes. A typical
KM tool is the knowledge map, which is quite more than a graphical represen-
tation. The appliance of ontology and taxonomy allows quick navigation and
flexible relationship presentation in a scalable manner. Experience from graph
theory can be applied. To lodge knowledge maps with content, enhanced meta-
indezation is an important pre-requisite. For details refer to Chap.

3 Collaboration Support and Methodology

Knowledge consumption has two different faces, individual learning and qualifi-
cation in groups. Communities used to share their knowledge as an open source.
Each member is allowed to profit from the common knowledge base. As the com-
munity’s subject is often very specific, knowledge exploitation becomes more and
more difficult.

3.1 Evolution in Learning Methods

Depending on the position a community member takes, the grade of familiarity
with the given subjects and therefore the language and used terms vary. Just
to be informed, basic knowledge is enough, while active participation requires
a certain level of proficiency. There are different ways to acquire information.
Let’s call them learning methods. Figure 2l shows three approaches.

Object oriented learning seems to be the easiest way. This is true for com-
mon situation. No pre-requisites are required. Occurring questions are answered
directly. A single circumstance can be simply imparted. Based on a dedicated
object, information are stressed and taken in. Sometimes, parallels to practice
are very rare.

Abilities are achieved by method oriented learning. Basic learning technolo-
gies are imparted independently of the taken object. This is missing often at
universities. The knowledge of context allows appropriate assessment of a given
situation. Alternative ways to overcome a specific problem are known, even if
sometimes decisions are not yet optimal. There is still a lack of experience but
the “tools” are known.
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Learning Method Result of Learning

’ Object oriented )—}{ Knowledge ‘
| Method oriented = Ability \
’ Process oriented )—}{ Proficiency ‘

Fig. 2. Development of learning methods and their results regarding practical
applicability of contents.

Only repeated step-by-step doing in the right environment leads to profi-
ciency. Process oriented learning simulates the real world in abstracted models.
Key reactions are trained, which is time consuming.

Besides the subject itself, ergonomics of learning plays a major role. There
is a high risk to constrain human creativity by monotone repeated activities.
Therefore, a mixture of learning methods is the optimal procedure.

3.2 Perceptual Results

The sustainability of learning or learning awareness is a measure for the percent-
age of consumed facts a learner can keep in mind. There are different ways for
knowledge consumption, depending on the used materials and media. Passive or
perceptional methods support a high delivery rate, but result in a low recapit-
ulation rate. Active or productive methods require a high grade of interaction
and full concentration. The recapitulation rate is defined as the ratio of known
by heart facts to presented facts. Figure Bl gives quantitative details.

Learning Awareness 90 %
(information recapitulation rate)
70 %
50 %
30 %
20 %
10 % Listening
Reading Listening Viewing and Viewing Saying Doing

Fig. 3. Recapitulation rate for selected perceptive and productive learning meth-
ods over a medium time frame.

The second fact, which influences the recapitulation rate, is the learner’s
type. While some people rely on extended text passages, other prefer graphics or
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mind maps for visualization of inter-relations. In general, the parallel appliance
of single methods increases the recapitulation rate. It is the task of didactic
concepts to select appropriate combinations to optimize the learning awareness.

3.3 Basic Support for Collaborative Work

Electronic support for communities becomes more and more fashionable. It starts
with organisational management support. Experiences show that currently easy
to use and free of charge single tools are preferred. This meets the original
idea of Basic Support for Cooperative Work (BSCW), which is well-known since
the mid-nineties. The system of the same denominator by Fraunhofer FIT and
OrbiTeam Software GmbH is a simple web based groupware exchange platform
[B]. Both, client-server solutions and peer-to-peer computing are of potential
interest. There is a need for both, asynchronous and synchronous communication
support. Asynchronous communication tools are

— e-mail,

— newsgroups and discussion forums,

— organizers, and

shared work space for document storage and evaluation.

Synchronous communication tools cover

— chat,

— audio and video conferencing,

— streamed broadcasting, and

application sharing e.g., white-board, web-safari.

There is a trend to make use of typical e-Learning tools, like CBT or WBT for
self-study purposes. The VCS becomes of interest as an umbrella for collaborative
communication applications. Professional tools like the VCS Centra 7 by Centra
[@] are already very sophisticated, but still too expensive for community use.

Today customer premises equipment is more powerful. PCs in combination
with fast Internet access over bundled ISDN channels or DSL access offer enough
capacity for streaming application in acceptable quality. Mobile devices make
collaboration independently of the place and offer location based services. They
tend to use packet based data exchange technology, which enables better pay-
per-use models.

3.4 Roles and Interaction

Classical e-Learning solutions have a clear distinction of roles of people who are
involved in the interaction. This concept is usually driven by security guidelines
and access rights of the technical environment.
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Classical Roles. The typical roles for people who share an e-Learning system
are

— learner or trainee, who consumes the content,

trainer, who leads educational events and presents the content,

— author, who creates and structures the content, and

— administrator, who schedules events and keeps the system running.

It is possible to assign multiple roles to a single person, respectively a single
account, which is unique by a login-password tuple.

New Roles. There is no need to strictly distinguish between the classical roles
within community’s life. Every single person finds its own place within a mixture
of such roles. Having a look to the roles, three dimensions can be identified, which
are visualized in Fig. @ The grade of proficiency spans a triangle. The covered
area is a measure for deepness of integration in the community.

4 :
Social Competence

. »

Subject Conifidence

Administrator

Organiser Y- ,,,,,,,,,,,,74’ ,,,,,,,,,,,
System Experience [if8

Fig. 4. Roles of community members in a multi-dimensional view of competence,
confidence and experience.

Firstly, subject confidence can be assigned in increasing grade to newcomers,
specialists and experts. As soon as a learner reaches an advanced level, he or
she can become an author to re-establish new content for community use. It
is practically a difficult step, because authoring tools are in a very early stage,
while learner’s interfaces are often already provide easy and intuitive handling.

Secondly, social competence keeps a community together. The classical role
of a trainer mutates to a moderator, who is not leading activities authoritarian
but acting as a well-accepted broker.

Thirdly, system experience is required. There is no system administrator
anymore, who has the universal power to play with users. What communities
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are looking for, is a kind of organizer who takes care of all administrative and
technical belongings.

4 Learning Events

4.1 Planning Criteria

The successful planning of learning events requires the compliance of multiple
criteria. Figure [ structures them in different areas. The categorization shows
that different experts are required to meet all needs step-by-step [5]. Besides
contents, methodology and organisation the feedback is a very important fact
for professional learning events with high sustainability.

Structure of Criteria

Content Methodology Organisation Assessment

subject learning control location evaluation
amount of content didactics of media time, schedule result checking
requirements interactivity number of trainees quality managemen
qualification individualisation equipment certification
precognition need for repetition accessibility

continuation pre-processing

Fig. 5. Multiple criteria for the planning of e-Learning events.

Usually, communities do not rely on professional further training. But it
makes sense to be aware of success criteria of professional curricula to create
new content for the members and change or share it with other interest groups.
The idea that members write for members is one of the community’s strength.

4.2 Cutting Down the Monolith

Classical further training is characterized by one more multiple day seminars
once or twice a year. Catalogs provide predefined training programs, where the
learner can select from on first come first serve base. Booking has to be per-
formed long times in advance. Organizational criteria, see Chap. Bl have to
be met. Optimal capacity planning is required to sell programs on reasonable
prices. Educational managers have to do quite a difficult job. Neither for short
living business nor for communities such long term pre-planning is practical and
efficient.
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En Block — The Fixed Event. Multiple day presence seminars run out of
fashion not only because of travel costs. Todays business life makes it quite
difficult to coordinate the timing of single persons, independently, they are spare
time activists, specialists, or managers. On the other hand, if possible, it is a
great advantage to get the head free off any other business and to be faced with
the lecturer and other persons addressing the same topic. Last but not least
smalltalk, while having a glass of wine together, is an important fact.

The Chain — Guided Step by Step. There is a trend to split up single
events into a course chain. This does not really solve the timing problem, because
learners have to reserve multiple slots over a certain time. Missing one of the
events, the entire chain becomes useless. The good news is that some of the
single events, lets call them modules, can be scheduled individually within a
given period. This is typical for CBTs or WBTSs or an asynchronous group work.
As shown in Fig.[f, a good mixture of presence and e-learning modules combines
advantages of both scenarios, known as blended learning.

Post processing
J within the team

teaching

_:_']L.l

’ Remote module ‘ ’Presence module‘

Fig. 6. Presence and remote modules form a pre-defined course chain.

The Matrix — Selection of Alternatives. The course chain relies on a fixed
schedule, no alternatives of selection are given to the learners. Depending on the
learner’s type, see Chap.[32] the learning success will be different. Options for
the selection of different modules supporting the same step of the chain help to
overcome this disadvantage of the chain approach.

Writing the steps on the x-axes and noting the different media, respectively
learning method on the y-axes a matrix is spanned. There is no need to fill this
matrix completely with modules. The idea is to provide an offer of appropriate
options per step. A learner has to complete at least one module to move to the
next step. For personal interest it is quite possible to work trough an parallel
choice optionally. In Fig. [ the dotted lines in step 2 symbolize this piece of
freedom.
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Step 1 Step 2 Step 3 Step 4 Step 5

o/

)

iid

iy

il | Movie

Practical
work/test

F

Y

Fig. 7. Matrix of learning modules offers to select between given options per
step.

The Map — Hierarchical Topic Clouds. While the chain approach is driven
by organizational aspects, the matrix adds some more methodology. However,
in Chap. Bl the content was mentioned as the first criteria for the design of
a learning event. The topic cloud approach follows this thesis. By means of a
topic map modules of similar content are clustered to clouds, as shown in Fig.
If required this hierarchical classification can be done on several levels. Pre-
requisite are fairly small modules, sometimes mentioned as knowledge bits with
a clear description by indexation, see Chap. A topic map is a graph, where
the modules are the vertexes. Edges are drawn if there is a content relationship
between two modules. This edges form the base for the selection of a personal
virtual learning path, as described in Chap. B3l

Topic Map

Topic 1

Topic 2

Topicn

related topics
777777 related content

== |earning path

Fig. 8. Learning modules are linked to each other and clustered to topic clouds
in a topic map.
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4.3 Individual Defined Learning Path

LMS, see Chap. 2.3, usually support the chain approach. It is a consequent
step-by-step description. Sometimes alternative branches are controlled by in-
termediate tests. This helps learners to be challenged at the right level and to
save time to reach the goal.

By means of topic maps, as introduced in Chap. L2, new flexibility is given
to decide about an individual detailed training plan, the virtual learning path
(VLP). The VLP is a personal navigation route through the topic map, as de-
picted in Fig.[8. The learner should be given an entry topic and a list of topics,
which have to be passed. Within a certain topic the learner gets the freedom
to navigate individually through available modules, which should be small but
closed pieces. Edges indicate, which module might be accessed next. The VLP
should be traced for later assessment. For breaks the current position is stored
in the individual settings.

4.4 Creation of New Content

Vocational and further training is mainly limited to knowledge consumption.
Content is provided by professional authors and trainers. Within communities
distributed knowledge and experience exists. Therefore, modular e-Learning of-
fers a great chance. While following the VLP a learner sometimes will identify
missing content in a topic cloud, where he or she has already good background
knowledge. Public annotation can be provided.

Template collection Topic n

Fig. 9. Steps for the creation and inclusion of new modules in a topic map.

By means of easy to handle authoring tools, new modules can be created. Ap-
propriate templates should be available to reduce the administrative overheads
and to guarantee a unified appearance of new modules. They should perfectly
fit into existing content. Some steps are required to make the content available
for others.

1. select of an appropriate module template from a collection,
2. create the new content by filling the template,
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3. upload the new module for quality check,

4. propose linking of the new module in the topic map, either by a graphical
editor or by detailed indexation,

5. let the module and links check by a moderator/topic coordinator,

6. make the module and links public and accessible via the topic map.

The numbers in Fig. @] illustrate the process of integrating new modules using
the same numbering.

4.5 Content Indexation

The importance of indexation was mentioned several times during the previous
chapters. Indexation means to give a document an additional description by fill-
ing in meta index information. Office programs already provide a large number
of meta data fields for documents, but the majority of users ignores this oppor-
tunity. However some statistical fields like file name or authors initials are filled
automatically.

Indexation is both, a chance and a risk. The chance is the right classification
of a document, done by the author. The risk is misleading indexation to push
web content identified by search engines, which rely on the truth of index values.

Module indexation should be based on a well-defined mandatory set of at-
tributes. Standards like Learning Object Metadata (LOM) or Sharable Content
Object Reference Model (SCORM) already provide a conceptual variety [6].
SCORM is a collection of specifications adapted from multiple sources to provide
a comprehensive suite of e-learning capabilities that enable interoperability, ac-
cessibility and re-usability of Web-based learning content [7]. A carefully selected
subset is still enough. The strength of indexation does not lie in new extraor-
dinary attributes but in the KM based combination of simple categories. This
requires also a limited pre-defined number of attribute values. Drop down menus
can support the selection. Multiple choices per attribute should be supported.
The German Initiative for Networked Information (DINI) provides recommen-
dations for useful indexation of scientific materials [8]. Libraries maintain index
lists.

Topic maps and indexations have a close relationship. There are two different
ways. Detailed indexation can be used to create automatically a topic map by
means of KM tools. On the other hand a graphical editor can be applied to
create a topic map, while indexation is done automatically in the background,
depending on the crated relations of modules and topics. The second proposal is
easy to handle for new modules created by occasional authors, who do not want
to deal with attribute lists and their pre-defined values. Professional content
creators should have designed a taxonomy or ontology in advance, where index
lists are a powerful support.
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5 Platforms

5.1 Single Systems

There is quite a large variety of single systems on the market. Professional
client-server systems compete with peer-to-peer computing for individual use.
In Chap. single supporting tools are mentioned. They can be classified in
four groups. Dependencies are shown in Fig. [0l

Learning Management System (LMS)

Knowledge Document c o Virtual
ommunication
Management Management Server (CS) Classroom
System (KMS) il System (DMS) System (VCS)

. Computer Based Audio s .
Topic Map Training (CBT) Streaming (AS) Application Sharing
Taxonomy, Web Based Video Voting, Evaluation,
Meta-Index Training (WBT) Streaming (VS) Tests

Fig. 10. Classification and relationship of single system groups supporting e-
learning.

Document Management Systems (DMS) stand for an asynchronous data base
to access and share content. KM is an add-on for navigation, see Chap. 2.3
Communication Systems (CS) support synchronous and asynchronous interac-
tion between learners and trainer or learners, respectively community members
to each other. Today basic support is already given by components, which are
shipped with the operating system or office packages. Streaming applications
come into fashion. A development of recent years are Virtual Classroom Systems
(VCS). The idea of application sharing among multiple end-points is organized
together with typical classroom activities e.g., raise hands, vote with “yes” or
“no”, or fill multiple choice tests. Emoticons e.g., clapping hands or smileys are
used by learners with great pleasure. Evaluation Systems could be considered
an extra category but should be covered by VCSs. The roof is given by Learning
Management Systems (LMS). They abstract from the technical thinking and
provide a personalized process based view.

5.2 Integrated Solutions

To abstract from a single system’s view an integrated solution is preferred. Se-
lected single systems, as classified in Chap.[B5J] form the technical core. A system
platform unifies the access to different systems. This linearizes the number of
necessary interfaces, because single systems only have to talk to the middleware



e-Learning and Communities 61

and not directly to each other. XML based message exchange is preferred for

inter-communication. Common components, like a user data base can and should
be shared.

View of learner/trainer: View of administrator:
events, schedule, ... system & user management, ...

e-Learning User Portal (web)

e-Learning Systems Platform (middleware)

Knowledge
Management
System
Document

-
S
(@)

£ EE
53
o
'_(U
=

Management
System
Classroom
Communication
User Data Base

Network Platform

View of developer/integrator: View of network manager:
set of single systems hardware, services, ...

Fig. 11. Multiple views to an integrated e-Learning platform solution.

The only interface to the learner is a web based portal, see Chap. [5.3], which
is established on top of the middleware. Administrator, integrator or network
manager have a different prime focus with their views, as depicted in Fig. [[1]

5.3 User Portal

The user portal is the most important part for success of a learning system.
Intuitive look and feel increases user acceptance of this central entry point. The
typical appearance of web sites should be met. Reaction times should be less
than a second.

No extra applications or even secure and small smart clients should be in-
stalled locally. Administrator permission rights should not be required for plug-in
installations. Furthermore, there is a long list of guidelines regarding user groups
and mandates, personalization, optional integration of additional information
services, help desk, or corporate design, to give just some examples.

The registration and access procedures are of potential interest to minimize
personal overheads for administration. Self-registration processes should be sup-
ported. A user should be assigned a single account at portal level. This account
consisting of a login and password, known as Single Sign-On (SSO), should imply
several access rights

— membership of groups,
— access to subscribed single systems,
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— individual learning plan with status report, and
— personalized portal configuration.

Access to unique events or evaluation sheets is typically done by single valid
tokens, which can be distributed on demand by e-mail.

6 The Future of Collaborative Learning

Training and learning do not have a good image in times of economical weakness.
Basic investments are required to establish powerful solutions. But technology
is not enough. Various specialists, expert and professional, trainer and designer,
administrator and manager, technician and integrator have to come together to
make e-Learning run.

Communities can participate at solutions at reasonable prices. They are, like
universities, a perfect source to create new content for life-long learning. There
is a new business field for Learning Service Providers. This is comparable to an
application service provider who feeds multiple mandates. High-level content is a
very expensive good but required add-on, which should be shared. Rare experts
can give remote lessons or be consulted on demand.

6.1 Modularity

Knowledge Synchronous

network learning units

Multi-medial
presentation

Scalable
content

Modular
e-Learning
solution

Learning
modules

Asynchronous
learninig units

Web-based
technology

Systems Platform

Fig. 12. Modular solutions for content, presentation and technology increase
flexibility of e-Learning applications.

Modularity is one of the keywords to increase the flexibility of e-Learning
solutions and to make them profitable for communities. Creation of new con-
tent must become as simple as consumption of learning modules. Modularity
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addresses not only the content itself but also its presentation and the underly-
ing technologies. Even the philosophic view demands unity of content and style
re-usability of modules in various contexts requires technically a separation of
both. Just for consumption it is dynamically linked together. This introduces
the chance to create a homogeneous customized appearance of modules along
the Virtual Learning Path.

6.2 Circulation of Knowledge Pieces

Created modules are not fixed entities. Every time a piece of knowledge is em-
ployed to guide the fulfillment of a given task it follows a cycle of different steps.
Figure [[3 emphasizes typical states.

Navigation

Discussion

Knowledge

Transfer AR

verification
uonejojdxa

Dialogue
Decission

Fig. 13. Knowledge pieces follow a circle of processing.

The exploitation phase on the right hand side should be followed by a re-
cycling phase on the left hand side. This includes a verification of the achieved
results and an assessment to feed back experiences either to annotate existing
information or to create new modules. The navigation can be improved by en-
hanced indexation of contents.

6.3 Next Steps

There are multiple directions of further work. All statements given here were
done under the assumption of a peaceful and cooperative interaction of all in-
volved partners.
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Digital Rights Management (DRM). Fortunately, there is a trend to make
knowledge public like a recent initiative of the MIT shows. Increasing number of
on-line dissertations worldwide meets this goal too. But intelligent property is a
big issue. It is still unclear, whether DRM in conjunction with micro-payment
will be able to handle this problem satisfactory. Authors must be motivated to
generate valuable content. More general, liable for costs contents arise a global
debate, while often education is considered to be free of charge.

Knowledge Management (KM). KM is still in an early stage. The use of
graphical tools makes it assessable even for unexperienced users. Appropriate
indexation needs more experience. Edges and vertexes in learning topic maps
will describe various properties of relationship. Views for different purposes can
be created.

Authoring Tools and Module Templates. The separation of content and
style requires more intelligence for multi-media contents. The creation of anima-
tions should not require specialists e.g., a flash insider. Authoring and annotation
tools look for ease of use and system independence.
This contribution could only give a rough overview of multiple factors that make
e-Learning to be a success. The author believes that communities have an opti-
mistic future as a home for peacefully together working people who are sharing
their competence on an open-minded base.

Many thanks to the conference board for the invitation, to T-Systems for
supporting scientific research and to all my friends and colleagues who made
this presentation possible with their fruitful comments and idea.
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Abstract. Both human users and crawlers face the problem of finding good start
pages to explore some topic. We show how to assist in qualifying pages as start
nodes by link-based ranking algorithms. We introduce a class of hub ranking
methods based on counting the short search paths of the Web. Somewhat surpris-
ingly, the Page Rank scores computed on the reversed Web graph turn out to be
a special case of our class of rank functions. Besides query based examples, we
propose graph based techniques to evaluate the performance of the introduced
ranking algorithms. Centrality analysis experiments show that a small portion of
Web pages induced by the top ranked pages dominates the Web in the sense that
other pages can be accessed from them within a few clicks on the average; fur-
thermore the removal of such nodes destroys the connectivity of the Web graph
rapidly. By calculating the dominations and connectivity decay we compare and
analyze the proposed ranking algorithms without the need of human interaction
solely from the structure of the Web. Apart from ranking algorithms, the exis-
tence of central pages is interesting in its own right, providing a deeper insight to
the Small World property of the Web graph.

1 Introduction

Recent years witnessed an extensively developing interest on link-analysis algorithms
to improve textual based Web search engines. Inevitably, the most influential results
on this field are HITS [15/8] and Page Rank [[7] algorithms; since then many improve-
ments and extensions appeared [9,17|13]], see [S] for a comparative study. HITS assigns
a pair of scores to the pages belonging to a query. The authority score of a page is
proportional to its importance, and hub score describes the quality of a page as a link
collection within the topic. Page Rank, on the other hand, overall quality scores that
are applied in any query search later. Following HITS’ terminology, the Page Rank
scores act as overall authority values of pages independently from any topic. Overall
hub scores of the whole Web, however, earned less attention in the link-analysis litera-
ture. Remarkable exceptions [[18/6] evaluate the rank of a page by summing the rankes

* Research is supported by grants OTKA T 42559 and T 042706 of the Hungarian National
Science Fund.
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of those linked by the page itself iteratively, which in turn acts as some hub score over
the Web.

In the first part of the paper we focus on finding good starting points for browsing
from which a large number of pages can be accessed within a few clicks. To express
the quality of pages as starting points, we define overall hub scores of the Web, which
can be evaluated for the whole Web graph independently from queries. For instance,
the hierarchically ordered link collection www.dmoz.org would be given much higher
credit as a hub than for example the site www.weather.com with good quality content
but only a limited amount of linkage outside its own domain. The Web does not only
provide explicitly defined hierarchical link collections that are easy to find, but also
contains several implicitly evolving search trees by the nature of hyperlink evolution.
The root of such trees are excellent start nodes for browsing, but authority based ranking
schemes rarely reveal such root pages.

Clearly it is advantageous to start browsing the Web from a page, if short sequences
of clicks from that page lead to as many other pages as possible. We introduce Start
Rank, a family of hub ranks through counting the search paths departing from each
Web page. User defined parameters tune the credit given for each search path. Path-
counting method appears first in the classical paper [14] about social networks defining
an influence measure, standing of persons that is closely related to authority measure of
Web pages. We slightly generalize their path-counting technique and apply the method
to estimate the hub quality of pages. Notice that hub scores of HITS are proportional
to the authority values of directly accessible pages, while Start Rank takes into account
the pages accessible in more than one click on hyperlinks.

As a candidate for overall hub ranking, we investigate Reversed Page Rank that is
computed after reversing the direction of all the hyperlinks, similar ranking algorithms
were proposed in [6]]. We formally prove that Reversed Page Rank is a member of the
family of Start Rank scores supporting the assumption that Reversed Page Rank scores
express hub quality. The equivalence of Page Rank and path-counting rank is interesting
in its own right stating that Page Rank generalizes in-degree rank by taking into account
longer than one-step paths.

Evaluating and comparing the performance of link-analysis algorithm seems hard,
since there is no formal definition for the “qualities” of a Web pages. Typical practical
approaches are based on expert evaluation [2], volunteer testing [21], notions of “spam”
[10] or query examples [5], all depend on human judgment. In a theoretical approach
one can formally analyze certain desirable features of ranking algorithms such as sta-
bility [3119]], locality and monotonicity [S]. These features are natural requirements for
ranking algorithms, but neither of them acts as an objective measure of the quality of
link-analysis algorithms.

We propose centrality analysis as a graph based tool to provide quantitative justi-
fication and comparison of the introduced ranking methods. The key idea is that top
ranked pages play a central role in maintaining the connectivity of the Web graph. For
any ranking over the nodes of the Web graph, the centrality of the set of top ranked
pages can be evaluated numerically, yielding a qualification of the ranking algorithm.
Although such a qualification only classifies the top scores assigned for the pages, we



Where to Start Browsing the Web? 67

believe that centrality analysis is an important step towards the automatic evaluation of
ranking algorithms.

The centrality of a set of pages is either measured by domination, the average dis-
tance from the set to the other pages; or by the decay in the diameter of the Web graph
after the removal of the central nodes. The former centrality measure is applied for
hub ranking schemes, since from the set of strongest hubs the whole Web should cer-
tainly be available within a few clicks on the average. The latter notion of centrality will
show the quality of a ranking algorithm that gives credit for popular hubs—nodes that
are contained in a large amount of search paths of the Web. Our notions of centrality
were motivated by the NP-hard combinatorial optimization problem k-domination [1L1]]
and by the experiments of [[1]] measuring the failure tolerance of real networks against
removing the largest degree nodes.

Besides qualifying the outputs of ranking algorithms, centrality analysis also pro-
vides a deeper insight to the small world phenomenon, empirically proved for many
implicitly evolving networks including the Web graph [4]]. A network is referred to as
a small world, if the diameter is low and the number of edges in the network is rela-
tively small. Centrality analysis experiments reveal that a surprisingly small number of
central nodes are responsible for the connectivity of the Web graph. Such experiments
were pioneered by [l1] implying that only a small set of largest degree nodes maintains
the connectivity of small world networks. In our centrality analysis experiments we
strengthen the results of [1]] by showing more centralized nodes than the pages with
largest degrees.

Our experiments containing both centrality analysis and query search examples
were conducted on the . ie domain, the Irish Web. While this portion of the Web pro-
vides a computationally feasible test-bed, the contextual structure of a national domain
will not differ so much from the entire Web that would result in significant bias in
the experiment. Ranking is performed over the collection of near one million pages
crawled in October 2002; however for keyword searches we also relied on queries to
Google [12].

2 Hub Scores of the Web

Finding a good start page is a critical part of browsing the Web: it is clearly worth
starting from a site from which a large amount of content can be reached within a few
clicks. Slightly modifying the notion of Kleinberg’s HITS algorithm [15] we refer to
such pages as good hubs.

In this section we introduce Start Rank as a family of hub scores to measure the
quality of pages as start nodes. Then we show one member of this family easily com-
putable by slight modifying Page Rank. Finally, some combinations with other ranking
algorithms are proposed.

2.1 Start Rank

Start Rank assigns a hub score for each web page on the basis of counting the search
paths originating from the page in question. Each search path is taken into account by
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a weight depending on the value of the target page, the length of the search path and
the hyperlinks occurring in the search path. Note that Start Rank naturally generalizes
out-degree as the simplest measure on the hub quality of pages, since out-degree counts
all the one-step walks from each page.

The actual Start Rank scores are determined solely from the structure of the Web
graph and from the following three user defined parameters.

— The length weight function assigns a real weight £(i) > 0 for each length i > 0. The
requirement that longer search paths generally worth less than shorter paths can be
achieved for a Start Rank by setting a monotone decreasing length weight function.
Furthermore, to eliminate the false effect of extremely long search paths containing
a large amount of cycles, it is reasonable to choose zero length weight beyond a
threshold. In most of what follows exponentially vanishing length functions are
employed with expected value falling into the range 5-15.

— The target value t(v) > 0 of a page v emphasizes the credit that is given for a
search path for finding v. Setting the target value identical over the Web pages
implies that all pages are treated equally worth as targets. Alternatively, an overall
quality measure, such as the Page Rank [7]] can be chosen as target value for each
page. Then a node obtains high Start Rank, if a large amount of search paths lead to
high quality pages from the node in question. Another approach is to set the target
value topic specific by giving positive value only for a collection of pages inducing
a topic of the Web.

— The link factor m(u — v) assigns a real weight for each hyperlink © — v of the
Web. The appropriate choice of m(u — v) is inversely proportional to the effort
spent by a surfer to select the link from the page u, when proceeding in a search
path. For example, the effort can be measured by d (u), the number of out-going
links from page u, thus m(u — v) = d%(u) can act as a link factor. More intimate
link factor settings take into account the position or size of the anchor text of the
hyperlink in the HTML document.

Definition 1 For given user defined parameters —length weight function, target values,
and link factors— the weight w(P) of a search path P with length i, target node v is
defined as follows,
w(P) = t(v) - £(i) - [] m(e),
ecP
where the product is taken over all link e contained by the path. The start rank SR(u)
of a node u is

summing over all paths originating at u.

In the rest of this section, we show that the n-dimensional Start Rank vector SR can
be expressed as a linear combination of matrix powers, where n denotes the number
of Web pages. Let M denote the n-by-n matrix with entries M, , = m(u — v) for
each link v — v; and M, , = O, if the link u — v does not exist. (Equivalently,
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M is obtained by transposing the adjacency matrix of the Web graph and by replacing
each 1 entry with the link factor corresponding to the directed edge.) Furthermore, by
introducing the ¢ notation for the n-dimensional row vector of the target values, the
weights arising for search paths with length i are £(i) - £ - M, thus the start rank scores
can be expressed as

SR=) ((i)-t-M". ()

Evaluating such a formula seems hopeless due to the huge dimensions of M, how-
ever, the complexity of multiplying a vector with M is proportional to the number of
non-zero entries of M, or equivalently the number of hyperlinks of the Web. Such a
multiplication can be performed by external memory implementation, similarly to a
Page Rank iteration [7]]. Thus, if the length function vanishes for numbers over k, then
the tM* vectors can be evaluated with k external memory iterations even for the whole
Web graph.

2.2 Reverse Page Rank

Since Page Rank (PR) acts as a successful authority score over the Web pages, one
may intuitively feel by symmetry that reversing the direction of the hyperlinks and
then applying PR yields an overall hub score of the pages. To justify the statement we
formally prove the equivalence of reverse Page Rank with a special case of Start Rank
scores with appropriate user parameter settings.

For the sake of simplicity in the rest of the paper, we assume that nodes with zero
in- or out-degrees have been removed from the Web graph. Furthermore, reversed Web
graph refers to the graph obtained from the Web graph by reversing the directions of
the edges.

First, we recall the definition of PR scores defined on the Web graph through the
random surfer model resembling the behavior of human users. The surfer takes a ran-
dom walk visiting the Web sites by selecting the next page according to the following
rule: with probability 1 — d, the next page is chosen from those pointed by the currently
visited page; and with probability d, it is selected from all the pages according to some
Jjump distribution independently from the currently visited page. Intuitively, the above
damping factor d is the probability that the random surfer gets bored and restarts surf-
ing; in practical applications it is set to d ~ 0.1 — 0.2. The jump probabilities describes
the preference of the random surfer among starting nodes to jump; in the simplest case
this is uniform over all the Web pages. The random surfer model yields a Markov chain
and the PR of a Web site is defined as the probability of the page in its stationary distri-
bution [7]].

Definition 2 For given damping factor and jump probabilities, the reverse Page Rank
(RPR) is defined as the PR computed on the reversed Web graph.

Similar to Page Rank implementation [7], RPR can be computed by the power iteration
method, and it can be evaluated for such an enormous input as the Web graph. RPR can
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be easily interpreted in the random surfer model, with the modification that the random
surfer follows the links backwards. However, the interpretation does not support the
assumption that RPR is useful as a hub score—in the rest of this section we deduce that
RPR is a member of the family of start rank (SR) scores.

Theorem 1. The RPR with damping factor 0 < d < 1 and given jump probabilities
is equivalent to a SR with the following parameter settings. The length weight {(i) =
d - (1 —d)’, the target values are identical to the jump probabilities and the link factor
m(u — v) = d,;(v) is inversely proportional to the in-degree of v.
Proof. Let j denote the n-dimensional row vector of the jump probabilities and .J the
n x n matrix with all rows equal to j where n is the number of web pages. Let RPR and
SR denote the RPR and SR vectors. Furthermore the stochastic matrix M is obtained
from the adjacency matrix of the reversed Web graph by normalizing its rows. Note that
normalization is equivalent to multiplying the entries of the adjacency matrix with the
corresponding link factors.

For the transition matrix I7 of the Markov chain defined by the random surfer model
the following equation holds,

II=dJ+(1-d)M.
Since RPR is the stationary distribution,
RPR IT = RPR. (**)
In order to show that the equation RPR = SR holds, we will prove that SR satisfies
(**). The SR probabilities can be expressed by equation (*),
SR = "d(1—d)'jM’
i=0
since the length distribution is geometric with parameter d. By substituting this into
(**)
SR IT = j(3 d(1 —d)'M")(dJ] + (1 — d)M)

=0

=djJ+jYy d(1—d)M
i=1
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The second equation comes from the fact that the matrix N = Y ;2 d(1 — d)*M" is
stochastic, and NJ = J holds for any stochastic matrix, as the rows of J are equal.
Similarly jJ = j was applied for the third equation.
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Finally, we mention that a similar statement holds for the original PR citation index
showing that the PR of each page can be expressed as the weighted sum of all paths
arriving at the node in question. Hence PR generalizes the simple in-degree rank by
taking into account all the in-coming walks not only the one-step paths.

2.3 Mixed and Aggregate Ranks

We investigate the alternatives to combine Reverse Page Rank (RPR) with other ranking
strategies to obtain refined quality measures on Web Pages. From the several possible
options, we especially focus on combinations with ordinary Page Rank (PR) — for
more general aggregating methods we refer to [10].

The RPR of each page counts the short search paths leaving from the actual page,
and the credit given for a target page can be tuned by setting the target value or equiva-
lently the jump probability of the target as stated in Theorem[Il We propose the follow-
ing methods for tuning the jump probabilities (target values) of RPR.

— Uniform RPR algorithm performs iterations with uniform jump distribution over
the Web pages. Such a choice of jump probabilities raises the hub score of pages
from which a large amount of nodes can be accessed, however the qualities of the
accessed pages are not taken into account. In what follows, we always refer to
uniform RPR, if the jump probabilities are not defined explicitly.

— Popular RPR algorithm precomputes ordinary PR, and then performs RPR itera-
tions, where the jump probabilities of the nodes are set to the precomputed PR
scores. By the assumption that ordinary PR measures the quality of pages, popu-
lar RPR will be raised for those pages from which a large amount of high quality
content can be accessed within short click streams. Notice the analogy with HITS
algorithm [[15], where the hub score of a node is equal to the sum of the authority
scores available with one step. Popular RPR refines this idea by taking into account
the authority scores of nodes available in more than one step with exponential de-
creasing relevance in the number of clicks.

— Personalized RPR assigns non-zero jump probabilities only for the members of a
certain topic of the Web following the idea of [20] originally proposed for PR.
Personalized RPR scores then express hub quality only in a certain topic. Such
approach seems practical for query searches or clustering, while personalized RPR
would require on-line computation over the entire Web graph for each topic query.

— Topic sensitive RPR acts as an off-line alternative of personalized RPR by com-
puting RPR with a few topic specific jump distributions belonging to some low-
dimensional basis of the topic-space. Then, hub scores of an arbitrary topic are
evaluated as some linear combination of the basis hub scores, which is practically
computable on-line. The method was introduced in [13] for PR and the adaptation
is straightforward for RPR.

Fixing the jump distribution with one of the above methods RPR algorithm yields
scores expressing the quality of pages as hubs. Such score may present as a component
of some overall quality measure of pages as in the following examples.
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— Mixed PR refers to the family of scores evaluated as f(PR,RPR), i.e., some func-
tion of the already computed PR and RPR values. Mixed PR is a trade-off between
hub and authority scores depending on function f.

— Product PR score of each page is defined as the product of PR and RPR values.
(Notice that product PR specializes mixed PR.) Web pages possessing high product
PR are both valuable hubs and authorities, so the numbers of in-coming and out-
going paths are both large. We believe that such pages play an important role in
maintaining the connectivity of the Web graph.

3 Centrality Analysis

For a given ranking of the Web pages, centrality-analysis experiments numerically eval-
uate the centralities of small sets of top-ranked pages in the Web graph. Such an exper-
iment requires graph theoretical definition of centrality; in the following section we
propose different notions of centrality based on averaging some distances in the Web
graph.

Distance averaging techniques face the problem of infinite distances that is handled
by harmonic mean in our definitions. A further advantage of harmonic mean that it
expresses the expected search efficiency of a surfer following the shortest paths of the
Web.

3.1 Domination of a Start Set

From a general start set of pages most other nodes of the Web graph should be available
within a few clicks. We introduce a qualification for start sets and an intuitive explana-
tion of the formula through search efficiency.

Suppose that a user is searching for some target page. Let us assume that by care-
fully reading the contents of the intermediate pages, it is always possible to choose the
best possible direction towards the target. In this case the surfer will follow a shortest
path.

Next we consider how efficiently the user spent browsing time to find the target. If
the target is reached in 3 clicks for example, then he spends one third of his time to read
something interesting while the rest of it is wasted for visiting inner pages of the search
path. Hence we say that the efficiency of a start page s to find target ¢ is m, where
dist(s, t) denotes the minimum number of clicks to reach ¢ from s. If there is no path
from s to t, then dist(s, t) = oo and the efficiency is zero.

More generally, the surfer uses some start set Vg of pages to find target t. As he
always starts from the members of Vg, he knows well the contents of these pages.
Therefore he can guess the closest page of Vs to t. Then the efficiency of the start set
is m where dist(Vg, t) denotes the minimum of distances from the nodes of Vg
to t. The domination of a start set is defined as the average efficiency over all possible
web pages as goals. This can be interpreted as the expected efficiency, if a surfer starts
searching a random goal page. Formally, the domination of Vg is determined as follows:
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where V' denotes the set of Web pages. Thus the domination of a start set is the inverse
of the harmonic mean of distances between Vg and all the other Web sites.

Our first notion of centrality of a set of pages is equal to the above introduced
domination. In the centrality analysis experiments of Section f.2] we successively add
the top ranked pages to a start set and evaluate the domination in each iteration. The
experiment reveals the quality of the ranking algorithm to select graph theoretically
good sets of hubs or starting points from which the rest of the Web is accessible within
a few clicks on the average.

Our notion of domination resembles of the NP-hard combinatorial optimization
problem of finding a minimum size subset of nodes in a graph G such that all the
other nodes are within a given distance k from the subset [[L1]. In our scenario such a
subset would be a start set from which the farthest node has distance at most k. Such
a worst-case analysis cannot express a fine quality measure on the start set, hence we
proposed to take the average of distances.

3.2 Attacking the Web

Besides domination, the centrality of a set of nodes can be measured by the attacking
ability of the set—the decay in the connectivity of the Web graph after removing the set
of nodes in question. In our centrality analysis experiments, the top ranked nodes are
removed gradually, and then we evaluate the connectivity of the remaining part of the
Web graph.

The connectivity is expressed by the harmonic diameter of the Web graph, the har-
monic mean of distances between all the pairs of nodes. The reciprocal of the harmonic
diameter, under the notion of the previous subsection, means the expected efficiency
when a surfer starts searching a random goal from a random start node. Hence what we
actually measure is the fraction of time spent on reading topics of interest in contrast to
downloading pages just to find an appropriate link to move on. Formally if V' denotes
the set of Web pages, then let

Vidvi-1)
I .
Zu;éve\/ dist(u,v)

diam =

Another advantage of our notion of harmonic diameter compared to other notions of
diameter is that pairs of nodes unreachable from one another have contribution zero in
the formula, hence harmonic distance measures both distance and reachable at the same
time.

The idea of removing some small portion of Web pages and measuring how the
diameter increases was originally proposed [[1] for different purpose. They concluded
that the failure caused by randomly chosen nodes hardly effect the connectivity of the
Web, but an intentional attack removing the nodes with large degree raises the average
distance rapidly. Notice that the degrees of nodes also induce a ranking on the nodes.
In our experiments we investigate the effect of replacing degree rank with more subtle
scores of the importance of pages.
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4 Experimental Results

Our experiments were conducted on the |. 1eldomain, the Web pages of Ireland. We
believe that the structure and diversity of this domain is similar to that of the whole
WWW. The graph of the |. 1e domain was small enough to store in internal memory,
thus any variant of the proposed ranking algorithms were calculated within 15 minutes.

We downloaded 986,207 pages from the Irish Web in October, 2002. We used the
open source Web robot Larbin [16] on a 1.8GHz Pentium IV CPU with a 10Mb Eth-
ernet connection. The Web graph induced by the|. 1€l domain had 792,902 nodes) and
10,037,951 edges. The ranks PR, RPR, popular RPR and product PR were computed
with damping factor d = 0.2 using 100 power iterations that yielding an error smaller
than 10~8 in all cases.

4.1 Ranking Keyword Search Hits

We investigate how well RPR or popular RPR serve in ranking keyword queries. We
believe that by the nature of ranking link collections high our ranking strategies act well
for a broad topic search—at least as a possible aggregated rank component combined
with text and link based strategies. In our experiment we submitted keywords of broad
topics to Google [12] and saved all the enumerated URLs. The number of available
URLSs was varying between 500 and 1000. Then we used RPR to reorder these URLSs
and compared the top ten Google hits with our ranking. Since the reordered list was
computed from Google’s top 500 — 1000 hits, this can be treated as an aggregate of
Google’s ranking with popular RPR.

The query results are listed on Table [l for “fishing” and “sailing”—typical broad
topic query strings for exploring certain topic rather than searching for a specific piece
of information. The number 1, 4 and 5 hits of Google on “fishing” are Web sites of spe-
cific famous fishing resorts and boats—inevitably these pages provide popular content.
Popularity is however not appreciated by the RPR scores; instead credit is given to link
collections. Such examples are the number 2, 4, 5, 7 and 8 hits of RPR query or 1, 2,
3 and 4 of popular RPR for “fishing”. Hit number 8 of popular RPR on “sailing” is a
remarkable example of a good link collection. Such a collection may act as an excellent
start node to explore “sailing in Ireland”.

A drawback of RPR and popular RPR can be also read from the lists of top ranked
URLSs. Both gives high credit to archives or large collections of databases within a Web
site. Such examples are 1 and 3 from RPR with query “fishing”. In some cases popular
RPR was able to overcome the problem such as in the case of “fishing” query, since the
members of the archive have low target probability.

4.2 Top Ranked Pages, Domination, and Diameter

In our centrality analysis experiments we selected the first few top ranked pages under
different ranks and measured graph theoretic quantities related to distance and connec-
tivity as a function of the number of pages selected. We graphed our results for multiples

3 We have deleted those pages not linking within the [ 1e/domain that would otherwise corre-
spond to a node with zero out-degree in the graph.
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Table 1. Query results for Google and by reordering the top 500-1000 hits of Google.

Google with query “fishing”

1 indigo.ie/"bwlodge/

2 indigo.ie/"bwlodge/fisreport.htm

3 www.infowing.ie/fishing/

4 www.infowing.ie/fishing/Sligo2.htm

5 homepage.tinet.ie/"bluewater/

6 homepage.tinet.ie/ ncffi/

7 www.shannon-fishery-board.ie/

8 www.shannon-fishery-board.ie/
fishing-open.htm

9 www.react.ie/Activities/Fishing.htm

10 www.react.ie/Activities/
Fishingwhere.htm

Google with query “sailing”

1 www.sailing.ie/

2 www.iol.ie/ glenans/

3 www.iol.ie/ gerbyrne/

4 www.braysailingclub.ie/

5 www.braysailingclub.ie/sailing/
sailing_instructions.html

6 www.alia.ie/sailing/

7 www.alia.ie/sailing/afloat.html

8 www.arklowsc.ie/

9 www.arklowsc.ie/Sailing_Tips/
sailing_tips.htm

10 homepage.tinet.ie/ bmcg/Cullaun/
cullaun.htm

RPR with query “fishing”

1 www.ndpgenderequality.ie/statdata/
2002/measure/measure4.html

2 www.nci.ie/holiday

3 www.ndpgenderequality.ie/statdata/
2002/topic/topics17.html

4 kildare.local.ie/things_to_do_and_see

5 www.lakedistrict.ie/fishing/index.shtml

6 www.thecia.ie/patricks

7 westmeath.local.ie/things_to_do_and_see

8 www.oksports.ie/irish/water.html

9 www.falconholidays.ie/locations/
12/11.html

10 www.cybercottage.ie

RPR with query “sailing”

1 sport.startpage.ie

2 www.irishferries.ie/sitemap.shtml

3 www.homefromhome.ie/properties.asp

4 www.kellyco.ie/html/AvailRes.html

5 www.athlonechamber.ie/about-athlone/
tourism.htm

6 www.oksports.ie/irish/water.html

7 www.wolfhound.ie/eveningclasses/
email.htm

8 doon.mayo-ireland.ie/moores.html

9 www.inside.ie/e_article000074755.cfm

10 www.csis.ul.ie/staff/CiaranCasey/
personal.htm

Popular RPR with query “fishing”

1 www.nci.ie/holiday

2 kildare.local.ie/things_to_do_and_see

3 www.infowing.ie/fishing

4 www.lakedistrict.ie/fishing/index.shtml
5 www.connacommunitycouncil.ie

6 westmeath.local.ie/things_to_do_and_see
7 www.thecia.ie/patricks

8 tiara.ie/goingto.htm

9 indigo.ie/"bwlodge/fisreport.htm

10 www.cybercottage.ie

Popular RPR with query “sailing”

1 www.irishferries.ie/sitemap.shtml

2 sport.startpage.ie

3 www.kellyco.ie/html/AvailRes.html

4 www.homefromhome.ie/properties.asp

5 www.athlonechamber.ie/about-athlone/
tourism.htm

6 www.wolfhound.ie/eveningclasses/
email.htm

7 www.rte.ie/aertel/p581.htm

8 www.oksports.ie/irish/water.html

9 www.tourismresources.ie/fh/
shannon.htm

10 www.rosscarbery.ie

of a hundred Web pages. Under any reasonable ranking strategy the top few hundred
nodes should form a subset of the Web with an important role in search and navigation.
Note that the size in question is smaller than one percent of our document collection of

pages from Ireland.
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Fig. 1. Domination of start sets.

In our first experiment we constructed start sets of sizes falling into the range 100 —
3000 from the top ranked nodes. Then we calculated the domination of these sets, the
efficiency of searching a random node from the given set. The results for PR, RPR,
popular RPR and out-degree rank are depicted on Fig. 1.

The diagram shows that nodes with large PR behave worse as start sets than even
the simple heuristic of choosing out-degree as rank. On the other hand both RPR and
popular RPR finds sets with large domination, i.e., from these sets all the other pages
are accessible within a few clicks on the average. Recall that RPR scores are based on
counting the weighted sum of all search paths as stated in Theorem[Il The domination of
top ranked sets are calculated on the basis of shortest paths, thus we conclude from the
success of RPR scores that RPR acts as some approximation of shortest path counting.
We mention that such approximation results do not hold in arbitrary graphs, since in
RPR all the search paths are taken into account not only the shortest paths.

The removal of the top ranked nodes should, in addition to having large domination,
also destroy the connectivity of the Web. While removing the top ranked 100, 200, ...,
1000 nodes, we measured the harmonic diameter of the remaining graphﬂ The results
are depicted on Fig. 2 for PR, RPR, popular RPR, degree rank, and the mixed rank
computed as the product of PR and popular RPR.

* An exact computation of the diameter would require a Depth First Search from each node.
Thus we approximated the result by computing DFS from 1000 randomly chosen nodes.
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Fig. 2. Increasing the diameter of the Web graph by removing the top ranked nodes.

Product PR turns out the strongest “destructor” by increasing the diameter over 45
after removing 1000 nodes. The reason for this phenomenon is that product PR can only
be high for a node having both high RPR and PR scores. High RPR scores imply that a
large number of search paths depart from the page, and the PR score shows that a large
amount of search paths arrive at the node in question. Thus, a node with high product
PR is a typical inner node of short search paths of the Web. Therefore the removal of
such central nodes destroys the connectivity of the Web as verified by our experimental
results.

The fact that RPR has the lowest power of destruction among the measures appears
surprising and contradicting the domination results. However it is easy to put the two
results together and conclude that top start rank nodes, instead of acting central and
interconnecting different topics and domains, serve for finding quick routes by possibly
sitting on the top of large semi-local collections of specific and non-overlapping topics.

Except for RPR, all the ranking algorithms performed better than the degree rank,
thus we strengthen the results of [[L]. PR, product PR and popular RPR all provide
central sets of nodes taking the responsibility for the low diameter of the Web graph. The
existence of such centralized sets let us a deeper insight how the small world property
is achieved for the Web graph.
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5 Conclusion

Start nodes play important roles in exploring some part of the Web. We proposed start
rank algorithms to express the qualities of pages as hubs based on short random walk
arrival probabilities. The algorithm performs Page Rank computation on the reversed
Web Graph. Thus, it is practically implementable in case of the Web graph. Graph
theoretical tools are introduced to evaluate start ranking algorithms by measuring the
domination and the attacking ability of the top ranked nodes. In our experiments on the
Irish Web, the proposed start ranking algorithms selected start sets with largest domi-
nation justifying our intuitions. We believe that aggregating the start rank algorithms in
text based query search engines improves the efficiency of browsing the Web.
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Small-World Networks Revisited
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Abstract. Small-world networks have received much attention recently.
Computer scientists, theoretical physicists, mathematicians, and others
use them as basis for their studies. At least partly due to the different
mind-sets of these disciplines, these random graph models have not al-
ways been correctly applied to questions in, e.g., peer-to-peer computing.
This paper tries to shed some light on common misunderstandings in the
study of small-world peer-to-peer networks. It shows that, contrary to
some recent publications, Gnutella can indeed be described by a model
with power-law degree distribution. To further distinguish the proposed
model from other random graph models, this paper also applies two
mathematical concepts, dimension and curvature, to the study of ran-
dom graphs. These concepts help to understand the distribution of node
distances in small-world networks. It thus becomes clear that the ob-
served deficit in the number of reachable nodes in Gnutella-like networks
is quite natural and no sign of any wrong or undesirable effect like, e.g.,
network partitioning.

Index terms — Random Graphs, Small World Networks, Peer-to-Peer
Computing, Gnutella

1 Introduction

Peer-to-peer networks have received much attention over the recent years. Many
authors have studied the properties of Gnutella and similar overlay-networks
with the help of measurements, simulations, and mathematical analysis. It has,
for example, been demonstrated that Gnutella forms a small-world-network
which has interesting properties that go beyond the random graphs originally
studied by Erdos and Renyi. However, much confusion has arisen in the computer
networks community about the nature of such networks and the consequences
resulting from their special properties. These misunderstandings might, at least
in part, be due to the fact that the characteristics of small-world-networks were
first studied by the statistical physics community. Many properties that were
considered to be obvious there, were omitted or stated only implicitly in their
publications. Other properties, like the distance distribution of such networks,
that are especially important for computer networks were not in the focus of the
statistical physics community.

As a consequence, the construction of peer-to-peer systems was not always
based on correct assumptions. Sometimes, the resulting contradictions became
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obvious with measurements, but not always the true nature of the conflict has
been revealed. Therefore, incorrectnesses still flaw the peer-to-peer networking
literature.

This paper tries to shed some light on major conflicts in the understanding
of small-world peer-to-peer networks, i.e., Gnutella-like networks. To this end,
section Plgives a short overview of different models for random graphs. Section [
then introduces the concept of dimension and curvature into the study of random
graphs. Both concepts describe the number of network nodes reachable in a
given number of hops. Especially, the concept of curvature naturally explains
recent measurements that were incorrectly interpreted as effects of disconnected
subgraphs.

Section M discusses a typical small-world network model, the Barabasi- Albert
model, in its application to Gnutella-like overlay-networks. It is shown that this
model fails to reflect the structure of Gnutella. Hence, an alternative model is
proposed that better describes recent measurements of the degree distribution
of Gnutella. Section [0 supplements this analysis with a study of the distance
distribution resulting from these models. Using the concept of dimension and
curvature this extended analysis shows that the structure of Gnutella-like net-
works might be best understood as a sphere with fractional dimension. Section
finally concludes with an outlook on future work.

2 Random Graphs

Random graphs were introduced by Erdos and Renyi [0l [7]. They studied the
probability space of graphs with a constant number of vertices and edges, and of
graphs into which edges are introduced with a constant probability. Watts and
Strogatz, on the other hand, studied the process of randomly rewiring a regular
graph [I6]. Barabasi and Albert, introduced yet another model. They studied
graphs that are built up gradually by adding new vertices and edges so that the
probability of an existing vertex gaining one of the new edges is proportional to
its degree [4, M].

Although, in the literal sense all of these models are random graphs, namely
probability spaces built from a set of graphs, often only the Erdds-Renyi models
are called random graphs, while the Watts-Strogatz and the Barabasi-Albert
type graphs are often termed small-world networks, in allusion to the work by
Milgram [I0] who studied social networks. The idea behind this term is the
comparatively small average path-length between two arbitrary nodes in such
networks. To correct a common misunderstanding, Erdés-Renyi random graphs,
too, show the same small-world characteristic. So, small-world networks are small
when compared to regular graphs, not when compared to Erdos-Renyi random
graphs.

The Barabasi-Albert model is of special interest for the study of computer
networks, especially of peer-to-peer networks because the process of adding nodes
to an existing network models the growth of many such networks: [3] gives the
argument that a useful web-site or one that is en vogue is referenced more of-
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ten than an uninteresting page. The same argument was put forth for the au-
tonomous systems of the Internet [8, 5], and the Gnutella network [12]. There,
nodes linked to many other nodes spread the knowledge about their existence in
the Gnutella overlay-network more efficiently and have thus a higher probability
that newly connecting servants connect to them. This mechanism is more closely
studied in sectiond] where yet another model is proposed that better reflects the
measured properties of the Gnutella network.

3 Topology, Curvature, and Dimension

If mathematical strictness is omitted, topology can be be said to describe the
structure of a set without requiring a metric. To this end, the concept of a
neighborhood is used. Typically, one would think of infinite sets, although one
can construct topologies for finite sets, too. The fact that the study of computer
networks employs topology mainly in connection with graphs, more precisely,
finite graphs, is hence misleading but not wrong. [] The mathematical discipline
named topology was however created by HAUSDORFF who introduced its classical
concepts with the study of continuous functions, i.e. with infinite sets. It is
helpful to be aware of these nuances when one studies random graphs and similar
structures.

If a set is equipped with a metric, a neighborhood of an element x can be
defined as the subset whose elements have less than a given distance from =x.
Varying this distance and varying x then yields the neighborhoods required to
define a topology. In other words, a metric can directly induce a topology.

In computer networks, various properties can be used to define a metric, e.g.,
hop-count and transmission delay. While a computer scientist might think of a
metric being such a concrete property, a mathematician thinks of a metric as
a mere mapping that assigns distances to pairs of points with no other implied
meaning. In order to qualify as a metric in the mathematical sense, such a map-
ping needs to be symmetric in its arguments and it needs to satisfy the triangle
inequality. Luckily, both approaches coincide when a network has bidirectional
links and employs shortest path routing.

In theoretical physics, the term metric is closely linked to the study of so-
called manifolds, a mathematical structure that generalizes the concept of a
vector space. A smooth surface, e.g., of a sphere or a torus, gives a good intu-
ition of a two-dimensional manifold. As has been said above, the topology of a
manifold can be derived from its metric. In addition to its topology a (differen-
tiable) manifold is also equipped with curvature and torsion. Both, too, can be
derived from the metric. With a fair amount of simplification one can say that
the curvature is determined by the excess or deficit content of an infinitesimal
piece of surface. Imagine, e.g., a piece of paper that was soaked with a spill of
water and now starts to bend because the fibers extend locally at the soaked

! Books on the history of mathematics, e.g., associate this topic with EULER who
studied the problem of the “Konigsberger Briicken”, a question linked to topology
by the study of homotopic paths.
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spot. Similarly, a circle with a given radius encloses a smaller amount of the
surface if it is drawn on a sphere than on a flat piece of paper. Conversely, the
enclosed surface is larger for a circle drawn on a saddle, i.e. a surface of negative
curvature.

The relation to computer networks becomes immediately clear when one
considers the number of network nodes that can be reached from a given node
within a certain number of hops. This is the natural analogon of surface content
and typical property studied with random graphs and small-world networks.
Recently, some confusion arose from the question why the number of nodes
reachable by flooding with a given time-to-live (TTL) did not increase with the
TTL to the extend that was naively expected. It was even speculated that the
missing nodes got somehow isolated from the network [I3] [[4]. The concept of
curvature, however, demonstrates that deficits in the size of reachable areas are
quite natural. There is no hidden land on earth. The earth’s surface is smaller
than naively calculated from a flat map because the earth is a sphere and not
a flat disk. The very same argument applies to the size of networks, like, e.g.,
Gnutella.

Before analyzing the size and structure of such random graphs in detail, an-
other fundamental mathematical concept needs to be introduced, the dimension
of a set. It, too, deals with the rate of increase in reachable areas when the max-
imal traversed distance is increased. Without mathematical strictness, a set can
be defined to have dimension d if the size of the area reachable within a distance
7 increases (for 7 — 0) proportional to r¢. E.g., the area of a disk in a flat two-
dimensional manifold increases with 772. On the unit sphere, it increases with
47 sin’ 5 which, for r — 0 is again 7r2. So, both cases yield expectedly d = 2.
[9] gives many illustrative examples for fractal sets, i.e. sets with non-integer
dimension.

Summarizing this short overview, one can say that a topology describes a set
without reference to a metric. With a metric, a set can be described further: On
small scales, the rate of increase of the reachable parts of a set is measured by
its dimension. On larger scales, the excess or deficit in the size of the reachable
parts is described by the curvature. Of course, this summary is rough and lacks
mathematical strictness. But it can serve as motivation for the terminology used
in the following sections.

4 Modeling Gnutella-like Networks

Recently, the great interest in models for peer-to-peer networks, especially for
Gnutella-like networks, and the discovery that many real-life networks can be
described by random-graph models with power-law degree distribution has lead
to the conviction that Gnutella-like networks can be modeled by such graphs,
too. On the other hand, recent measurements seem to contradict this assumption
[12, 11].

The simulation experiments described below show that both conclusions are
only partly correct. They indicate that the measured properties of Gnutella
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can in fact be described by a model with a power-law degree distribution. But
the required model differs from the Barabasi-Albert model of the world-wide-
web link graph. In this section the degree distribution of the two model types
is analyzed. In the following section the difference between the two models is
further studied with the notion of dimension and curvature illustrated above.

The Barabasi-Albert model builds up a random graph by gradually adding
new vertices and edges such that the probability of an existing vertex gaining one
of the new edges is proportional to its degree. A mathematical analysis of this
model [2] predicts a degree distribution of the resulting network that follows
a power law P(degree = x) o« z® with @ = —3. This prediction is in good
accordance with simulations (see [2] and figure [).

Unlike this model, with Gnutella, servants create more than one initial link
to the Gnutella overlay-network. This behavior can be simulated by a modified
Barabasi-Albert model where new nodes create more than one initial connection.
Figure [ shows that this modification does not change the power-law structure
of the resulting graph.

Nodes

10000

1000 -

100 |

Barabasi-Albert Model Simulation

Modified Barabasi-Albert Model Simulation

Probabilty

100000 b
10000 |-
1000 -

100 |

1 2 3 4 5 10 20 30 40 50 100 1 2 3 45 10 20
Degree Distance (Hops)

Fig. 1. Degree distribution from a 40000 nodes simulation of the Barabasi-
Albert model (left) and the modified Barabasi-Albert model (right)

Recent measurements, however, found that the degree distribution in
Gnutella does not obey a pure power-law as would follow from the Barabasi-
Albert model [12] [I1]. Even more, unlike the world-wide-web, Gnutella can be
assumed to respect some amount of locality in its network since the targets for
new links for a node are found via the ping-pong algorithm that seeks for nodes
in a TTL-limited neighborhood of the respective node.

We hence propose the following model to describe the behavior of Gnutella
and similar networks. This model also incorporates the recent measurement re-
sults for the ping-pong mechanism and the uptime of Gnutella servants [15]:

The network model consists of two types of nodes: Persistent nodes
maintain long-lived connections to the Gnutella overlay network. Non-
persistent nodes, e.g., servants with dial-up connections to the Internet,
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connect and disconnect rather frequently. (Note that in typical dial-up
networks, reconnecting servants obtain a new IP address and thus appear
as new nodes in the network.)

Upon connection, each node creates one link to some node of the network.
This node is chosen as a 3-neighbor of a randomly selected node. The
term 3-neighbor describes a node that is at most three hops away from
the randomly selected node.

In Gnutella neighbors are discovered by the ping-pong mechanism. For the
model presented here, all the details of this mechanisms are neglected. Only the
principal mechanism of neighbor-mediated link creation is maintained. This is
an important difference to the BARABASI-ALBERT model that does not respect
any locality in the creation of new links and that is hence not suited to model
Gnutella-like networks. This difference is most important for the following re-
finement step that models the connectivity strengthening of a ripening Gnutella
network:

While non-persistent nodes are assumed to create all links upon ini-
tial connection to the network, persistent nodes remain connected long
enough to create additional links to other nodes. However, the rate of
this connection growth will typically be assumed to be small.

Figure B shows results from a simulation run for this model that contained
40000 nodes of which 15000 were assumed to be persistent. These nodes gained
at least 5 additional links each. The total number of links per node was limited
to at most 100.

In the plot in figure[2l one can clearly distinguish two components: For small
degrees (one to three links per node) the network exhibits a power-law for the
degree distribution. This is in accordance to the expectations for small-world
networks. At higher degrees the distribution rises again and reaches a local
maximum at a degree of about 10. Beyond that maximum the degree distri-
bution again follows the expected power-law. Both power-laws have the same
parameter, here, a = 3.8.

This pattern found by the simulation of the proposed model reflects the
structure found in measurements of the Gnutella network [12, [TT]. In these pub-
lications, however, the conclusion was drawn that a ripened Gnutella network
did not follow a power-law for the degree distribution. With the model described
above it now becomes clear, that this conclusion is not correct and that Gnutella-
like network can in fact effortlessly be described by a two-regime structure of
persistent and non-persistent nodes, both of which exhibit a power-law for the
degree distribution. The exact shape of the degree distribution is governed by
the ratio of persistent and non-persistent nodes.

The following section will analyze further properties of this model. This will
demonstrate that the simple notion of Gnutella-like networks being small-world
networks with power-law degree distribution does not suffice to describe the
properties of such networks.
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Fig. 2. Degree distribution from the simulation of the model for a Gnutella-like
random graph (40000 nodes of which 15000 are persistent)

5 Curvature and Dimension of Random Graphs

So far, the discussion has only considered the degree distribution of the two
network models. The term small-world network, however, addresses the question
of distance, measured as hop count. It seems that both issues are not always
clearly distinguished in the literature. Therefore, the following discussion will
address the question of the dimension of a graph. This is the natural analogon
of the concept of a dimension of a fractal set. It, too, obeys a power law. But this
power law must not be confused with the power law of the degree distribution
discussed in the previous section.

As described above, the dimension describes — on small scales — the increase
in the number of reachable nodes when the time-to-live is increased. In order to
sensibly assign a dimension to a graph this increase must follow a power law,
n o r¢, where d is the dimension of the graph. Hence, of course, not all graphs
have a dimension, e.g., a tree cannot be assigned a dimension.

Following the analogy from section[3, on larger scale, the increase in reachable
nodes can be described as governed by the curvature of the graph. Again, not for
all graphs this definition is mathematically sensibly possible. Even more, for a
graph model that does not single out certain regions of the graph, the curvature
must be expected to be constant, so that the graph needs to described as a
sphere. (Mathematically, a surface of constant positive curvature is a sphere.)
From this follows that the number of nodes reachable within time-to-live r is
proportional to sin(%)d. Curvature, more exactly, constant curvature, is thus
another important criteria to distinguish graphs.
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In the following, we present the simulation results for the Barabasi-Albert
model, the modified Barabasi-Albert model, and our Gnutella model. They will
show that the latter model indeed leads to a sphere structure with fractional
dimension. The two other models can still be assigned a dimension, but they
fail to be describable by a constant curvature. Since both concepts, dimension
and curvature, lead to important topological consequences for a network, this
analysis is a valuable tool for the study of network models.

5.1 Gnutella-like Graphs

Figure [ shows the comparision of the described simulation with the theoretical
prediction from a graph with fractal dimension and constant curvature. Both
viewgraphs show the same simulation of 40000 nodes presented above.

Since for practical purposes, it is convenient to measure the rate of increase in
the number of reachable nodes, the graphs do not show cumulated node counts,
but the number of nodes that have exactly the given distance from a randomly
selected node.

The upper graph demonstrates that, up to about 8 to 10 hops, the distri-
bution is described by a power-law. The fitted line’s slope directly yields the
dimension of the graph, namely 4.8. The lower graph shows that the simulation
outcome is also well described by the assumption of a constant curvature. The
fit corresponds to a quadrant length of 11.9 hops, where quadrant length means
half the maximum distance within the graph. (In graph theory the maximum
distance within the graph is called diameter. In combination with the sphere
analogon this term is misleading since the geometrical and graph theoretical
diameter differ by a factor of 7.)

Both, dimension and quadrant length, depend on the parameters of the sim-
ulation:

Persistent nodes|Total nodes|Dimension|Quadrant length
25000 80000 5.1 12.6
25000 60000 5.1 12.2
25000 40000 4.8 12.2
15000 40000 4.8 11.9
5000 40000 4.8 11.9
5000 25000 4.4 11.2
5000 10000 4.1 10.2

The nature of this dependence must be explored by further studies beyond
the scope of this paper.

5.2 Barabasi-Albert Graphs

Doing the same analysis for the Barabasi-Albert models yields a different result.
Figure @] shows a simulation of 40 000 nodes. The graph has a dimension of 4.55,
but there is a significant deviation from the constant curvature model. Up to
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Gnutella Simulation
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Fig. 3. Simulation of a Gnutella-like random graph: Probability distribution for
distances between pairs of nodes as compared to the theoretical prediction. (Both
graphs show the same data, see text.)
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about 12 hops the model is still in good accordance with a constant curvature
with quadrant length 11.0. But there is a significant higher fraction of nodes with
a distance of 15 and more hops than could be expected based on the constant
curvature model.

With the modified Barabasi-Albert model, the constant curvature assump-
tion fails completely (cf. fig. [). The resulting graph has a dimension of 7.0, but
the distance distribution falls off rapidly at about 6 hops instead of showing a
quadrant length of 7.3 as is indicated at small distances.

This analysis shows that the structure of an overlay-network has important
consequences for the node distribution. If a network is known to have a sphere
structure, the node distribution can be well predicted. This knowledge can then
be used to choose the protocol parameters for optimized performance. If that
knowledge lacks or, even worse, the wrong model is chosen, performance is greatly
degraded. As can be seen from the latter example, small-world networks can be
easily misjudged with regard to the expected node distance. As a consequence,
the network is either unnecessarily flooded (distances overestimated) or, e.g., a
search fails because too few nodes receive a message (distance underestimated).

6 Conclusion and Outlook

This paper has illustrated how the mathematical concepts of dimension and
curvature can be applied to the study of random graphs and especially to small-
world networks. These concepts yield a simple model for the distribution of
the node-to-node distances found in random graphs. This property is important
for the understanding of many peer-to-peer networks, especially Gnutella-like
networks.

It was shown that these two concepts together with a newly proposed model
for Gnutella-like networks lead to the picture of Gnutella as a graph with fractal
dimension and constant curvature. The fact that the model’s degree distribution
well reflects the measurements by RIPEANU indicates that this model might
actually describe the properties of the Gnutella network better than established
models. However, before this conclusion can be drawn, further measurements of
the dimension and curvature, as defined in this paper, are needed to confirm the
simulation results presented in this paper.

Besides such measurements, more analytical and simulation work is needed,
too. The properties that were here only studied by means of simulations need
to be analyzed mathematically, and the dependence between the model’s pa-
rameters needs to be further explored. This is even more desirable since these
first results already indicate that small-world networks and especially Gnutella-
like networks have very interesting properties that go beyond the well-known
power-law in their degree distribution.
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Abstract. Middleware technologies have been facilitating the communication
between the distributed applications. Traditional messaging systems] are
synchronous and have inherent weaknesses like [limited client connections,
poor performance due to lack of resource pooling, no store-and-forward
mechanism or load balancing, lack of guaranteed messaging and security as
well as static client and serversllo cation dependent code. These weaknesses
and increasing e-business requirements for the distributed systems motivated us
to undertake this research. This paper proposes an asynchronous
communication architecture [Trans fer of Messages in Distributed Systems.
The advantage of the proposed architecture is that the sender of the message
can continue processing after sending the message and need not wait for the
reply from other application.

1 Introduction

Type of applications in the computing world has evolved rapidly from stand-alone
architecture to mainframe architecture to two-tier client/server or three-tier (multi-
tier) client/server architecture [6]. As the applications are becoming distributed,
problems of information management on a large and distributed scale have become
highly apparent.

This paper aims to enhance the features of messaging-architecture in distributed
environment. Middleware is important in providing communication across
heterogeneous platforms. Middleware technologies also plays important role in
paradigm shift from mainframe to client/server architecture. Middleware is
connectivity software that consists of a set of enabling services that allow multiple
processes running on one or more machines to interact across a network [3].

Till now the industry had different commercial product for communication
between components, but Java Message Service (JMS) is an effort towards
standardization of the communication protocol. JMS is an API provided by Sun
Microsystems, which is being supported by most of the messaging vendors. The
Transfer of Messages in Distributed Systems (TMDS) architecture proposed in this
paper, implements JMS specifications and enhances the features of existing
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middleware technologies. This is a step forward towards paradigm shift from
synchronous to asynchronous messaging.

The basic aim of this paper to present a standard communication protocol in
distributed environment and let the distributed components communicate in a more
effective way. The proposed TMDS architecture puts together the benefits of
synchronous and asynchronous communication (JMS). JMS was released in late
1998, and doesnt support XML, this paper enhances the feature of JMS and enable
applications to communicate via XML message format.

The rest of this paper is organized as follows. Section 2 describes the background
including messaging systems, middleware, JMS, and domain of messaging. Section 3
presents our proposed architecture. Section 4 presents a case study using our
proposed architecture. Finally, Section 5 gives the conclusions and explains future
work.

2 Background

We discuss various concepts of Message Oriented Middleware (MOM) in this
section, including various domains of messaging like publish/subscribe and point-to-
point messaging. Message is the package of business data, which contains the actual
load and all the necessary routing information to travel in the network for delivery.
Till late 90§1there were couple of compan ies, who used to provide asynchronous
communications between distributed components, like IBM§ MQ Series.

2.1 Messaging and Message-Oriented-Middleware

Messaging is a peer-to-peer communication between software applications [5]. All
the messaging clients are connected via an external agent and can send messages to
any other client as well as can receive messages from any other messaging client [2].
The agent provides the way to communicate between the clients; it provides the
facilities for creating, sending, receiving and reading the messages. Distributed
applications can communicate in two ways:

In synchronous communication the application sends any message to another
application and waits for the reply, the communication is typically known as
synchronous communication. No further action could be done by the application till it
receives the reply. But in asynchronous communication the application sends the
message and continues processing without waiting for reply from another application
[8].

Middleware in general could be defined as software that is designed for building
large scale distributed systems [5]. Middleware is connectivity software that consists
of a set of enabling services that allow multiple processes running on one or more
machines to interact across a network [2,5].

To open up from the tightly synchronized hardware Messaging-Oriented-
Middleware (MOM) provides the reliable data delivery mechanisms. MOM also lets
the systems to be loosely coupled - not always operating at the same speed,
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sometimes disconnected, and not having the recipient synchronously locked until the
communication has completed [10].

If any new client has to be added in the messaging infrastructure then in highly
coupled system the new client should know the location of all the existing clients [1],
but in the MOM architecture the new client has to connect only to the middleware. If
there are N numbers of client, then for a new client to be added in a tightly coupled
architecture it must add N number of new connections but in MOM architecture only
one new connection is added irrespective of the number of existing clients.

2.2 Java Message Service (JMS)

The JMS API provides the way to decouple the clients. JMS is a specification, which
contains interfaces and abstract classes in itself needed by the messaging clients while
communicating with messaging systems. If any of the components is down it does not
hinder working of the system as a whole. JMS supports two major domains of
messaging [8]:

Publish and subscribe domain of messaging (Pub/sub) is used when a group of
users are to be informed about a particular event. The destination of the message is
not the application component but the messages are delivered to the virtual
destination called [fopic’ [8]. This model allows the publisher or message-producer to
broadcast the message to one or more subscribers. Point-to-Point domain of
messaging Point-to-point messaging domain communicates between clients using the
concept of [queuel§énder (and [receiverl Sender sends all the messages addressed
to a specific queue. All the messages are kept in the queue until the receiver fetches
them or the message expires. There can be multiple senders to the queue but only
single receiver.

IJMS provides standard API that java developers can use to access the common
features of the enterprise message systems. The design aim of JMS is to provide
consistent set of interfaces that messaging clients can use independent of the
underlying message system provider. The basic component of the JMS architecture is
a message [7,8].

Major components to build up the application are:

Administered objects: JMS destinations and connection factories are maintained
administratively and not programmatically. The messaging client lookup these
administered object using JNDI API.

Connection Factories: Connection factory encapsulates set of connection
configuration parameters defined by the administrator. This object is used to create
the connection.

Destination: A destination is the object a client uses to specify the target of
messages it produces and the source of message it consumes.

Connections: Connection object provides resource allocation and management.
Connections are created by the connection-factories and encapsulate a virtual
connection with a JMS provider.

Sessions: Sessions are objects, which provide context for producing and
consuming messages. Session creates the message producers, message consumers and
message itself.
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Fig. 1. Architecture of JMS application [8]

Message Producers: Session object creates message producers, to send or publish
the message to the destination.

Message Consumers: Session object also creates message consumers, to receive
the messages sent to a destination. The message consumer registers the interest in a
destination with a JMS provider.

Messages: Message is the most important part of the messaging system, which is
the point of communication between applications. The purpose of JMS application is
to produce and consume messages.

IJMS defines five types of message body [7]: (i) Text Message (ii) Object Message
(iii) Bytes Message (iv) Map Message (v) Stream Message

The Message-Listener interface has a method called onMessage() The IMS
provider invokes this method automatically when the message arrives. This is called
as asynchronous message delivery.

3 Transfer of Messages in Distributed Systems

This section proposes the Transfer of Messages in Distributed Systems (TMDS)
architecture. The proposed TMDS architecture is based on the extension of
specifications provided by JMS. The application should be able to handle the
messages not only when the consumer of the message is disconnected, but the
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application should also be able to provide the acknowledgment of the received
message, TMDS architecture takes care of these issues by implementing durable
subscribers and different acknowledgment modes. Few applications cannot afford to
have messages re-delivered, TMDS architecture takes care of this situation, by
implementing the once-and-only once delivery mechanism.

TMDS architecture supports XML message formats. The benefit of using the
XML message format is that, the industry has a unanimously agreed standard of
communication and the messages can be shared between different vendors without
any conflict. One more advantage of using XML data format is that, self-defined data
formats can be used. The motivation to develop the TMDS architecture is to support
both the models of messaging; Publish/Subscribe and Point-To-Point in the same
architecture. This can be explained as:

e To develop architecture for electronic exchange.

e To provide the ability to transport XML data as a document.

e To ensure the delivery of important messages to the recipient and

acknowledge the delivery.

A message is sent from one participant (the Sender) to a second participant (the
Recipient). Additionally, it might be sent on behalf of a third participant (the
Originator). Essentially, an interaction (message) between two participants might
require the recipient to forward a similar message to some other participant. In this
case, it is often necessary for the latter to know for whom the message is being sent.
This can be modelled as shown in Figure 2.

T
> | Bwocfora |
L
A
. | Eeplyto B framm C
Feplyto & ford
froen B

Fig. 2. XML data transfer between applications

3.1 Message Acknowledgment

Message acknowledgment protocol is most important in the guaranteed messaging
domain. The JMS API provides message acknowledgment infrastructure. The
successful message consumption takes place in three stages: (i) Message is received,
(if) Message is processed, and (iii) Message is acknowledged. Acknowledgment is set

when the session is created:
TopicSession topicSession =topicConnection.createTopicSession
(false, Session.AUTO ACKNOWLEDGE)
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Different types of message acknowledgment that are supported:
AUTO_ACKNOWLEDGE, DUPS OK ACKNOWLEDGE, and CLIENT ACKNOWLEDGE.

AUTO_ ACKNOWLEDGE: The session automatically acknowledges a clientsIreceipt
of a message when the client has successfully executed the receive () method for
the queue or when the messageListener () is successfully executed for the topic.
AUTO ACKNOWLEDGE mode can be viewed in three different perspectives: Message
producer, Message server and Message consumer.

Publish() and send() methods of TopicPublisher and QueuerSender respectively
are synchronous methods. These methods are responsible for sending the message
and wait for an acknowledgment from the server. If the server is down or the message
expires and the acknowledgment could not be sent the message is considered to be
undelivered and the message is sent again.

From the server perspective, an acknowledgment is sent to the producer of the
message means that the server has received the message and it takes the responsibility
to deliver the message to the concerned recipient, but it has not yet reached the final
destination. Messages are further classified as PERSISTENT and NON-PERSISTENT.
For persistent message the server first writes the message to the disk (store-and-
forward mechanism) and then sends the acknowledgment to the producer.

In case of non-persistent message the server may send the acknowledgment as
soon as it receives the message and the message is kept in the memory of the server,
and if the server dies before delivering the message the message is lost and can not be
recovered.

The subscriber can also be divided into two categories namely: durable subscriber
and non-durable subscriber. If any of the clients is of durable nature then the JMS
server keeps the message in the persistent storage till it receives acknowledgment
from all the clients. Certain clients cannot afford redelivered message. To prevent this
the JMS server sets the flag for the get JMSRedelivered () method, and thus guards
against re-delivery of message and thus ensures once-and-only-once delivery of
messages.

DUPS_OK_ACKNOWLEDGE: This type of acknowledgment is used if any
application can afford to receive duplicate messages. AUTO ACKNOWLEDGMENT incurs
in extra over-head and affects the performance.

CLIENT ACKNOWLEDGE: A client acknowledges a message by calling the
acknowledge () method of message. Acknowledging a consumed message
automatically acknowledges the receipt of all messages that have been delivered in
that session prior to the consumption of the acknowledged message.

3.2 Allowing Messages to Expire and Setting Message Priority

TMDS architecture provides the facility to expire the message after a certain amount
of time to increase the performance of the application. TMDS also allows setting the
priority level of the message for urgent messages. Both of these values can be set in
the publish () method of TopicPublisher class.

TopicPublisher.publish (message, DeliveryMode.NON PERSISTENT,
7, 5000);
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The above line of code sets the priority level of 7 (0 - lowest, 10 - highest) for the
message and the time to live the message is 5 seconds. By default the message never
expires and its priority level is 4. If the time-to-live is set to 0 the message never
expires.

3.3 Creating Durable Subscription

TMDS architecture uses the PERSISTENT messages and durable subscription for the
subscriber to ensure that the messages are delivered to the client. A durable
subscriber has a higher over-head. The durable subscriber registers a durable
subscription with a unique identity that is retained by the messaging server. Non-
durable subscribers receive the messages only when they are active but durable
subscribers receive all the messages for their subscription period whether or not they
are active. The messaging server keeps the message in the persistent storage till the
message is delivered to all the durable subscribers or the message expires. A durable
subscription can have only one active subscriber at a time. The client ID is set
administratively for a client specific connection factory using the j2eeadmin

command.
J2eeadmin -addJmsFactory DURABLE TCF topic -props clientID=MYID

For the normal subscriber, the subscription is only when the subscriber is active,
but for the durable subscriber the subscription is still active even if the subscriber is
off-line and the subscription lasts till the unsubscribe () method is called.

3.4 Features of TMDS Architecture

The messages are not directly delivered to the recipient but the messages are
delivered to the recipient via the virtual destinations called ‘“opic’ or [queue!]
Destinations are the delivery labels in messaging rather than the place where the
message is ultimately delivered. A destination is the commonly understood staging
area for the message. The overview of TMDS Architecture distinguishes the two JMS
messaging domains.

Point-to-Point (PTP): Produces messages to a named [queue’, which is the
virtual destination of the message, placing new messages at the back of the queue.
Prospective consumers of messages addressed to a queue can either receive the front-
most message (thereby removing it from the queue) or browse through all the
messages in the queue, causing no changes. Several clients can send messages to a
[queue[ but only one client can receive th e message (one-to-one communication).

Publish and Subscribe (Pub/Sub): Produces messages to a [fopic’, which is also
a virtual destination for the message like queue. Prospective consumers of messages
addressed to a topic simply subscribe to the topic. While a message can have many
subscribers (one-to-many), the producer does not know how many subscribers, if any,
exist for a topic.

Scalability: With TMDS Architecture, a B2B exchange can readily scale to more
number of trading partners without requiring changes to the routing architecture or
the trading applications. New e-business partners can subscribe to the existing Topic
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and get the information, they also have the option to get a dedicated channel for
communication from the e-broker.

Reliability: Messages can be guaranteed to persist when a message is sent to a
queue. If the pub/sub domain of messaging is used, then the message property must
be set to PERSISTENT to ensure guaranteed delivery of message. Mobile users,
although connected to the network frequently, need not be concerned that they missed
out on messages published when they were unable to receive them.

High Performance: TMDS architecture enables flexible programming models,
both PTP and pub/sub domains of messaging have been implemented. If any message
is to be directed only to the concerned e-business partner, it is delivered via the PTP
model and saves the over-head of publishing the message. The second model
(Pub/Sub) is used when the message is to be sent to a group of interested recipient.

Enterprise Application Integration: The basic purpose of TMDS architecture is
to enable communication between enterprise applications. And most of the enterprise
works on their legacy systems and wont be interested in changing their systems. If
standard data format is used for communication, this could solve the purpose to some
extend. XML was designed to describe the data and to focus on actual data. Users can
define their own XML tags to describe the data.

4 TMDS Architecture with XML: A Case Study

The traditional way of exchanging data was through EDI, which uses proprietary data
formats, which is defined by a specific company and cannot be used without their
permission. XML offers a method to represent the data that is not proprietary.
However XML does not have a reliable way of transporting critical business data
over the intra-company communication environment. Server or network failure can
occur during communication. Applications participating in the distributed
environment can crash or have scheduled down time, thus a reliable transport
mechanism is required to overcome these issues, e.g. if any client wants to
communicate price changes to all the other parties, it must be ensured that message is
delivered to all the disconnected clients as well. The RPC mechanism doesnt provide
features like: persistence, verification and transactional support, so these features
have to be embedded in the application logic.

4.1 Case Study

The TMDS Architecture enables to communicate between different trading partners.
It has been simulated for a transport exchange but can be extended for any application
where clients have to communicate with each other in a distributed environment.

There are four major components in this application: () Client, (if) RMI Server,
(iii) Message Server, and (iv) Transport Companies (could be any e-partner in the
business).

The client has to be a registered user of the site. If the client is accessing the site
for the first time he has to register himself with the e-broker and the details will be
stored in the database. As the client enters the site, he has to mention the origin and



destination of the goods to be delivered along with the date of delivery. The client has
two options for selecting the Transport Company. The client could either select a
specific transport company to deliver the goods or they could select no choice[ if
the client is not sure of the company to be used. If the client opts for a specific
transport company the request is sent to the transport company through a queue and if
the client has no specific option the order is published to all the transport companies.
If the order is published to all the clients then the transport companies reply back

Message-Oriented-Middleware in a Distributed Environment

their interest in the specific order to the Message Server via the queue.

public interface Interface extends Remote

{

public void publishOrder (String cFrom, String cTo,

String cDay, String cMonth, String cYr)
throws java.rmi.RemoteException;

public void queueOrder (String cName)

}

throws java.rmi.RemoteException;

The sample code for the publisher to the Topiclof message is as follows:

public void publishOrder (String cFrom, String cTo, String cDay,

String cMonth, String cYr)

{

String topicName = null;

Context jndiContext = null;
TopicConnectionFactory
topicConnectionFactory = null;
TopicConnection topicConnection = null;
TopicSession topicSession = null;

Topic

topic = null;

TopicPublisher topicPublisher = null;
TextMessage message = null;

final

/* Creates a string with XML tags and publishes this message to the topic,
which the subscribers receive and store it in the file and parses the file to get

int NUM MSGS =1;

the data. */

String xmlString = null;

Date date = new Date ();

xmlString="<?xml version="+"\"1.0\""+" 2>
<order><origin>"+cFrom+"</origin>
<destination>"+ cTo +"</destination>
<delivery day>"+cDay +"</delivery day>
<delivery month>"+cMonth+"</delivery month>
<delivery yr>"+cYr+"</delivery yr>
</order>";

/* Create a JNDI InitialContext object if none exists yet.*/

topicName = "NewOrder";
try
{
jndiContext = new InitialContext ();
}
catch (NamingException e) {
System.out.print ("JNDI Error "+e.toString ());
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System.exit (1);
}

/* Look up connection factory and topic. If either does not exist, exit. */

try
{
topicConnectionFactory=(TopicConnectionFactory)
jndiContext.lookup"TopicConnectionFactory"
topic = (Topic)jndiContext.lookup (topicName) ;
}
catch (NamingException e) {
System.out.println ("Lookup Fail"+e.toString()):;
System.exit (1);

}

/* Create connection, Create session from connection; false means
session is not transacted. */

try

{
topicConnection =
topicConnectionFactory.createTopicConnection() ;
topicSession=topicConnection.createTopicSession

(false, session.AUTO_ACKNOWLEDE);

topicPublishr=topicSesion.createPublisher (topic)
message = topicSession.createTextMessage ();

/* sets the message stream to xml message format.*/

message.setText (xmlString) "Order Recived:”+date;
System.out.print ("New Order"+message.getText ());
topicPublisher.publish (message);
}
catch (JMSException e) {
System.out.println ("Exception:"+ e.toString ());
}
finally
{
if (topicConnection != null) {
try{
topicConnection.close () ;
}
catch (JMSException e) {}

The message, which is published at the message server and then is send to the
subscribers, is transferred in XML format. Similarly, there is another class namely
TopicSubscriber which subscribes to any specific topic and receives all the
published messages.
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5 Conclusion and Future Work

TMDS architecture supports both the domain of messaging, pub/sub and Point-to-
Point, thus enhancing the features of JMS specification. The basic aim of the
architecture is to enhance the features of existing Middle-ware technologies (like
RMI, DCOM etc.). TMDS architecture uses the advantages of existing Middle-ware
technology and enhances the feature of distributed communication by adding
asynchronous communication facility, prioritizing the message delivery as per the
importance of message and a standard format of data transfer (XML format).

Aim of a new architecture shouldnt be to replace the existing one, but it should
have the capability to be integrated with the existing system. TMDS architecture has
the capability of integration with the existing messaging systems (supports EAI).
There are a lot of commercial products for communication in distributed
environment, but industry is still waiting for a standard architecture. TMDS
architecture is a step, which implements and extends the features of communication
standards proposed by Sun Micro-systems!JMS. TMDS architecture uses the data-
centric XML. Using the document-centric XML can still enhance the features of the
architecture.
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Recursive Node Similarity in Networked
Information Spaces

J.P. Grossman
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Abstract. The link structure of a networked information space can be used to
estimate similarity between nodes. A recursive definition of similarity arises
naturally: two nodes are judged to be similar if they have similar neighbours.
Quantifying similarity defined in this manner is challenging due to the tendency
of the system to converge to a single point (i.e. all pairs of nodes are completely
similar).

We present an embedding of undirected graphs into R” based on recursive
node similarity which solves this problem by defining an iterative procedure
that converges to a non-singular embedding. = We wuse the spectral
decomposition of the normalized adjacency matrix to find an explicit expression
for this embedding, then show how to compute the embedding efficiently by
solving a sparse system of linear equations.

1 Introduction

In recent years the study of networked information spaces has grown in importance
due to the availability of citation databases and the increasing prevalence of the
internet as a source of information. A powerful and general tool that can be used to
understand a networked information space is to find an embedding into R" that
respects the link structure of the space and/or the information content of its nodes.
Content-based embeddings such as Term Frequency Inverse x Document Frequency
[8] and Common Citation x Inverse Document Frequency [4] as well as link-based
embeddings such as Recursive Neighbourhood Means [6] and Authority Vectors [5]
serve several purposes:

Visualization. Embeddings into R? or R® lead to visualizations of the networked
information space that can highlight its clusters and connectivity. Embeddings into
higher dimensional spaces can be converted to embeddings into R? or R using a
variety of dimensionality-reducing techniques.

Clustering. Many clustering algorithms take as their input a set of data points in R”
([2], [3]). An embedding can serve as the starting point for such an algorithm in order
to search for clusters of related or highly interconnected nodes in the original
networked information space.
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Node Similarity. An embedding provides a natural measure of relatedness between
two nodes given by the Euclidean distance between them.

In this paper we focus our attention on link-based embeddings, which are typically
easier to compute as it is not necessary to process the information content of the
nodes. Our specific motivation is to develop an embedding for the purpose of
measuring node similarity based on the following intuitive and recursive definition of
[similar(i two nodes are similar if they have similar neighbours. We begin by
treating a networked information space as an undirected graph. While the links of a
networked information space are usually directed, a link between two nodes indicates
some specific similarity between the nodes independent of the link orientation, so we
ignore link directions.

The difficulty in defining an embedding based on recursive similarity lies in
avoiding the singular embedding wherein all nodes are mapped to the same point.
Because of this problem, previously reported graph embeddings have been iterative in
nature ([6], [7]). The main contribution of this paper is an explicit (i.e. non-iterative)
embedding of graphs into R". Explicit embeddings have the advantages of being
more amenable to mathematical analysis and potentially faster to compute. The
central idea is to define an iterative procedure that converges to a non-singular
embedding, then find an explicit formula for this embedding.

In this paper we present the theoretical aspects of the embedding and we show
that it can be computed by solving a sparse system of linear equations. The following
section reviews some properties of normalized adjacency matrices that will be
required for our derivations. In Section 3 we develop the embedding by showing how
to prevent the embedded vertices from collapsing to a single point. Finally, in Section
4 we conclude and outline directions for further work.

2 Background

We begin by reviewing some basic facts and definitions that will be used throughout
this paper. Let G be a connected, undirected graph on # vertices with vertex set {v;},
1 <i<n. Write i~j if vertices v; and v; are connected in G. The adjacency matrix A is
the nxn matrix defined by a; = 1 if i~j and a;; = 0 otherwise. The degree matrix D is
the diagonal matrix defined by d;; = deg(v;) and d;; = 0 (i # ). The normal matrix N is
defined by N =D"'A. Equivalently, N is the row-normalized adjacency matrix where
the sum of the elements in each row is 1.

Because N is similar to the symmetric matrix D™ AD™, it is diagonalizable. Let
A=Ay > [ 2 A, be the eigenvalues of N with eigenvectors aj, a,, [1, a,, and let Q be
the eigenvector matrix Q =[ a; a, ... a,]. Then:

N=Q B ()
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The following statements can be made regarding the spectrum of N:

Lemma 1 For a connected, undirected graph G with A;, a; as defined above:

1) 1<

(ii) A1 =1 and we can take a; = 1 (where 1 is the vector of all 1(s)

(iii) A2 <1 (i.e. the eigenvalue 1 has multiplicity 1)

(iv) A, = -1 if and only if G is bipartite

Proof See [1], in which equivalent statements are proven for the Laplacian
matrix £=1- D" AD" which has eigenvalues 1 [JA; <1 [JA, <[] <1 [JA,. For the

second part of (ii), we note that N1 =1 since the rows of Nsumto 1. m

Now let b; be the vectors such that Q' =[b; b, ... b, ], i.c. arb; = 3;. Then we have
the following spectral decomposition of N, equivalent to (1):

n

N = E rab! )

i=1
The spectral decomposition is useful for working with powers of N as for any non-

negative integer k,

n

NF = E AMab! A3)

i=1

If the eigenvalues A; are all non-zero then equation (3) is also valid for negative
integers k. From Lemma 1 and Equation (3), we see that if G is not bipartite then N*

converges to a limit as k — o, and we can define N* = lim NE = ab," = 1b,".

k—o
Note that for any 0 < < 1 we have
lim (aN + (1 - a)I)* = lim E (o, +1-a)*ap] =ab, =N” . 4)
k—x k—o
i=1

This alternate definition for N* remains valid when G is bipartite. The following
theorem allows us to easily compute N*:
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n
. d i
Theorem 2 The i" coordinate of b is deg(v) where vol(G) = deg(v;).
vol(G)
i=l

Proof Since D ND* = D" AD" is symmetric, by definition (4) so is D N"D" =
D 1b,'D". But if by = [u; u, - u,]", then the (i, /)" entry of D '1b;'D" is

u; M,SO for all 4, j:
7\ deg(v;))
. d , ) A
u, deg(v;) —u, eg(v)) L
7\ deg(v)) \ deg(v) deg(v;)  deg(v))

It follows that u; = Cdeg(v;) for some constant C. But 1 = a;-b; = 1-b; = Zui =
Cvol(G) so C=1/vol(G). m

3 Recursive Node Similarity

The graph embedding presented in this paper was motivated by the desire to measure
node similarity in a networked information space, and is based on the intuition that
two nodes are likely to be similar if their neighbours are similar. This recursive
definition of similarity naturally gives rise to the following general process of
iterative refinement: given an embedding of a graph G on n vertices in R" with vertex
v; at X;, we move v; towards the mean y; of its neighbours, where

1
i degv) ZX’ ’ ©
i~

We can express (5) in terms of the normal matrix N of G by taking the x; and y; to be
row vectors of the nxm matrices X and Y respectively; then Y = NX. Thus, our
iterative procedure is to start with some initial embedding given by the rows of the
nxm matrix X, then define the & embedding X by

X, =(aN+ (1 Da)DXy, = (aN + (1 Da)D)*X, (6)

where 0 < @ < 1 is an implementation parameter which determines the extent to which
a vertex is perturbed towards the mean of its neighbours at each iteration. When
a =1, this is exactly the Recursive Neighbourhood Means algorithm presented in [6].
The difficulty with this algorithm is that X; converges to N*X, with all vertices
embedded at the same point b,"X, (unless & = 1 and G is bipartite, in which case X,
does not converge at all). Thus, solving explicitly for the limiting embedding is
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uninteresting, and an iterative approach is required. In [6] the initial embedding X, is
chosen randomly, then ~10 iterations are performed to obtain the final embedding. In
[7] a slightly different approach is proposed. First, they use & = 0.5 to eliminate
oscillations due to negative eigenvalues, and they consider only m = 1. Then after
each iteration the x; are translated so that their mean is zero, and scaled so that the
difference between the largest and smallest values is always 2.0. The system is
allowed to converge, but solving for the limiting embedding explicitly is infeasible
due to the data dependent translation/scale operation performed at each iteration.

3.1 Preventing Collapse

We can prevent the vertex embeddings from collapsing to a single point by slightly
modifying the iteration equation (6). The idea is to treat X, not only as an initial
embedding but as a [scaffolding Iwhich holds the vertices apart. We define the £
embedding X by

Xk = aNXk—l + (l ’_‘(Z)XO

where 0 < o < 1 is again an implementation parameter which determines the extent to
which a vertex is affected by its neighbours. If =1 then X; = N*X| as before, but if
a <1 then we can verify by induction that

X, =[N+ (1 Da)I DN DaN)"1X, . (7)

Note that part (i) of Lemma 1 implies that (I [1aN) is invertible for 0 < o < 1. Using
X as a scaffolding prevents the embedding from collapsing to a point, so it becomes
useful to ask whether the system defined by (7) converges, and if so to find the
limiting embedding. But part (i) of Lemma 1 tell us that the entries of N* are bounded
in absolute value, so &/N* — 0 as k — oo, and thus

lim X, =(l-a)I1-aN)"'X, . (8)

Intuitively, o measures the degree of recursive similarity captured by the embedding
(8). If ais close to 0 then (I 1aN) ™" ~ (I + aN), so to first order the final position of
a vertex depends only on the initial positions of that vertex and its neighbours. In
particular, we have the following:

Claim 3 [f « is sufficiently close to 0 and X, =1, then the vertices closest to v; in the
embedding (8) are exactly the neighbours of v,.

Proof Ignoring the constant factor of (1 [ @), the embedding is given by the rows x;
of the matrix (I JaN)"' =1+ oN + o(c?). The i" coordinate of x; is 1 + o(¢?). For
i # ] the j’h coordinate is o /deg(v;) + o(?) if i~j and o(’) otherwise. Hence:
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20 2a N
x,—x; =1 deg(v) deg(v))

2+ o(az) otherwise

o@®) ifi~j

From this it follows that for sufficiently small « the closest vertices to v; are its
neighbours, and moreover that neighbours of low degree are closer than neighbours of
high degree. m

The larger « becomes, the greater the extent to which the embedding captures the
recursive structure of the graph. As a concrete example, consider the graph shown in
Figure 1. Vertices A and B are not connected, but they have the same neighbours.
Taking X, = I, so that in the initial position all pairs of vertices are equally distant,
gives us, for each choice of @, an embedding in R''. We find that for & < 0.75, A is
embedded closer to X, Y and Z than to B, corresponding to a non-recursive definition
of similarity in which nodes are most similar to their neighbours. For o> 0.8, A is
embedded closer to B than to X, Y or Z, corresponding to a recursive definition of
similarity in which nodes with similar neighbours are themselves similar.

Y 4
X
Fig. 1. When a> 0.8, A is embedded closer to B than to X, Y or Z.
The preceding discussion provides motivation for taking « as close to 1 as possible.
However, as &« — 1 we again encounter the problem of the embedding collapsing to a

single point. Using the spectral decomposition (2) of N, we can rewrite (8) as:

n

n
(1-a)(1-aN) "X, = E 11__0["/’1_ ab! X, = N“X, + E 11—_a0j1. ab’ X, . (9)

i=1 i=2

Hence,

a—l

lim(1-a)(I-aN)"'X, = N*X, + lim E —
a—l1 1
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In this case, however, there is an easy way to fix the problem. We note that an
embedding is not qualitatively changed by translating or scaling the embedded
vertices. Since each row of N*X, is the m-dimensional row vector b;"X,, we can
translate the embedding (9) by -b,'X, and then scale by 1/(1 (] a) to obtain the
equivalent embedding:

n

E 1 T
1 A«,’ i~ 0 ( )

i=2

We are now free to set & = 1, obtaining

n

§ 1 T
ab; X, . 11
1_/1,' ivi 0 ( )

i=2
We observe that if f{a) denotes the original embedding as a function of ¢, then
Equation (10) is () LIA1))/(1 [l @), and thus Equation (11) is in fact [f{1).

3.2 Computing the Embedding

We can compute the embedding (11) without explicitly finding each a,, b;, A; by
rewriting the summation as follows:

n n

! ab =|ab/ + Laibf - N”
1- 2 1- 4

i=2 i=

1

2
=|ab/ + E (1-2)ab | —N”

i=2
1

=[N”+ E (1-2)ab; | -N”
i=1

(N +I-N)"-N" .

The embedding therefore becomes (N* + I [IN)'X, [IN*X, which we translate by
b, "X, to obtain the simpler, equivalent embedding

X=(N"+I0N)"X,. (12)
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This can be viewed as an initial embedding (N* + I [IN)" into R" composed with a
linear map X, :R” — R”. For small # it is possible to directly compute the inverse
(N” + I [IN)'. When n is large and in particular when n >> m, it is likely more
efficient to solve the m linear systems of equations, each in » unknowns, defined by
rewriting (12) as:

(N*+1N)X =X,. (13)

The nxn matrix N* + I [N is dense; indeed, Theorem 2.2 tells us that N* has no non-
zero entries. However, all rows of N* are the same, so if we take S to be the sparse
matrix with 1[s along the diagonal and -1[s along the subdiagonal, then SN” is zero
everywhere but the first row. We can therefore solve the equivalent m systems of
sparse linear equations defined by multiplying both sides of (13) by S:

SN + 1 [IN)X = SX, . (14)

3.3 Relationship with Recursive Neighbourhood Means

The Recursive Neighbourhood Means embedding [6] computes N*X, where k ~ 10.
A tradeoff exists in choosing & as larger values of k tend to produce higher-quality
embeddings, but as k increases the embedding converges to a single point, and
analysis becomes more susceptible to rounding errors. A relationship between
Recursive Neighbourhood Means and the embedding (11) is revealed if we
approximate the summation as follows:

n n k
1 .
a,-b,-T ~ k{aibiT
1- 2

=2 i=
k
= E E Mab] (15)

2
Jj=0

j=0
n
i=2

k

=ZNj —(k+DN” |

j=0
Translating by (k + 1)b,"X,, this gives us the equivalent approximation embedding

k

E N/X, .

J=0
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which is simply the sum of the first (k + 1) terms obtained from the Recursive
Neighbourhood Means iteration. We emphasize that the approximation (15) is only
valid if G is not bipartite. If G is bipartite then A, = -1 and N*X,, does not converge as
k — oo.

4 Conclusion

Embedding graphs into R” is an important technique for visualizing and analyzing
networked information spaces. We have presented an explicit embedding (11) based
on recursive node similarity that avoids the problem of all nodes collapsing to a single
point. The embedding can be expressed concisely as the inverse of a matrix (12), and
computed efficiently by solving sparse systems of linear equations (13).

In this paper we have focused on the theoretical aspects of the embedding; an
important direction for future research is to evaluate its practical aspects. Two
questions are of particular interest. First, the time required to solve the linear
equations in (14) is directly related to the number of non-zero entries in the LU
factorization of the sparse matrix S(N” + I [JN). It is therefore desirable to
characterize this number for the types of graphs which typically arise from networked
information spaces. Second, a natural application for the embedding is information
retrieval: the embedding can be used to find the N most similar documents to a query
document. We can evaluate the embedding in this context by comparing the quality
of its search results to those of other methods, such as the algorithms described in [4]
and [5].
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Abstract. Todayslglobal mark ets demand global processes. Increasingly, these
processes are not only distributed, but also contain mobile aspects. We discuss
two challenges brought about by these mobile business processes: Firstly, the
need to specify the distribution of processes across several sites, and secondly,
the need to specify the dialog flows of the applications implementing those
processes on mobile devices. To remedy the first challenge, we give an over-
view of the Process Landscaping method with its support for refining processes
across multiple abstraction layers and associating their activities and objects
with distinguished locations. Next, we present a Dialog Flow Notation and Dia-
log Control Framework for the specification and management of complex hy-
pertext-based dialog flows. These tools allow developers to build user interfaces
for mobile client devices with different input/output capabilities, which all ac-
cess the same application logic on a central server.

1 Introduction

The market reach of goods and services is ever increasing today [1both in the busi-
ness-to-consumer (B2C) and business-to-business (B2B) sector, transactions are per-
formed on a regional, national or even global scope [22]. The global markets demand
global business processes in order to handle those transactions efficiently. However,
when looking at global markets, it would be a costly over-abstraction to consider the
associated business processes as centralized entities [19]. Rather, they involve distrib-
uted teams, distributed service provisioning, and distributed repositories. This envi-
ronment places higher demands on the infrastructure, coordination, communication
and cooperation of the involved parties, all of which affect the suitable process mod-
els substantially ([10], [20]). As illustrated in the examples of the Iridium software
process and housing industry processes, distribution affects both processes and data.
Recently, an additional challenge has been developing: As working environments
are becoming more mobile, we are not just dealing with distributed processes any-
more. In addition, we need to consider mobile processes: All sales-oriented processes
tend to become more mobile, and the same is true for processes spreading over vari-
ous sales channels. Also, processes delivering services to customers(lo cations tend to
encompass mobile aspects. These mobile processes require flexible support for coor-
dination and communication among the involved parties, as well as controlled remote
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data access. Under these conditions, a central question is whether the mobility re-
quirements affect the process models themselves or just their execution support [12].

1.1 Mobile Process Landscaping

When modeling the processes of a project, there are some key issues that developers
need to resolve: After identifying the core processes, they need to determine a suitable
order for modeling them and establish the interfaces between them. With regard to
distributed and mobile processes, two especially vital questions are where process
parts or activities are to be executed, and which data are needed in which location.

To support the specification, optimization and implementation of distributed proc-
esses, the Process Landscaping methodology was developed [13]. It comprises a
number of activities that are also suitable for handling mobile business processes. The
first step consists of identifying the high-level process clusters, positioning them in a
process landscape and establishing their mutual interfaces (Fig. 1).

Configuration
Management

Software Quality
Development . Management
Project Management

customer processes supporting processes

customer relationship life cycle

Fig. 1. Process landscape of a software development project (example)

In the following steps, different aspects of the process model are refined in whichever
order is most natural in a concrete project: To refine interfaces, the data exchanged
between the clusters is specified in combination with the direction of the data flow.
Clusters can be refined in two different ways: The developer can either specify a set
of sub-clusters that make up a super-cluster, or define a concrete process model that
defines the activities performed and deliverables produced in a cluster. Activities in
the process model may again be refined by sub-process models. This way, developers
can move from a very coarse to a highly detailed definition of processes in a struc-
tured way [the ov erall process landscape serves as an orientation, with refinements
being added on lower levels of abstraction as needed. This facilitates easy analysis of
the model and discussion of the process.
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Besides the structure imposed on the process model by the relationships between
super- and sub-clusters, super- and sub-process models, further structural information
is specified by assigning locations on the process landscape to objects and activities:
Each activity must be assigned to one or more execution locations, and every object
type must be assigned to a storage site. Furthermore, the interfaces are first-class enti-
ties in Process Landscaping to allow early identification of process relationships [14].

1.2 Mobile Process Implementation Characteristics

Despite the support by modeling methodologies such as Process Landscaping, the im-
plementation of mobile processes is still hindered by a number of major obstacles to-
day: Firstly, the required telecommunications infrastructure might be unavailable or
unable to provide the necessary bandwidth. With network availability being less of a
problem today (except for some isolated areas) and the introduction of high-volume
transmission technologies such as UMTS imminent, this obstacle is starting to fade [
however, slow deployment of the network equipment and mobile devices, combined
with potentially high introductory prices, will likely limit the speed of adoption of
mobile applications for some time to come.

Secondly, the currently employed legacy systems may be too inflexible for imme-
diate integration with mobile processes, and difficult to open up to new access pat-
terns. While not impossible, building suitable interfaces to integrate legacy systems
with mobile processes and application front-ends is likely to be a complex and costly
task. Similarly, organizational issues and traditional processes may not be compatible
with mobile business processes and need to be adapted carefully to realize the full po-
tential of mobile applications.

Finally, among the variety of mobile devices available today, only few mainstream
conventions or de facto standards have developed yet. Since devices differ widely in
aspects such as screen size, input/output interfaces, networking, programming and
dialog capabilities, mobile applications either have to cater to the lowest common de-
nominator, or be modified to fit different mobile devices. This becomes most obvious
(and challenging) in the area of mobile dialog design.

One approach to solving these problems seems to be the use of hypertext-based
user interfaces (Uls) for mobile applications, where the Ul consists of web pages pre-
sented in a browser. Compared to window-based user interfaces, they require only
modest client capabilities, making them especially suitable for mobile devices with
their strict energy, memory, input and output limitations [9]. Furthermore, the simple
information elements and interaction techniques of hypertext-based Uls can be ren-
dered on various presentation channels, ranging from desktop to mobile devices [3].
This multi-channel thin client scenario requires the application logic to be imple-
mented presentation channel-independently on a central server, while the UI is ren-
dered individually on various client devices [23].

However, when developing applications with hypertext-based Uls, software engi-
neers need to be aware that their implementation differs in some important character-
istics from applications with window-based Uls ([21], [26]):

Firstly, the devices/different input and output capabilities restrict the amount of in-
formation users can work with at a time. Consequently, presentation channel-
independent applications must not only implement different Uls, but also be able to
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handle different interaction patterns [for example, a task that may be completed in
one interaction step with a desktop browser may take three steps on a mobile device
and a dozen over an interactive voice response (IVR) system (Fig. 2).
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Fig. 2. Different dialog flows on different devices

Secondly, hypertext-based Uls present information on pages instead of in windows.
Consequently, interactions that would be performed without involving the application
logic in a window-based Ul (e.g. closing a window) require the generation of a new
page in a page-based Ul and thus involve the application logic for every interaction
step. Thirdly, hypertext-based Uls employ a request-response mechanism to pull data
from the server. Since the application logic cannot push data to the client, it can only
react passively to user actions (like clicking on a link) instead of actively initiating
dialog steps (like opening a new window). Finally, the Hypertext Transfer Protocol
(HTTP) is stateless: The protocol only transports data, but does not maintain any in-
formation on the state of the dialog system. Consequently, the application itself has to
manage the dialog state for each user session, which requires complicated logic for
more complex dialog structures.

Regarding the impact of these characteristics on the user experience, one of the
most notable effects is the limitation to simple dialog structures in many hypertext-
based applications today: Linear and branched dialog sequences can be easily imple-
mented and are therefore commonplace, but already simple nested structures (e.g. an
authorization form inserted at the beginning of a sensitive transaction) require a lot of
dialog control logic, and no application that the authors are aware of is capable of
nesting arbitrary dialogs on multiple levels.

Since users have a long-established conceptual model of nested dialogs from win-
dow-based applications, they will likely transfer that model to hypertext-based appli-
cations. However, because of insufficient dialog control logic, many applications still
violate users[lexpectations today when they send them to other pages than they in-
tended to reach (in some web applications, for example, login forms return users to
the homepage after a successful login instead of sending them to the area that required
authorization, forcing them to navigate manually to the desired area). This violation
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of the ISO dialog principles of controllability and conformity with user expectations
[17] imposes a high cognitive and memory load on the user.

Since these challenges are independent of a specific application, a desirable solu-
tion would be a notation and a framework that can be used for the specification and
implementation of any hypertext-based application. After giving an overview of the
related work (section 2), we will therefore introduce a Dialog Flow Notation for
specifying complex dialog flows (section 3), and present the architecture of a Dialog
Control Framework for managing those dialog flows on different devices (section 4).

2 Related Work

A number of notations for the specification of interactive systems[user interfaces
have been proposed over time. However, many were developed for traditional win-
dow-based applications and are therefore not suitable for the task of modeling the
special characteristics of hypertext-based applications presented in section 1.2: While
they can model direct manipulation techniques and multiple windows, which hyper-
text applications lack, they do not provide means for specifying request-response in-
teraction patterns on page-based media.

Other approaches that were explicitly designed to describe hypertext systems
mostly focus on data-intensive information systems, but not interaction-intensive ap-
plications [8]: For example, the RMM development process [16] allows the definition
of navigable relationships between data entities, and the OOHDM [24] process pro-
vides classes like node, link and index to represent different forms of navigation;
however, the resulting structures remain fla tland cannot be nested arbitrarily. The
same is true for the HDM-lite notation used by the Autoweb tool [7], which supports
the automatic generation of database schemas and application pages from a concep-
tual model; and the modeling language DoDL [6], which allows mapping of struc-
tured database content to static hypertext pages, but does not support dynamic fea-
tures. Finally, while the language WebML [5] is capable of modeling simple dynamic
features of a data-intensive web application by providing operation units for creating,
deleting and modifying entities, it does not support more complex structures such as
modular, nestable dialog sequences.

For the implementation of hypertext-based applications, several frameworks exist
that separate the user interface from the application logic to facilitate easier dialog
control, as suggested by the Model-View-Controller (MVC) design pattern [18]. The
Apache Jakarta Projects]Struts framework [1] is one of the most popular solutions
today. However, Struts forces developers to combine dialog control logic and applica-
tion logic in the Model implementation, since the Controller does not implement any
actual dialog control logic, but merely maps action names to class names (a more
thorough discussion of the Struts approach vs. the one suggested in this paper will be
presented in section 4).

The challenges of device-independent design are addressed in the Sisl (Several In-
terfaces, Single Logic) approach [2]. It inserts a so-called sérvice monitorbetween
the central application logic and the presentation logic for each device type to coordi-
nate the events that the interface can generate with the events that the application
logic can currently handle. This allows Sisl to support a wide spectrum of devices, in-
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cluding speech recognition systems, and handle the partial or unordered input that
they may produce. However, since Sisl uses acyclic graphs for modeling dialogs, it
seems more suitable for simple prompt- or menu-based interaction scenarios than for
highly interactive applications with complex (i.e. nested or cyclic) dialog structures.

We are still missing a solution that controls the dialog structure of a hypertext-
based application independently of the implementation of the Model and View tiers,
supports different interaction patterns on different devices, and allows developers to
work with complex dialog constructs like dialog modules nested on multiple levels.
The Dialog Flow Notation and Dialog Control Framework introduced in the following
sections are designed to address this need.

3 Dialog Flow Notation

To define the concept of a [dialog flow(d nd develop the elements of the Dialog Flow
Notation (DFN), we first examine the client-server communication taking place when
users work with a hypertext-based application. As Fig. 3 shows, a page 4~ displayed
on the client is rendered from source code (e.g. HTML) that was first generated by an
entity 4 (e.g. a JavaServer Page) on the server and then transmitted to the client.
When the user follows a link or submits a form on this page, the resulting data a is
transmitted to the server. The application logic may now process the data in a number
of steps (here: / and 2), which each generate data (b and c) that is processed in the
next step. Finally, the source code for the following page is generated (B), transmitted
to the client and rendered there (B’). Alternatively, user-submitted data (such as d)
may not require any application logic processing, but directly lead to the generation
and rendering of a new page (C and C°).

Server

Client

Dialog Step

Fig. 3. Client-server communication in HTTP

We call the server activity happening between the submission of a request and the re-
ceipt of a response by the client a dialog step (in an online shop, for example, a dialog
step might begin with submission of the users] billing information, comprise the vali-
dation of his credit card data by the application logic, and end with the generation of a
confirmation page). Multiple consecutive dialog steps form a dialog sequence (fo r
example, an online shopsic heckout dialog sequence might be composed of several
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dialog steps for collecting the userslad dress, shipping options, and billing informa-
tion. Finally, all possible dialog sequences that can be performed on a certain presen-
tation channel of an application constitute that channells dialog flow. An online
shopsdi alog flow might for example comprise searching for products, looking at de-
tailed product information, putting products into the cart, checking out, etc.

3.1 Notation Elements

Looking back at the communication model in Fig. 3, we realize that the client-server
communication and thus the distinction between generating (4) and rendering pages
(4°) is irrelevant for the purpose of modeling dialog flows: When specifying how the
user interacts with the application logic via the UI pages, the dialog flow designer
does not need to know about technical details such as pages(so urce code being gen-
erated on the server and transmitted to the client prior to rendering.

The DFN therefore only specifies the order of the Ul pages and processing steps,
and the data exchanged between them. It models the dialog flow as a transition net-
work, i.e. a directed graph of states connected by transitions called a dialog graph
(Fig. 4).2 As illustrated in the communication model above, dialog graphs do not need

to be bipartite.
Event
MaASk @‘ B& C;
|

Fig. 4. Dialog graph

The DFN refers to the transitions as events and to the states as dialog elements, dis-
cerning atomic and compound elements. Atomic dialog elements are hypertext pages
(symbolized by dog-eared sheets and referred to by the more generic term masks here)
and application logic operations (symbolized by circles and called actions from now
on). Every dialog element can generate and receive multiple events, enabling the de-
veloper to specify much more complex dialog graphs than the linear succession of
elements shown above. Which element will receive an event depends both on the
event and the generating element (e.g., an event e may be received by action 3 if it
was generated by mask D, but be received by action 4 if generated by mask E).
Events can carry parameters, i.e. application-specific information such as form input
submitted from a mask, and thus facilitate communication between dialog elements.
Theoretically, the complete dialog flow of an application could be described using
only atomic elements. However, the resulting specification would be much too com-
plicated to understand, and the fllatlstru cture does not support reuse of often-needed
dialog graphs. The DFN therefore provides compound dialog elements (compounds)
which encapsulate dialog graphs and realize the key requirement of nested dialog

2 The basic concepts and symbols of this notation were inspired by Harel§IStatech arts [15], but
their semantics have been adapted for the context of hypertext dialog flow specification.
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structures: A compounds| interior dialog graph can contain sub-compounds, and the
compound itself can be embedded in the exterior dialog graphs of super-compounds.
We discern two types of compound dialog elements: Dialog modules (symbolized by
rectangles with rounded corners) contain an interior dialog graph with one entry point
and one or more exit points, while dialog containers (symbolized by rectangles) con-
tain an interior dialog graph with one entry point, but no exit points.

User Authorization

cancel
not yet
logged submit
check in
login Login
status |7

create new
account

/

(\ 19181681

o Is user

® >
)es

v has
already logged in K admin |y, O
rights? 0
\_ L)
is admin

Fig. 5. User Authorization dialog module

We will introduce the features of dialog modules using the User Authorization mod-
ule in Fig. 5 as an example. This module checks if the user is already logged in and
shows a Login mask to prompt for his user name and password, if necessary. If the
users cre dentials are correct, the module marks him as logged in, checks his access
rights and terminates, notifying the super-compound of the usersst atus. If the user
does not yet have an account, he can register using the embedded create new account
sub-module. Note that by splitting the application logic into relatively fine-grained
operations instead of implementing them all in one action, the module can react flexi-
bly to different situations, like bypassing the credential check when the user is already
logged in.

Initial and Terminal Events. When a compound receives an event from the exterior
dialog graph that it is embedded in, traversal of its interior dialog graph starts with the
initial event. When the interior dialog graph terminates, it generates a terminal event
that is propagated to the super-compound and continues the traversal of the exterior
dialog graph. Depending on the semantics of the termination, developers can choose
between three kinds of terminal events (Table 1):
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Table 1. Event types and notation symbols

Event tvpe Interior dialog Exterior dialog

ypP graph symbol graph symbol
Initial event o — n/a

. @ Event Name

Regular terminal event Event Name -5
Done terminal event @ ﬁle
Cancelled terminal event ® —>
Abort event K> n/a

Regular terminal events are intended to communicate application-specific information
to the terminating module$lex terior dialog graph, such as the result of an operation or
decision (for example, the User Authorization module generates an is user or is admin
terminal event, depending on the users] rights). Often, however, modules do not need
to notify their calling super-compound about some application-specific state, but
should simply indicate if they completed their task successfully or not. The DFN pro-
vides the done and cancelled terminal events to model these situations (for example,
the create new account module may terminate with a done or cancelled event, de-
pending on the success of the registration process). In contrast to regular terminal
events, done and cancelled events are unnamed and cannot carry parameters. Their
application-independent semantics enable the dialog control logic to handle them
automatically in certain situations, as we will see soon.

Compound Events and Return Mechanism. Complex dialog structures will usually
contain a certain amount of redundancy, since some dialog elements may be linked
from many other elements in the application. If we had to specify all the respective
events explicitly, our dialog graph diagrams would soon become cluttered with
redundant information. In his Statecharts notation, Harel introduced a special
construct to counter the combinatory explosion of transitions that often plagues state
machines: a transition leading from a contour to a state [15].

The DFN uses a similar construct, albeit adapted for dialog flow specification: A
so-called compound event, symbolized in dialog graph diagrams by an arrow leading
from the compounds] contour to a certain element, indicates that this event may be
generated by every element in the compound. As an example, consider the dialog
graph of a simple online shop in Fig. 6:> The shops] homepage, list of items in each
category, detailed description of each item, shopping cart and checkout process shall
be linked from every mask in the system. If all events connecting the elements had
been specified explicitly, a tangled event web would have been the result. Using com-
pound events, however, we can express the relationships in a much clearer diagram.

3 The shop was modeled as a dialog container instead of a module since it does not have a natu-
ral terminal state.
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Fig. 6. Shop dialog container

Note that the above dialog graph does not explicitly specify what happens when a
user does not complete the Checkout module with a done event, but cancels its execu-
tion. For usability reasons, we would not want to return the user to the shops’h ome
page in this case, but to the mask from which he had entered the Checkout module (in
the same way that window-based applications return the focus to the parent window
after the user closed a child window). However, since we do not know at specification
time where to return the user, we cannot specify the receiver of the cancelled event.
The Dialog Control Framework introduced in section 4 solves this apparent dilemma
by using the cancelled eventls application-independent semantics described earlier: If
the framework intercepts a done or cancelled event without a specified receiver, the
return mechanism automatically leads the event to the dialog mask from which the
terminated module was activated, creating the familiar nl estingle ffect for the user.
Fig. 7 shows a sample dialog sequence employing this mechanism (the gray arrows
indicate the compounds [ hesting levels).

The scope of compound events only encompasses the compound that they are
specified in, but not its super- or sub-compounds. For example, while the show item
event leads to the ltem Details mask from any other mask in the Shop container, such
a connection does not exist for any masks inside the Checkout sub-module.
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Fig. 7. Return mechanism

Common Events and Abort Mechanism. In some situations, however, it may
actually be desirable that certain events can be handled even if their receiver is not
specified in the compound that they are generated in [for example, the create new
account module may be reachable from anywhere within a hypertext-based
application, not just from the Login mask. To model these relationships, the DFN
provides the common event. Similar to the compound event, it is symbolized by an
arrow leading away from the compoundsic ontour, but outward to another compound
element (and only to a compound [i t may not lead to an atomic element or into a
dialog graph). This so-called common compound is nested into the users] dialog
sequence wherever he generates the respective common event, independently of his
current position in the application.

Portal enter
portal
Umbrella Site
enter
shop
Shop

enter
forum

Forum

register, create new
account

Fig. 8. Portal application container

Umbrella Site

As an example, consider the Portal application container in Fig. 8 (the application
container, symbolized by a double-line box, is the root of the compoundsine sting hi-
erarchy, where every user(s dialog sequence starts when he enters the application).
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The various parts of this portal system are modeled as common compounds so they
can be reached from anywhere within the application.

As with compound events, we need to consider how to return from a common
compound. For common modules, we can simply use the return mechanism that leads
the user back to the dialog mask that called the module. However, common containers
pose more of a challenge. Since they do not terminate by themselves, and nesting
them deeper and deeper into each other as the user navigates between them would
gradually lock up memory, the only option is to abort a common container before an-
other one can be activated at the same nesting level. For example, if the user is cur-
rently in the Shop container and generates an enter portal event, traversal of the Shop
container's interior dialog graph (and of all compounds nested into it at the time) has
to be aborted before the Umbrella Site container§i nitial event can be handled.

In order to abort a compound in a controlled way, a special abort dialog graph can
be specified for it, which might ask the user if he really wants to abort (also giving
him a chance to resume the original dialog graph where he left off), or if he wants to
save any unsaved data before aborting. Traversal of the abort dialog graph, which
may not contain any sub-compounds and must not be connected to the compounds]
regular dialog graph, starts at the abort event (see symbol in Table 1) and ends at a
cancelled terminal event. For example, in the Shop container(s abort dialog graph
(Fig. 6), the system prompts the user if he wants to save the items in his cart before
leaving, or if he wants to resume shopping. Fig. 9 shows a dialog sequence using the
abort mechanism to switch from the Shop to the Umbrella Site container.

Portal
Shop Umbrella Site
enter,

por-
' save
Shopping]. tal . f &
W items in S Home
/

/ )xis\
y \0('\& (g\

o
/ N

int t d{) ted b

intercepted by . recreated by

abort mechanism Abort mode abort mechanism

Fig. 9. Abort mechanism

In case the user decides not to switch containers, he can generate a resume event
(symbolized in dialog graph diagrams by an arrow leading towards the compounds]
contour), which invokes the resume mechanism. Using an algorithm similar to the re-
turn mechanism, it leads the user back to the dialog mask in the regular dialog graph
that was last displayed before the abort sequence started.

Presentation Channels. The notation constructs introduced so far allow developers
to specify complex, hierarchical dialog flows. However, we still need a way to specify
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the presentation channel-dependent dialog flows required for different client devices,
as illustrated in Fig. 2. In the DFN, this can be achieved by specifying the dialog
flows for different media in separate dialog compounds and adding the channel labels
of the respective presentation channels in square brackets after the compounds | name.

For example, Fig. 10 specifies the dialog flows for a Checkout module on the
HTML and WML presentation channel. Note that while the channels employ different
dialog masks according to the clientslin put/output capabilities, they use the same ac-
tions for processing the user(s input, as indicated by the shading. This enables devel-
opers to implement the device-independent application logic only once and then reuse
it for multiple presentation channels. Provided that the actions were designed with
sufficient granularity, further channels can be added to an application just by imple-
menting the respective masks and specifying the new channels[ dialog flows.

Checkout [HTML]

nter submit
address, | check. correct \@ correct \@ correct\@ ok @
shipping, | incorrect| address pping illing order
billing” data data U cancel
A incorrect
incorrect

Checkout [WML]
submit Ent submit s ot submit s
Enter check \ correct -nter Eilzd correct, -nter Enge correct lace ok
latg lata atg ata cancel
L~ 74 7 ®<

Fig. 10. Checkout module on HTML and WML presentation channel

This concludes our presentation of all notation elements. While their semantics were
not described formally here, the implementation of the Dialog Control Framework
(section 4) defines operational semantics for all constructs.

3.2 Dialog Flow Specification Language

After the dialog flows of an application have been specified in dialog graph diagrams,
an efficient transition from specification to implementation is desirable: The dialog
graph diagrams should not just visualize the dialog flow, still requiring developers to
implement the appropriate dialog control manually, but should rather serve as direct
input for the dialog control logic, instructing it how to handle events.

To achieve this, the graphical specifications must first be transformed into a ma-
chine-readable representation that can be parsed by the dialog control logic. We there-
fore introduce the Dialog Flow Specification Language (DFSL), an XML-based lan-
guage consisting of elements that correspond to the DFNsJ dialog elements, events
and constructs. A complete dialog flow specification consists of two documents [a
dialog flows document containing a textual representation of the dialog graphs, and a
dialog elements document mapping dialog elements to their implementation (Fig. 11).
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Dialog Flow Notation Dialog Flow Specification Dialog Control Framework
Dialog Dialog E E E E
|:|I > | Flows Elements |:>
Document| [Document| = =
=

Fig. 11. Transition from specification to implementation

4 Dialog Control Framework

The dialog control logic that reads the DFSL documents and manages the dialog flow
accordingly is application-independent. Therefore, we implemented it in a Dialog
Control Framework that can be reused for any hypertext-based application and pres-
entation channel. Hypertext-based applications are usually designed according to the
Model-View-Controller (MVC) paradigm [18], which suggests the separation of user
interface, application logic and control logic. While user interface and application
logic can be distinguished quite naturally ([Wwhat the user seesvs . W hat the system
does), t he distinction between application logic and dialog control logic is much
more subtle (what the system does(vs. [Jwhat it should do next, based on the users]
input)) Th erefore, it is easy to mix up the implementation of application and dialog
control logic, even if both are separated well from the presentation logic.

4.1 Struts: Decentralized Dialog Control

For example, in the Apache Jakarta Struts framework [1], the dialog flow is controlled
by so-called Act ion objects. Fig. 12 shows how these handle each request:

1. A request comes in from the client.

2. The Controller dispatches the request to the responsible Act ion object, as defined

by the action mappings read earlier from a configuration file.

3. The Action performs some application logic, either by itself or by calling a sub-

system that does the actual work. In the process, the Model data is updated.

4. Based on the outcome of the application logic operation, the Act ion object de-
termines how to proceed in the dialog flow and indicates to the Controller which
View should generate the response.

. The Controller forwards the request to the View indicated by the Action.

. The View generates the response using application data extracted from the Model.

7. The response is sent back to the client.

AN D



128 V. Gruhn and M. Book

Dialog \
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4. Command
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Fig. 12. Coarse architecture of the Struts framework

As indicated by the shading in the figure, the dialog control logic is distributed over
all actions in the Struts approach, i.e. the dialog flow is not specified outside the ap-
plication, but actually implemented in the Java code of the Action objects.

This allows the actions to make only relatively isolated dialog flow decisions, and
hampers the implementation of more complex dialog structures with constructs like
nested dialog modules. To raise the actions awareness of the bi g picture[Jand enable
them to control more complex constructs, still more control logic would have to be
implemented in them, exacerbating the problem. Also, the hard-coded decentralized
implementation of the dialog control logic is relatively inflexible, almost unsuitable
for reuse and hard to maintain. Finally, achieving presentation channel independence
would require additional effort and possibly redundant work: Since the dialog flow
depends on the presentation channel, while the application logic does not, their close
coupling prevents the reuse of actions on multiple presentation channels. Instead, each
presentation channel would require its own set of Action objects to implement the
individual dialog flow for the respective devices.

4.2 DCF: Centralized Dialog Control

In contrast, the Dialog Control Framework (DCF) presented in this paper features a
very strict implementation of the MVC pattern, completely separating not only the
application logic and user interface, but also the dialog flow specification and dialog
control logic: The controller decides where to forward requests by using a central dia-
log flow model to look up the receivers of events generated by masks and actions
[25]. This dialog flow model is an object structure that is not hard-coded anywhere,
but constructed automatically from the parsed DFSL documents upon initialization of
the framework (Fig. 13).

As the coarse architecture shows, the actions are relatively lightweight here since
they contain only application logic, while all dialog control logic has been moved to
the dialog controller. This controller does not receive requests from the clients di-
rectly anymore. Instead, on each presentation channel, it receives events that have
been extracted from the requests by channel serviets. The dialog controller looks up
the receivers for these events in the dialog flow model [1a collection of objects repre-
senting dialog elements that hold references to each other to mirror the dialog flow.
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This dialog flow model is built upon initialization of the framework by parsing the
DFSL documents containing the dialog flow specification (the shaded parts of the
diagram emphasize that the dialog control logic and the flow specification are de-
coupled from the application logic and from each other in this approach). Depending
on the receiver that the controller retrieved from the model for an event, it may call an
action, forward the request to a mask, nest or terminate compounds. The latter opera-
tions are performed on compound stacks, which store the nested compounds that con-
stitute the state of the dialog system for each user. We refer to this design pattern as
MVC+D (Model-View-Controller plus Dialog Flows).

=]

Compound Dialog Flow Model Dialog Flow Specification Dialog Graph Diagrams
Stack "
manual
T conversion conversion
I HEEHEA BIAN !
Dialog’ Dialog

= = <:| Flows Elements <:|
= D Document]
— =

2z
1 Request Channel Dialog
Servlet Controller

piemiod */

4

9. Response

Fig. 13. Coarse architecture of the Dialog Control Framework

In each dialog step, these components work together as follows:

1.

2.

(o]

A client request with an encoded event is received by a channel servlet, which de-
codes the event and sends it to the dialog controller.

The dialog controller refers to the dialog flow model to look up how to handle this
event in the current dialog system state, as stored on the users) compound stack.

. If an action shall handle the event, it is invoked and the event passed on to it (if a

mask shall handle the event, the system proceeds with step 7 instead).

. The action performs some application logic, either by itself or by calling a sub-

system that does the actual work. In the process, the Model data is updated.

. Based on the outcome of the application logic operation, the action generates a new

event and returns it to the dialog controller.

. The dialog controller refers to the dialog flow model to look up how to handle this

event in the current dialog system state, as stored on the users) compound stack.

. If a mask shall handle the event, the request is forwarded to it (if another action

shall handle the event, the system proceeds with step 3 instead).

. The mask generates the response using application data extracted from the Model.
. The response is sent back to the client.
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For easier comparison with the Struts approach, events involving compounds were
not shown in the above sequence. If compounds have to be activated or terminated,
the dialog controller would push them onto or retrieve them from the user§!com-
pound stack and then look up the next event in the dialog flow model.

This centralized dialog control solution has three advantages over the previously
discussed approach:

o The strict separation between application logic implementation, user interface de-
sign, dialog flow specification and dialog control logic enables a high degree of
flexibility, reusability and maintainability for the components of all four tiers.

e Due to this clean separation, presentation channel-independent applications can be
built with minimal redundancy: Only the dialog masks and the dialog flow specifi-
cations for the different channels have to be adapted, while the application logic is
implemented only once.

o Finally, since the central dialog control logic is aware of the whole dialog flow
specified for a channel (it knows the big picture),it can provide mechanisms for
the realization of complex dialog constructs. Thus, the application developer can
use context-independent dialog modules that may be nested, aborted and resumed
without having to deal with states, stacks and resume point identification.

To build an application with this framework, the developer does not need to know
about the inner structure or implementation of the framework. He only needs to pro-
vide subclasses of an ActionImpl class implementing the actions, JavaServer
Pages implementing the dialog masks, DFSL documents specifying the dialog flow
and mapping elements to their implementing entities, and if required, channel servlets
for various presentation channels (the prototype framework we implemented already
provides HTMLChannel and WMLChannel servlets). Since these deliverables are
completely application-specific, the framework is suitable for black box reuse, giving
developers a high degree of flexibility and convenience in building their application.

The authors implemented a prototype of the Dialog Control Framework employing
the Java 2 Enterprise Edition. The Dialog Flow Notation elements, events and dialog
graph constructs were modeled in a class structure making heavy use of generaliza-
tion, overwriting and overloading techniques to achieve modularity, extensibility and
device independence. To validate the suitability of the Dialog Flow Notation, Dialog
Flow Specification Language and Dialog Control Framework for practical use, a
demo application that employs all dialog control features was developed at the Chair
of Applied Telematics[Mobile Technology Lab. The Travel Plannerlapplication
provides users a front-end for scheduling trips (including reservations for transport
and accommodation) that can be accessed via a desktop web browser or a WAP-
enabled mobile device. Its development covered all phases from the specification of
the dialog flows via their translation into DFSL documents to the framework-based
implementation of the application.

5 Conclusions

This paper discussed two challenges brought about by mobile business processes:
Firstly, the need to specify the distribution of processes across several sites, and sec-
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ondly, the need to specify the dialog flows of the applications implementing those
processes on mobile devices. It then gave an overview of the Process Landscaping
method with its support for refining processes across multiple abstraction layers and
associating their activities and objects with distinguished locations. Next, it presented
a Dialog Flow Notation and Dialog Control Framework for the specification and
management of complex dialog flows in hypertext-based applications.

Introducing the MVC+D pattern, the framework not only strictly distinguishes ap-
plication logic, user interface and dialog control, but also separates the dialog control
logic from the dialog flow specification. The associated notation is essential for pro-
viding the specification of the dialog flow to the framework. Since it does not require
a detailed knowledge of the underlying protocols and technologies, but instead works
with three relatively intuitively understandable concepts (fmasks contain what the
user sees, actions contain what the system does, and compounds contain transactions
the user can perform), it can also be used by people without programming experi-
ence, such as representatives of the applications target audience, usability experts and
user interface designers. Therefore, the notations dialog graph diagrams can be used
as a communication tool throughout the software development process. The graphical
specifications can be transformed into DFSL documents according to simple rules, al-
lowing for an efficient transition from specification to implementation.

A weak point of the notation might be the fine granularity of actions that is re-
quired to employ them flexibly on different presentation channels (this especially
concerns actions responsible for processing user input submitted through forms): The
finer the actions are grained, the easier it is to adapt to different interaction patterns [
however, very fine granularity also results in quite high specification, implementation
and performance overhead. When specifying an application, the developer therefore
needs to find a balance between the desired flexibility and the required granularity,
while being aware that if the granularity is not fine enough, it may be difficult to add
more presentation channels to an existing application in the future. Research on solu-
tions to this dilemma is currently in progress.

Another issue that is a current focus of our research is the frameworksIrobustness
and error tolerance. When encountering events that cannot be handled, a graceful deg-
radation is the minimum requirement. There are a number of ways in which an event-
driven system might react in this case [11], for example by ignoring the event or by
reestablishing a clearly defined state. In some situations, however, a more user-
friendly reaction would be desirable [most importantly, when the user employs the
clients Ibacktracking feature. On the Web, clicking the browsers back button is the
second most frequent user activity after clicking on a link [4]. It should therefore not
be dismissed as a rare and exceptional activity that can be neglected by the dialog
control logic, but rather be regarded as a normal interaction pattern that the applica-
tion must be able to handle as well as regular clicks on links. Backtracking in a hyper-
text-based application is similar, but not equivalent to the undo feature of traditional
applications: While a traditional undo aims to reverse a previous application opera-
tion, backtracking aims to revisit a previous dialog mask without changing the appli-
cations]data model. This is a challenge since the user events that are recreated
through backtracking often lead to actions, which perform application-logic opera-
tions before the dialog step finally completes with displaying a mask.

Finally, more empiric research is needed to see how the Dialog Flow Notation and
Dialog Control Framework can be integrated into the software development process
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for hypertext-based applications. Experiences gained from larger projects should also
yield insights into possible limitations of both tools in certain application domains or
on certain presentation channels.
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Abstract. Truckage companies need continuous and up-to-date infor-
mation about their business processes in order to respond quickly to cus-
tomers’ needs and problems emerging during transport processes. There-
fore a reliable and user-friendly communication system is required, which
improves the relationship between drivers and dispatchers. The project
”Mobile Spedition im Web (SpiW)ﬁ77 presented here, develops a mobile
communication system, which focuses on the driver/dispatcher interac-
tion. The main goals are integration with legacy logistics software and the
possible use of new telematics and communication techniques. To achieve
these goals, a component based architecture allows the later change and
extension of components, making it possible to add new features to the
system as they become available. A distributed workflow server supports
the adjustment of business processes to individual needs.

1 Introduction

Truckage companies take advantage in business, when they can perform trans-
ports fast, securely, economically, and in time. " Time more and more becomes
a critical component in freight transportation” [EW97]. This advantage is even
more important, as due to globalisation and the extension of the European Union
the number of truckage companies rises. Truckage companies that can achieve
the named goals more efficiently due to the use of mobile communication can
gain more trust as well as a better customer relationship.

1.1 Communication Problems

According to [EKO0I1] the following problems can appear during communication

and cooperation between the different roles within a truckage company (drivers,

dispatchers, customers) and thus stand in the way of reaching the required goals.
Problems for the dispatcher:
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— Discontinuous, oral information interchange between dispatcher and drivers
leads to delays and mistakes.

— From the company’s point of view drivers are a main source for informa-
tion, but the information pooled at a driver cannot be transmitted into the
logistics software without further manual work.

— Because of missing knowledge abut the transport progress the dispatcher can
hardly reschedule transports.

— Calculations of transport costs can only be performed with a great delay.

Problems for drivers:

Drivers can communicate problems only by mobile phone most of the time.
— Drivers have little influence on the scheduled tours and possible rescheduling.
— Data transmitted by the papers is often incomplete or even wrong.

— Dispatchers may not be available for questions.

Problems for customers:

— Transport progress is not known to the customer.
— Delays are not to be calculated.

By developing from location based acquisition towards mobile acquisition

and transmission of information and data, important information can be made
available in time. This information may provide solutions to the named prob-
lems, and these solutions may not only help for the dispatching processes but
also for the strategic fleet management.
Ideally such a communication system ought to provide a generic interface to lo-
gistics software systems and thus provide the advantage of being integrated into
different logistics software systems. That way a clear cut between logistics soft-
ware and communication system is made, proving the opportunity for truckage
companies to extend their logistics software system rather than investing into a
new monolithic system.

1.2 Usage Scenario

In order to plan the transports the dispatcher makes use of a logistics software
system. To communicate with the drivers, the dispatcher usually uses paper
forms or telephones. Using these means of communication exclusively can lead
to loss of information or delays which prevent the dispatcher from reacting ap-
propriately to events that happen to the drivers. The communication system
introduced in this paper helps to overcome these problems. The communication
system described in the following chapters is based on the following scenario
(see [Fig. 1]): The dispatcher asks the driver to perform a transport. The driver
then loads the freight and delivers it to the customer. This scenario differs from
other parcel or express services in so far as there are very few private people but
rather business customers involved who typically get freight with several tons of
weight delivered.
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Fig. 1. Roles in the usage scenario

To support the communication between drivers and dispatchers, drivers are pro-
vided with mobile devices (e.g. PDAs). On one hand these devices can inform
the drivers about the scheduled transports and on the other hand they enable
the drivers to report back about each transport’s status and problems that might
appear during the delivery.

2 Architecture of the Communication System

The communication system’s architecture consists of three components: mobile
devices (e.g. PDAs), stationary devices (e.g. PCs), and an application server.
The mobile devices connect to the application server via a wireless telecommu-
nication system (GSM, GPRS, HSCSD, EDGE, UMTS), whereas the stationary
devices use a wired connection (Ethernet, FastEthernet) to connect to the server.
The software architecture of the communication system follows the client/server
paradigm [Lew98]. The business logic for working on business objects is provided
by an application server [BG98|, which itself takes advantage of other server com-
ponents: a workflow server, a communication server, and a database server (see
[Fig. 2). The services provided by the server according to the business processes
are used by the clients to deliver data to the targeted user.

The kind of data that is supplied by different clients may differ to a great extend,
according to the users’ roles and needs. While a driver mainly needs transport
data, the dispatcher needs to have not only transport data but also the appro-
priate managing data as well. Depending on the kind of device used and its
particular technical possibilities (e.g. display size) the different clients do not
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Fig. 2. Architecture

only render the data differently but also the amount of data displayed is ad-
justed. Similarly the usage of the user interface is realised in a different way (e.g.
preconfigured hardware keys on PDA or mouse control on a PC).

2.1 Thin Vs. Thick Clients

If business logic is not only supplied by an application server, but parts of the
business logic are realised on a client, clients are called ”thick clients” [Lew98].
On the other hand so-called ”thin clients” (e.g. web browsers) do not have busi-
ness logic on their own, but exclusively use services provided by an application
server. Although thin clients generally need fewer resources, and therefore ap-
pear to be especially suited for devices with limited memory and processing
power, thick clients are used on the mobile devices. This is due to the fact that a
wireless connection cannot be guaranteed to be available or even stable. But to
take care of the requirements mentioned in the introduction, parts of the busi-
ness logic need to be executed even when the communication link is temporarily
unavailable. After re-establishing the connection, data synchronization has to
take place.
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It is rather unlikely that the communication link over the wired medium in
a local area network (LAN) breaks down for a long time, so that this line of
argument is not valid for stationary devices. Still, a thick client is used for the
stationary devices, for this client being the logistics management software which
contains the complete business logic for rendering and working with the data.
For more information on the advantages and disadvantages of thin and thick
clients [Lew98] and [OE96] can be named.

2.2 Data Exchange with Legacy Software

The communication system defines interfaces for exchanging data with logis-
tics management software. The data structure for the data exchange between
clients and application server is described by a Document Type Definition (DTD)
[Tol99] BUVE9Y| and transmitted according to the XML-format. For this pur-
pose attributes of objects need to be transformed into XML data and then sent
over the communication link. During the transmission additional compression
and cryptographic techniques may be used. The receiver then has to search the
transmitted XML-document (parsing) and reproduce copies of the original data
from the structure and the contents of the document.

This process is necessary because the development of application server and
clients is based on a component model [GT98] [Szy98] used in conjunction with
an object-oriented programming language. Due to this, a later extension of the
system does not require the data transmission part to be developed again, be-
cause only the required classes and the extended DTD have to be deployed on
the system. According to the object-oriented paradigm the parser itself can use
the objects’ methods to produce an XML-code representation of the objects and
vice versa reconstruct an object from the XML representation.

3 Distributed Workflow Support

Business processes that are to be supported by the communication system are
described by so-called workflows. A workflow consists of a number of single ac-
tions, which can be simple or complex in themselves again. The actions of a
workflow can be carried out in either a sequential, or parallel way, or as alterna-
tives to each other. Workflows can be connected, i.e. initiate or depend on one
another.

For any component in the architecture (see there are one or more work-
flows which deal with the creation, manipulation, and visualisation of business
objects that are connected with it.

According to dependencies between components, workflows of different compo-
nents may also be dependent on each other. Such dependencies are not always
fixed but can evolve after creation or modification of data. Any class of a com-
ponent contains a so-called display-method which is used to visualize data of
that class according to a style-guide and the user interface. This way it is made
sure that rendering of data is consistently done in the same way and the user is
directed to his goal in the same manner.
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Fig. 3. Components of the communication system

In addition to the global workflow which describes business processes, there is
local workflow which describes method collaboration within a class. This local
workflow can be realised by implementing the display-method of a class.

Any component of the architecture consists of several classes. The components
themselves possess a specified interface. The components shield data and store it
permanently in a database. Realisation of components is done using an object-
oriented programming language (such as Java or C#). Components are associ-
ated with actions of a workflow (Fig. 4). In general there should only be one
component associated with each action, but in exceptional cases there can be an
association with several components. Such a complex association may only be
allowed if changing the workflow is not possible or does not solve the problem. In
this case workflow between associated components has to be described explicitly.
If there is a decision to be made depending on the data during the course of an
action which defines the following course of the action, there has to be a decision
table (Fig. 5). The course of workflows is controlled by a workflow server which
is part of the application server. Due to the fact that parts of the business pro-
cesses need to happen in a mobile and therefore distributed environment on the
clients as well as on the application server the workflow server has to support
the distributed execution and is responsible for data consistency and integrity.
Distributed execution may be achieved by either a centralised or a decentralised
approach. Considering the wireless connection between mobile clients and appli-
cation server, and the problems originating from this (loss of connection, network
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Fig. 4. Realised and associated components

availability, etc.), a decentralised solution appears to be suitable. That means
that there is a central workflow server available as well as local workflow servers
on each of the clients, although they may differ in the amount of functionality
they provide.

Depending on the environment and equipment of the mobile devices the mobile
workflows have to be adjustable. For example it is possible to attach a barcode
scanner to the mobile device. In this case, the workflow has to handle scanner
and read barcodes appropriately, e.g. when delivering goods. In another case,
when there is no barcode scanner installed, the delivery process has to leave out
the scanning and proceed accordingly, e.g. prompting the driver to confirm that
he has delivered the appropriate goods. This mechanism of modelling different
workflows for different user and device profiles, and then executing the work-
flows in the workflow server, allows for fine grained adjustment of the software
without changing the source-code.

Whether components may be loaded dynamically at runtime from the server ac-
cording to the workflow executed or whether all components have to be deployed
statically on the clients, depends on the communication techniques (HSCSD,
GPRS, EDGE, UMTS) available.
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Fig. 5. Decision table for actions

4 Related Work

The complexity of the transportation field is reflected by the richness of research
areas, methods, and software. The future of truckage companies, however, lies
in providing a more efficient and cost effective transport service. The objective
is to use modern technology in order to exploit the full potential of saving costs.
More and more goods have to be moved efficiently, quickly and cost effectively by
service and transport companies. In order to survive, transport companies must
respond quickly to their customers’ needs and focus on cost control. Continuous
and up-to-date understanding of business processes is essential and requires a
reliable and user-friendly system for mobile data communication [Ere(3].
Researchers have already developed a number of techniques to solve the commu-
nication and fleet management problems of truckage companies. For example,
researchers at the University of Bremen proposed a concept for controlling truck
fleets using cellphones and the Internet [EK01} ISK03]. Economists at the Univer-
sity of Koblenz are also working on a prototype for supporting logistics processes
[Jun01]. The main goal of these research efforts is to provide flexible fleet man-
agement and introduce new kinds of services that truckage companies could offer
in future (e.g. location-based services).
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There is no universal solution that is suitable for any truckage company, and the
systems available today still suffer from a few weaknesses.

5 Conclusion

Electronic support of transport execution is barely integrated with conveyance
systems. Communication during the transport process and afterwards is done ei-
ther on paper documents or by telephone, both of which require additional work
to receive an electronic representation later on. This additional work is not only
time consuming but also error prone. The scheduler is not informed well enough
about the progress of the transport, and needs to acquire additional information
actively himself.

Therefore we see the need for bidirectional communication to exchange trans-
port information in time on one hand, and on the other hand unidirectional
communication between mobile devices and other backend software systems to
exchange data over a wireless yet stable medium.

Most of the systems available today do not focus on the need of small conveyance
companies. Those companies often cannot invest into a completely new software
system. Employees would have to get used to the new software and the market
situation is so unclear that no one can say which systems are going to last for
enough time to secure the investments.

Systems that are based on application service providing concepts put up another
barrier, because they require hosting vital company data about customers and
lorries on the service provider’s side. Thus the company becomes dependent on
a third party’s accessibility and reliability.

The project ”Mobile Spedition im Web (SpiW)” which is supported by the Ger-
man Ministry of Education and Research, aims to reach the two main goals of
integration with legacy logistics software and the possible use of new telematics
and communication techniques. The component based architecture of the com-
munication system allows the later change and extension of components, making
it possible to add new features to the system, as they become available (such as
transmission of video data or data gained from board sensors).

Within the project consortium it is not possible to reach these goals completely,
especially for the integration with legacy software the interface defined has to
be supported by the legacy software developers.

Although the benefit of such a communication system is obvious, it also depends
on the costs of acquisition and operation which is even more important. The in-
dustrial partners in the project consortium are to ensure that the benefit exceeds
those costs.

References

[BGIS] S. Baker and R. Geraghty. Java For Business Objects. In Andy Carmichel,
editor, SIGS, pages 225-237. Cambridge University Press, 1998.



[BUVE9Y)

[EKO1]

[EW97]

[Fre03]

[GT98]

[JunO1]

[Lew98]
[OE96]

[SK03]

[Szy98|

[Tol99]

A Distributed Communication System for Integration 143

U. Bohnlein and A. Ulbrich vom Ende. XML Extensible Markup Language.
Wirtschaftsinformatik, 41(3):275-277, 1999.

E. Erkens and H. Kopfer. WAP-LOG: Ein System zur mobilen Fahrzeugein-
satzsteuerung und Auftragsfortschrittkontrolle. pages 293-303. Teubner
Verlag, Stuttgart, 2001.

M. Ernst and D. Walpukis. Telekommunikation und Verkehr. Verlag Franz
Vahlen, Miinchen, 1997.

J. Frediani. fleet management via the internet, 2003.
http://www.daimlerchrysler.de/environ/report2001/pdf/fleet_e.pdf
(07.03.2003).

V. Gruhn and A. Thiel. Komponentenmodelle. Addison Wesley, Miinchen,
1998.

J. S. Jung. Flottenmanagement im Handwerk durch integrierte Telematik-
dienste, 2001. http://www.uni-koblenz.de/ flotthit/Project/overview.html
(07.03.2003).

S. Lewandowski. Frameworks for Computer-Based Client/Server Comput-
ing. ACM Computing Surveys, 30(1):3-27, 1998.

Harkey D. Orfali, R. and J. Edwards. The Essential Client/Server Survival
Guide. Wiley Publ., 1996.

Erkens E. Siek, K. and H. Kopfer. Marktiibersicht tiber Systeme zur
Fahrzeugkommunikation im Stra(§)engiiterverkehr. ACM Computing Sur-
veys, 5(1), 2003.

C. Szyperski. Component Software Beyond Object-Oriented Programming.
Addison-Wesley, Reading, MA, 1998.

R. Tolksdorf. XML und darauf basierende Standards. Informatik Spektrum,
22(6):407-421, 1999.



Fault Tolerant Geographical Addressing

Dominic Heutelbeck, Reinhold Réth, and Claus Unger

University of Hagen, Department of Computer Science, 58084 Hagen, Germany
{Dominic.Heutelbeck,Reinhold.Raeth,Claus.Unger}@fernuni-hagen.de

Abstract. Geographical addressing and resource discovery are impor-
tant building blocks for creating mobile location-aware systems. Mobile
systems rely on wireless network technologies, which are prone to fre-
quent failures. In this paper, we present a protocol for maintaining a
self-organising routing backbone that supports geographical addressing
and resource discovery. The routing backbone detects node failures and
automatically repairs its infrastructure, while maintaining the operability
of the network at least in partitions an thus maximising service availabil-
ity. The system operates in a peer-to-peer fashion, i.e. the administrative
tasks are distributed between all participating nodes, taking into account
their capabilites, location, and mobility. In this paper we explore main-
tenance aspects of the network that are caused by node failures.

1 Introduction

Today mobile networked devices are part of our everyday life and we can access
information and computational power anytime and anywhere. In this scenario,
location based services like navigation tools, geographic data bases [4], or even
location aware games like Pirates! [[1] come into play. Location-aware applications
denote an important subset of the more general context-aware applications. A
user of such an application may want to discover computational or real-world
services in spatial proximity, e.g. may be interested in the next free cab or printer.
Other applications may use geographical messaging to send emergency warnings
to people located in a region that is about to be flooded. Finding entities in a
given region, or sending messages to them is easily identified as a key building
block for such applications. We speak about geographical addressing, when we
are communicating based on location instead of network addresses. When we
want to create real world location based applications, we have to deal with an
increasing number of technologies connecting mobile devices to the Internet,
like WLAN, Bluetooth, GSM, UMTS etc. Additionally, each single technology
can be accessed through a large number of different service providers. Wireless
connected mobile devices are likely to fail, caused by, e.g. a loss of reception,
or, because the user turns them off to preserve battery power. In the described
scenario, ad-hoc routing protocols [7] can not directly be applied, as they assume
a direct communication channel between nearby nodes. In our scenario, nodes
are connected to the Internet through their individual providers. This results in
a network, where entities in spatial proximity can be far away from each other
in terms of physical network topology.

T. Béhme, G. Heyer, H. Unger (Eds.): IICS 2003, LNCS 2877, pp. 144-[[55] 2003.
© Springer-Verlag Berlin Heidelberg 2003
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We present a protocol that creates a self-structuring logical network that
supports geographical addressing without any central administration. All par-
ticipating nodes collaborate in a peer-to-peer fashion. The protocol distributes
the workload in respect to the context and resources of each participating node.
In this paper we emphasise the strategies for detecting and handling failures of
participating nodes.

2 Related Work

Imielinski and Navas [6] propose three possible solutions for geographic address-
ing, routing, and resource discovery. The geographic routing method proposes the
installation of an infrastructure of geographic routers, the geographic-multicast
routing method hierarchically maps geographical regions and additional context
information to multicast groups from the IPV6 address space, and the domain
name server solution proposes the introduction of a new top-level domain called
“.geo” where special name servers map addresses to a set of IP addresses or a
temporary multicast groups.

The content-based networking scheme proposed by Carzaniga and Wolf
presents a more general approach to the problem. It relies on an infrastructure
of routers like in the geographic routing method. Instead of using geographical
regions, more general predicates are used for addressing, similar to the use of
the multicast addresses in the geographic-multicast routing method, but without
the limitations of an IP address space. These solutions rely on the installation
of a complex infrastructure, or they use a large portion of the multicast address
space together with an adjusted multicasting protocol.

Another solution of the resource discovery problem provide central spatio-
temporal databases as proposed by Harter et al. [4]. Challenges for such databases
are formulated by Sistla et al. [8]. For applications with complex spatio-temporal
data sets, these approaches are the right choice and they provide a wide range
of possible operations, at the cost of high maintenance costs and a central point
of failure.

Resource discovery in highly distributed, heterogeneous networks is one of
the core problems addressed in peer-to-peer research. To locate a given resource
with an unique identifier on arbitrary hosts, the Gnutella protocol [9] connects
arbitrary nodes in a pseudo-random network, where queries are flooded to the
hosts. More sophisticated systems like Chord [I(J] apply the abstraction of a
distributed hash table (DHT). Each nodes is assigned to a random identifier
and stores the locations of objects whose hash values are close to this identifier.
Queries are routed based on these identifiers. These systems address problems
different from geographical addressing. In file-sharing systems, queries are used
to look up data identified by a fized key, e.g. filename or hash. In our case, the
key denotes the constantly changing geographical location of the data. Because a
node will most likely query regions in close proximity to itself, the system should
be most responsive to such queries. Geographical addressing is more complex
than file-sharing.
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3 Context Space and Presences

We want to create a system with no central administration that supports two
basic services: Contextual messaging, i.e. sending a message m to all mobile
entities in the target region 7. We call such a message a ContextCast message.
Contextual resource discovery, i.e. finding all mobile entities in the region 7.

All operation in our system occur in a so-called global context space S which
defines the set of all possible locations. Let .S be the cross product of the bounding
intervals I; = [l;,u;], i € {0,...,n — 1}, l;;u; € Z and I; < w;, n € N. One
can easily map geographical coordinates to a global context space, which we
call a 3-dimensional geographical context space. Services are provided by the
ContextCast network, where all nodes cooperate in a P2P fashion.

We call mobile entities presences. Each presence is an application running on
a mobile device with location sensors, e.g. a GPS receiver. Each presence has a
name d, a location [ € S, a maximal bandwidth « in kB/s, a mobility measure
0 € N, and a network address consisting of the IP address of the host and a
port number. A more general discussion of the concept of context spaces and
presences can be found in [B].

4 Structure of a ContextCast Network

We build a distributed network of presences with the following properties:

It supports contextual messaging and resource discovery.

— It operates without central administration.

— Each presence actively supports the system with its resources.

It remains consistent under insertion, removal and movement of presences.
— It is robust to node failures.

By assuming that communication between presences in close vicinity are
more likely than between presences that are located far apart from each other,
our protocol minimises the utilisation of presence resources for messages that
are not relevant for the presence. A presence should mostly forward messages
that are targeted to regions nearby.

The ContextCast network is based on a recursive decomposition of the con-
text space into a hierarchical structure of clusters. In an n-dimensional context
space, each cluster is recursively decomposed into 2" uniquely labelled subclus-
ters of equal size. Subclusters are addressed via access paths represented by
number sequences. For the empty sequence a we set S, := 5.

Presences taking over administrational tasks for certain clusters are called
clusterheads. We aim to assign administrational tasks, i.e. clusterhead roles, to
presences for which such a particular task is of high relevance. Therefore a pres-
ence may only become clusterhead of clusters in which it is located, but other
parameters play an important role as well.

The network is built from successively joining presences. An initial presence
takes over the role of the clusterhead in the complete space and registers itself
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Fig.1. a) A context space S with two presences A and B. b) The resulting
topology of the ContextCast network. ¢) S after the accedence of a third presence
C'. d) The network topology after the accedence of C.

as a leaf in the cluster. The topology of the created network is tree shaped,
and every presence is at least represented by a leaf in the tree. Each successive
presence has to register itself at the clusterhead, and afterwards becomes a leaf
in the corresponding cluster. A Clusterhead forwards ContextCast messages and
acts as a cache for resource discovery. When the traffic caused by these tasks
exceeds the bandwidth of the clusterhead, the cluster is split into subclusters
of equal size. The original clusterhead remains the clusterhead of the complete
context space, but appoints new clusterheads for the newly created subclusters.
Figure [ shows a possible ContextCast network before and after a split caused
by a new presence.

The splitting is continued recursively when new presences are added to the
network. The clusterheads act as a routing backbone for ContextCast messages
by forwarding messages along the edges of the tree. A presence is at least a leaf
in the network and may be clusterhead of several nested clusters. The network
is connected by references between topological neighbours in the tree.

5 Maintenance During Normal Operation

In this section we give a brief overview of the ContextCast protocol before we
take a closer look at strategies for discovering and recovering from node failures.
For a more in depth description of the protocol basics see [5].

5.1 Routing

Figure B shows a possible route for a ContextCast message. If a presence F
wants to send a message to a target region 7', the message is propagated bottom
up from the clusterlevel of F'. As soon as one of the subclusters of the reached
clusterhead intersects with 7', the message is propagated down that branch of
the network. If that branch does not cover T' entirely, the message is passed up
again to its parent.
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Fig. 2. a) The presence F' wishes to send a message to all nodes in the region
T.b) The route of the message and replies of the target node. Some leaf nodes
are omitted in the graphical representation.

By adding the address of the source presence to the message, other presences
may reply directly to the source presence. Contextual resource discovery can be
implemented in this way.

5.2 Creating the Network

We use TCP to exchange messages because we need safe communication at
some points. This also aids us in detecting node failures. Each presence manages
a single queue of incoming messages, which are processed strictly sequentially.
Every message contains the address of its original sender.

The context space is instantiated by the first presence. It assumes the clus-
terhead role for S and waits for other presences to join. If Several presences
want to instantiate the context space concurrently, we have to perform a leader
election to ensure that we end up with a unique root clusterhead. Classical elec-
tion algorithms [3] assume that all participating nodes are connected by some
topology and at least one other participant of the election is known. In our case,
the candidates initially do not know each other.

When a presence A assumes the role of the root clusterhead, it listens to
a well known multicast group, and regularly announces itself on this multicast
group. In this way, a presence can detect the existence of other root clusterheads
for the network. If A detects the existence of another root clusterhead B, and
B is better suited for the role, A gives up the root clusterhead role and tells
its children to rejoin the network via B. Whether some presence suits better
for the root clusterhead role is decided by a heuristic algorithm based on the
connectivity and mobility of the presence. Ties are broken by comparing the
addresses of the presences. All presences have to use the same algorithm. This
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strategy for bootstrapping also aids in merging partitioned ContextCast network,
and to handle root clusterhead failures.

In the global Internet, multicast IP is not always available. So for operating
in a very large scale, a set of well-known servers that coordinate bootstrapping
cannot be avoided. Alternatively, hybrid approaches may be best suited for a
bootstrapping problem.

A presence that wants to join an existing ContextCast network needs to
know at least one other presence that already is a member of the network. It
may get this information by listening to the multicast group or by querying the
bootstrapping server.

If A knows such a presence B, it sends a JOIN message to it, containing the
location of A. When B receives the JOIN message, the message is hierarchically
routed to the clusterhead of the smallest non empty cluster containing the loca-
tion of A. If a clusterhead on this route notices, that no such cluster exists, A
becomes the new clusterhead of that cluster and is notified about it.

When the JOIN message reaches a fitting cluster, the clusterhead H has
to decide if its bandwidth is sufficient to handle the additional load. If so, H
acknowledges the success of the join operation with a JOINACK message. Oth-
erwise, H splits the cluster into subclusters until the load is distributed over a
number of presences or it is not possible to decompose the space any further.
The involved presences are notified about the change by a SPLIT message. The
split operation maintains two important invariants. Every presence may only be
a clusterhead of clusters in which it is located, and it may only be a leaf in such
a cluster. A main challenge in the protocol is to sustain these invariants, while
the presences are moving arbitrarily.

5.3 Movement

The registered location [ of a presence may differ from its actual geographical lo-
cation. The latter is only updated after the previous update has been completed.
The update rate is chosen to fit the application and the jitter of the location
sensors. One can identify several basic operations that are necessary to update
the network, reflecting the movement of the participating presences.

Movement Inside a Cluster A clusterhead stores the current location of its
leafs to be able to send ContextCast messages to the right recipients, to act as
a cache for resource discovery, and to split clusters correctly. Therefore, when
moving, presences have to inform their clusterhead, i.e. the clusterhead that has
registered the presence as a leaf, via a simple handshake consisting of a MOVE
and a MOVEACK message. The acknowledgement is necessary for handling split
operations during a movement.

Moving from One Cluster to Another To move from one cluster to another,
a presence has to leave its original cluster. Then it hands over or closes all clusters
it controls that do not contain the target location. Finally it joins a new cluster
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Fig. 3. Topology and message passing in a handover. Sending messages is repre-
sented by dashed lines. Dotted lines represent temporary references. a) B sends
a HANDOVER message to C. b) C accepts the clusterhead role and sends NEw-
CLUSTERHEAD messages to the presences that still reference B as the cluster-
head. c¢) The presences H and D register C' as the new clusterhead and reply
with NEWCLUSTERHEADACK messages. d) C sends a HANDOVERACK mes-
sage to B, which replies with HANDOVERFIN. C successfully took over the role
as the clusterhead.

covering its new location. A presence has to perform similar steps, when it leaves
the network completely. In this case, it does not join again.

Leaving or Closing a Cluster To leave a cluster, we use a three way hand-
shake between the presence and its clusterhead. The leaving presence sends a
LEAVE message and the clusterhead acknowledges this with a LEAVEACK mes-
sage. The clusterhead remains in a waiting state, expecting a JOIN message from
the presence. The presence sends the JOIN message and sends a LEAVEFIN mes-
sage to release the clusterhead from its waiting sate. This scheme is chosen to
handle race conditions like a concurrent split operation, and to have a suitable
presence to send the JOIN message to.

When the presence leaves a cluster in which it is the only presence left, i.e. is
the clusterhead, it has to inform its parent clusterhead, that the cluster is now
empty. Like while leaving a cluster, three way handshake is used.

Handing over a Cluster The most complex operation is handing over a clus-
terhead role to a different presence. Remember that for each clusterhead or leaf
role a presence stores references to its neighbours in the network. To hand over
a cluster, a presence has to select a new clusterhead and to make sure it ac-
cepted the clusterhead role and all neighbour presences have become aware of
this change.

Figure Blillustrates how the topology of a ContextCast network changes dur-
ing a handover. First the presence B sends a HANDOVER message to the new
clusterhead C'. At this moment, B gives up the clusterhead role and forwards all
messages, reaching it as the clusterhead, to C. With the informations embedded
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in the HANDOVER message, C' takes over the clusterhead role. Now C' sends a
NEWCLUSTERHEAD message to all neighbour nodes, that are not yet aware of
the handover, announcing its new role. These nodes register the new cluster-
head and reply with an NEWCLUSTERHEADA CK message. After collecting all
acknowledgements, C' sends a HANDOVERACK message to B. The presence B
can now be sure that it will get no more messages in its former clusterhead
role. As in the previous operations, B now sends a JOIN message. Then B fin-
ishes the handover with a HANDOVERFIN message to C. Since many handover
operations may occur simultaneously, we have to schedule the sequence of the
handover operations carefully to avoid endless loops of handovers between the
same presences. The handover operations a presence has to perform in a move-
ment operation are executed sequentially. The presence starts with the smallest
cluster and continues bottom-up with the remaining clusters.

With these basic operations we completed the description of the protocol
basics for operation without node failures.

6 Failure Detection

In our mobile scenario, the failure of presences can be considered as a regular
event. The heuristics we apply aim at delegating less responsibilities to presences
with unreliable connections and thus minimises the probability of clusterhead
failures.

Our protocol provides mechanisms for detecting failures and for recovering
automatically while still ensuring operability in affected areas of the network.

To recover from failures, we first have to discover them. By using TCP, a
presence A is able to detect the failure of another presence B whenever it tries
to send a message to B. To ensure that failures of neighbouring nodes in the
topology are discovered quickly, we additionally implemented a timeout policy.
A presence A has to exchange a message with each neighbour at least once
during a timeout %,,s4. If no regular communication happens during this time,
A probes the corresponding neighbour by sending a PING message to it. Thus
disconnected presences can easily be detected.

The timeout t,,s4 is chosen carefully depending on the characteristics of the
underlying network and the needs of the application. Whenever we detect the
failure of a presence, we trigger the recovery protocol.

In our protocol we do not only consider permanent failures, but also short
temporary failures. In weakly connected wireless networks such failures may
occur when the user passes through an area without reception. The protocol
must handle situations in which presences disagree about their mutual states.

7 The Recovery Protocol

To introduce fault tolerance into the protocol, we have to consider a trade-off be-
tween maintenance costs and recovery costs. In distributed systems, replication
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of central components is often used for fault tolerance. Introducing replicated
clusterhead structures into the ContextCast network would implicate a high
complexity in maintaining the replicated entities consistent. Additionally, the
required protocols would introduce a lot of message traffic for the clusterheads.

Since the failure of a clusterhead should not affect the whole network, our
approach rebuilds the network locally in the affected region. This limits the
service availability only locally, and the entire system is much simpler to maintain
than a replicated clusterhead approach.

As described above, the recovery protocol is triggered when a presence A
detects the failure of a presence B. Depending on the actual roles of A and B,
the presence A reacts differently.

Failure of the Clusterhead of a Leaf Presence A detects the failure of
the parent clusterhead B of its leaf representation. In this case, A can drop
any information concerning B and simply try to rejoin the network. If A is a
clusterhead at some point, it can process its own JOIN message as the clusterhead
of the smallest cluster it manages.

Failure of a Leaf Presence Presence A is a clusterhead and detects the failure
of a leaf presence B. In this case A removes B from the local list of leaf presences.

Failure of a Parent Clusterhead The clusterhead A detects a failure of its
parent clusterhead B. This is the most interesting case. It may happen that while
A still has not noticed the failure of B, the parent of B already detected the
failure and declared the corresponding cluster as empty. Still before A detects
and handles the failure, other presences may have moved into the cluster. Since
for B the cluster is empty, these presences build a new subtree in the network.
It is possible to handle this case in a trivial way, where A tells all children
to completely reset and rejoin the network. As a consequence, the service in
the affected region breaks down completely while the network is being rebuild.
We try to avoid such a situation by reinserting the whole subtree of A or its
subtrees into the network and thus keeping the subtrees and the services intact
for the region covered by the subtree. When a parent clusterhead fails, we can
distinguish two major cases. In the first case, a presence detects the failure of
a clusterhead, that is not the root clusterhead. Here, it can rely on higher level
clusterheads coordinating the reorganisation of the network. In the second case,
when the failure of the root clusterhead is detected, the bootstrapping protocol
supports reconstructing the network.

Failure of a Non-root Clusterhead To reinsert its subtree into the network,
A sends a REINSERT message to the net like a JOIN message. The REINSERT
message contains the cluster S, covering the subtree of A that is supposed to be
reinserted. The message is routed to the clusterhead C of the smallest cluster S,
containing S,.
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Fig. 4. a) Initial situation b) Sent messages c¢) Resulting topology

If C knows that S, is currently not managed by another clusterhead, it
assigns A the clusterhead role of S, and of all clusters on the path between S.
and S,. The presence A is notified with a REINSERTACK message.

If S, is already or still managed by another presence, C' sends a negative
acknowledgement REINSERTNACK to A. Upon receiving the negative acknowl-
edgement, A can either fall back to the trivial strategy to rebuild the whole
subtree from scratch, or tell its children to try to reinsert their subtrees. In both
cases A itself has to give up its clusterhead role of the corresponding cluster.

If this protocol times out, A assumes that the root clusterhead also failed
and continues with the corresponding protocol.

Failure of the Root Clusterhead When the root clusterhead fails, A takes
over the role of the root clusterhead and follows the bootstrapping protocol
described in section [(.2]

Failure of a Subclusterhead A clusterhead A detects the failure of a sub-
clusterhead B. In this case, it is sufficient to remove the reference to B. If new
presences join the now empty cluster before possible subtrees where reinserted,
the following reinsertion attempts will fail. To avoid this, A can buffer incoming
JOIN messages for the affected region until a timeout 3,5 or a buffer overflow
occurs, or an appropriate subtree is reinserted. At the cost of a possible delay for
some join attempts, this strategy can considerably increase the stability of the
topology. The timeout is selected according to the timeouts for failure detection.

Handling Failure Disagreements As noted before, short temporary failures
of a clusterhead P can lead to a disagreement about its state. An example is
shown in figure [l

Different types of messages may only be exchanged between neighbours in
the topology, e.g. PING messages. A disagreement about the state of a presence
leads to messages that do not follow these rules. Therefore each presence checks
incoming messages for such cases and sends a FORCEREINSERT message to the
source presence. When the source presence receives this message, it initiates the
same protocol as if the corresponding clusterhead failed.
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8 Future Work

In the ContextCast protocol a presence does not have a spatial expansion. We
only support point spaces. There are numerous applications, where presences
with spatial expansions are useful. Supporting such presences requires different
clustering strategies.

In the current protocol, we use a fixed decomposition rule for clusters, where
size and shape of the resulting clusters do not depend on the location and density
of the presences in the original cluster. It may be interesting to compare this
approach with more adaptive decomposition rules.

It should further be investigated how privacy concerns of different presences
in the network can be addressed.

The present version of the protocol mainly considers a one to one mapping
of peers to presences. It may be an interesting to investigate protocols for peers
that manage a set of presences.

9 Conclusions

With the ContextCast protocol, we created a self-organising network that sup-
ports contextual messaging and resource discovery. It takes into account context
information and the capabilities of the individual presences. The created routing
backbone is kept consistent with the context of the presences, even when pres-
ences are moving. We introduced recovery strategies that provide a robustness
to the ContextCast network that makes it ready for practical application. All as-
pects of the protocol have been successfully implemented in Java and rigorously
been tested under realistic real time conditions.

The core idea of the ContextCast protocol is to build a structure whose
topology is not predetermined by the physical connections between the nodes,
but by their context. The ContextCast protocol brings semantically close pres-
ences closer together. Doing so, it makes it easy for applications to become aware
of other presences in close proximity. This awareness can spawn spontaneous col-
laboration between presences with similar interest in a heterogeneous network
environment. Without supporting context information in a heterogeneous net-
work environment, one may pass up many valuable chances for collaboration.
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Abstract. Distributed interNet Application (DNA) covers a wide range of
topics. DNA is a methodology that specifies how to distribute Internet
application on various Web servers. DNA helps to generate scalable, reliable
enterprise applications. It provides load-balancing techniques to distribute load
on multiple Web servers. This paper describes DNA methodology for a
distributed application, which enables better performance, availability and
service to clients. This paper also provides comparison of applications]
performance and scalability between DNA and non-DNA application. The
comparison clearly indicates web server performance improvement using DNA
methodology. CPU usage improvement statistics are also provided in this
paper. Choosing optimized technology is one of the major criteria in a
distributed system to achieve best result. Current major industries are moving
towards distributed Internet application solution for global market strategies.

1 Introduction

Distributed computing is a technique, which converts a huge software problem into
smaller parts and distributes the smaller segments among several computers. It is a
complicated job to develop a large application, which is distributed among several
servers. Distributed interNet Application (DNA) provides a methodology for such
applications, which are easy to understand and implement onto multiple servers.
DNA architecture is not a solution but rather a methodology to solve a complex
distributed problems. In other words, DNA is just an abstract pattern. It is a software
application engineering design, which generates a solution to a set of common
generic problems.

The 2-tier architecture works well up to a medium size application requirement. If
application is huge, the single server cannot process all user requests. Some
application might require lots of memory and processing work. The server needs to
process lots of instructions and data to generate final required output for clients. In
major cases, increase in hardware speed is not a solution for applications]
performance, scalability and reliability. To overcome these difficulties, the single
servers /load could be dist ributed among multiple servers. In distributed computing,
multiple servers are connected together to perform a specific task in a distributed
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environment. The multiple servers can be connected in horizontal as well as vertical
hierarchy. DNA helps to develop enterprise applications as a scalable, secure, robust
and reliable manners [1]. The goal of the distributed architecture is to distribute the
processing load across as many resources as necessary; it doesnt mean to distribute
the data within the system [1]. DNA is an abstract idea, which helps to understand
design of multi-tier client/server application. There are no coding practices, special
notation or even restrictions on the technologies to use. Developer can develop and
deploy DNA architecture applications without any restriction of using DNA
methodology.

Due to distributed development and communication demand, new network-based
technologies were invented, which enabled faster, secure and reliable communication
protocols and standards between computers within a network. The Internet and web
based applications with open Internet standards have great ability to communicate
across machine boundaries and provide information in a reliable, secure and efficient
way.

This paper discusses how to distribute an Internet application on multiple web
servers, which provides scalability, reliability, availability and better performance.
This paper also describes performance tests between websites based on DNA
methodology and without DNA methodology. It provides clear understanding of a
performance improvement and necessary web server load balancing.

2 Distributed Component Technology: A Background

Traditional applications are hardly distributed among various servers due to limited
resources, difficulty in developing and managing. Development of distributed
application cost is very high and also contains high risk [9]. There are several
technologies available to develop robust and reliable distributed development
environment, like Component Object Model, Distributed COM, Transaction servers
etc.

2.1 Component Object Model (COM)

The traditional applications are made of single monolithic binary file. Once the
application file is compiled and published, it does not change until next version of the
application is developed and shipped. If there are any changes into the application
customers have to wait for the next rebuild. To find out bugs into monolithic
application is critical, because incorrect functionality at one point might affect other
parts of the applicationsfunctionality. It is difficult to find out exact incorrect part in
a huge application.

COM [11] is a specification, which specifies binary standard. COM is a platform
independent, distributed; object-oriented system for creating binary software that can
interact with applications. It defines a standard for components interoperability and it
is available on multiple platforms like Windows, Macintosh, and Unix. Virtually, any
programming language can be used to develop a component. This standard is helpful
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when different people at different locations develop different parts of the application.
COM is easily extendable and contains robust architecture. COM consists of a binary
code, which is distributed as a dynamic link library (DLL) or an executable (EXE).
The COM is not only specification. The COM has the COM library, which called
COM APILIIt provides components management services that are useful for all
components. The COM component provides various advantages to an application
like: Dynamic linking, increased performance, scalability, language independence,
version compatibility etc. COM+ is an extension of COM and it provides additional
helpful services like manage transaction, Just-In-Time (JIT) activation, advanced
security, object pooling, queued components, loosely coupled events, basic
interception services, deployment and administration. COM+ services help to develop
fast, powerful and robust component for an enterprise application [10].

2.2 Distributed COM

The Distributed Component Object Model (DCOM) is an extension of COM with
additional functionality of communication across machine boundaries. This protocol
enables software components to communicate directly over a network in a reliable,
secure and efficient manner. The concept of DCOM was introduced in 1992 by
developing Dynamic Data Exchange (DDE) protocol. The DCOM also helps to
reschedule one machine$ components to another machine§ components.

2.3 Load Balancing

A distributed application design consists of various components, which interact with
each other and provides reliable required output. The component distribution task
requires careful planning and analysis to distribute application on web servers. Load
balancing, performance and scalability become key aspects of the design process in a
distributed application [7]. ComponentsIruntime load, architecture including logical
packaging, physical deployment, remote server workload analysis, and available
network bandwidth needs to be considered [3].

Web server receives requests from clients randomly. Server needs to respond to
the client§!request, so it creates many instances of component within distributed
architecture. Due to uncertain request interval, some servers are heavily loaded, while
others are lightly loaded [5]. Uneven distribution of the load disturbs performance of
the distributed application. Load balancing algorithms helps to reduce uneven load,
which improves performance by distributing the component more evenly on various
servers. The performance of web server directly reflects with load balance. The over
loaded server or unbalanced system provides poor performance result.

The number of variety of applications using the distributed architecture is
increasing and the expectancy of customers is also increasing. As the number of users
of any application increases the response time also increases [6]. The over-loaded
server may not response to all clients, which can result in the timeout of the request.
There are two ways to meet the ever-increasing demand of the Internet server
performance.



Improving Web Server Performance by Distributing Web Applications 159

The Modern Approach: The better way of solving the problem is to use a cluster
of servers serving clients with one and the same service using synchronized contents.
When the requests for the Internet service increases new servers are added to the
cluster to meet the increased traffic requirements. The traffic is distributed among the
individual servers to balance the load on each server.
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Fig. 1. Modern approach of load balancing

The Traditional Approach: The first way is the single server solution in which
the server is upgraded to a higher performance. There is a problem in this approach
that soon this server can be overloaded again and a next upgrade will be required. The
whole process of upgrading is complex, time consuming and expensive.

2.4 Load Balancing Algorithms

The load balance algorithms are helpful to share load on various servers. Major load
balancing algorithms add load state information to existing client requests. There are
two types of useful load balancing techniques, which are static and dynamic
algorithm [2]. The static algorithm does not distribute request based on current load
on web server. The dynamic load-balancing algorithm calculates current load on web
servers and forwards request to minimum load server [4].

Round-Robin Algorithm: Round-Robin algorithm is the simplest form of load
balancing algorithm. The round-robin scheduling algorithm sends each incoming
request to the next server in itls! list. Thus in a three server cluster (servers A, B and
C) request 1 would go to server A, request 2 would go to server B, request 3 would
go to server C, and request 4 would go to server A, thus completing the cycling or
round-robin[of servers.

Weighted Round-Robin Algorithm: The weighted round-robin scheduling is
better than the round-robin scheduling, when the processing capacity of real servers
are different. The weighted round-robin algorithm assigns each server hidden weight
load based on processing power. However, it may lead to dynamic load imbalance
among the real servers if the load of the requests varies highly.
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Least-Connection Algorithm: The least-connection scheduling algorithm directs
network connections to the server with the least number of established connections.
This is one of the dynamic scheduling algorithms because it needs to count live
connections for each server dynamically. The least-connection scheduling cannot get
load well balanced among servers with various processing capacities. The faster
server can process thousands of requests and keep them in the TCPisl TIME WAIT
state.

3 Performance Enhancement Using DNA

With the single server Internet application the chance of the server being unavailable
is high. Adding new servers can increase availability significantly. If one server has
95-percent availability that would mean itls not available for an average of 1.2 hours a
day. The probability of the server failing at a given moment is 0.1. Adding one
additional server decreases the probability that both servers will fail at once to
0.1*0.1= 0.01. The likelihood of one of the servers being available is increased to a
much-improved 99 percent. The algorithms discussed in the previous section helps to
distribute the load to different servers. But the load on the servers is not evenly
distributed, as the work to be allocated to the servers is not determined dynamically.

Optimized Weighted Round-Robin Algorithm: This algorithm is similar with
the Weighted Round Robin algorithm. But the server can be dynamically assigned a
weight depending on its current availability and current load.

Weighted Least Connections: As we know from the previous section, least
connection algorithm cannot balance the load effectively among the servers if the
processing capacity of the servers is different. In weighted least connection algorithm
a performance weight is assigned to each real server. Larger percentage of live
connections is assigned to the server with the higher weight value. If number of
connections are C1, C2, C3,...,Cn and the performance weight assigned to the
servers are W1, W2, W3,...,Wn, then as per the weighted least connection any
new connection will be assigned to the server with minimum C1i/Wi value (where i
= 1,2,3,...,n). The advantage of using this algorithm is any new connection
will be allocated to the least loaded server.

Any cluster of servers or a server farm not properly balanced; may reject client
requests because some of the servers may be at their performance level threshold but
others may be still well under the threshold. But using the proper load-balancing
algorithm like the Weighted Least Connection[] may distribute the load evenly in all
the servers in the server farm. The following figures (2 & 3) show the comparison
between the two:
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3.1 Distributed interNet Application

Distributed interNet Application (DNA) describes architecture for building multi-tier
distributed computing solutions. The major tier of the DNA is Presentation tier,
Business tier and Data tier. Each tier represents own services to the application. Each
layer or tier usually resides on a different virtual machine. The presentation layer only
communicates with the application or middle layer, which contains the business
objects. The middle layer handles the applications processing logic and in turn
communicates with the data access layer, such as SQL server. A three-tier application
allows the implementation of thin client and is much more flexible and easy to
maintain than a two or one-tier. For example, the data storage layer can be substituted
completely without having to change any code at the presentation layer.

There could be more than one web server and application logic server depending
on the traffic. Hence there could be a Load-Balancing Layer in addition to the
Presentation-Layer, Business-Layer and Data-Layer. Load-balancing solutions
present a single system image to clients in the form of a virtual host name, and
distribute client requests across multiple application servers.

Presentation-Layer: The presentation layer handles the basic user input and
output. It is responsible for providing the graphical user interface. This layer collects
input from client and sends user input to business services for further processing.
Some of the presentation layer tools are: DHTML, VBScript, Jscript, Browsers,
activeX controls.

Business-layer: Business layer is the core of the application. The business service
receives user input from presentation service tier, performs business operation
automated by an application, interfaces with data service as necessary, and returns
result to presentation service. Some business layer tools are: COM+, IIS Server, ASP,
ADO.
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Data-Layer: Data service receives requests from business service, retrieve data
from database, and check data integrity and returns result to business services. Some

Data layer tools are: Exchange server, OLE DB providers, SQL Servers and other DB
servers.
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Fig. 4. DNA architecture overview

4 Performance Evaluation

To study the behavior of the Distributed interNet application and the application
which is not distributed we performed the test on the following test bed:

e  Processor: Intel P-III, 850 MHz.
e SD-RAM: 128 MB
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e Hard Disk: 5 GB

e Network Card: Intel 8255X based PCI Ethernet Adapter (10/100)
e  Windows 2000 server

e IIS5.0

e  MS-SQL Server 2000

e  MS- Web Application stress (WAS) tool Stress Version: 1.1.293.1

The WAS tool generates arbitrary requests and is used to measure the
performance level of the server. The test is done over two terminals. One terminal is
dedicated to run the application, the other terminal is used to run the WAS tool and
any activity other than running the application server. The test is conducted over two
terminals to ensure that the developed application gets full attention of the processor
in which the application is running so that the results are correct.

The tested application is a very standard e-commerce web site with members]
login page, new client$ registration pa ge, product display page, shopping cart page,
payment page etc. the WAS tool generates random requests for a specific time and
measures the response from the server. The testing is done for two different cases:

I. The application is developed using Distributed interNet Application
technology, three separate layers are created as discussed in the previous
section.

II. The application is developed without using the component technology.

4.1 Sample Code at Different Layer (Using DNA Technology)

The Presentation Layer for the application consists of HTML and DHTML coding.
The HTML coding is an important interface for users to communicate with website.
The following lines show an example of user interface for web browser:

<html>

<head> <title>Home Page</title> ...... </head>
<body> ...... </body>

</html>

For presentation of a website, It needs information from database and various
resources. The application is not able to communicate directly with database. It needs
to pass through business layer component to maintain applications security.

The presentation layer creates an instance of a business layer component. The
business layer component is registered into MTS environment. It will create object in
MTS runtime boundary. The following lines shows create instance of
BusinessCOM. cbCart, which is defined as an objCart Object.

Dim objCart
‘Create instance of a component
Set objCart = Server.CreateObject ("BusinessCOM.cbCart")
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Business Layer shows component based development code using Microsoft
Visual Basic development language. Class initialize and terminate events are defined
which is called automatically based on object creation and deletion.

Private Sub Class Initialize()
‘' Component Initialized variables here
End Sub

Private Sub Class_ Terminate ()
‘' Component Terminate variables here
End Sub

All required variable declaration has been defined inside InitializeVariables and
TerminateVariables functions. These functions contain general required initialization
and termination declaration for components, so it needs to call from all components.
It saves time and cost of development process. Modification at one function reflects
changes into all components. The business component defined in this application has
a Get property that returns the value of specified variable. Some of the methods
defined in the business Layer are AddCart (adds new product in the
shopping cart), UpdateQty, ClearCart, TotalProductPrice,
IsValidUser etc. Following is the sample code for ClearCart function.

Name of function: ClearCart

' Purpose : Clear all products from a Cart.
' Returns : true indicates Successful.

Public Function ClearCart () As Varient

]

Assume successfully not clear products from cart

ClearCart = False
Dim intCountCart As Integer

'loop until all products are clear.

For intCountCart = 0 To MAX CART

TCart (intCountCart) .m_intProductID = 0
TCart (intCountCart) .m strProductDesc = ""
TCart (intCountCart) .m intProductQty = 0
TCart (intCountCart) .m curProductPrice = 0

Next intCountCart
‘Successfully clear products from cart

ClearCart = True
End Function

The cart retains in memory up to userslsession time. It is automatically destroyed
when userslsession is destroyed. It does not need to connect with database and store
values. This component is not required to connect with data layer component for
shopping cart operation. This component has no data layer functionality. It still uses
data from database by accessing other data layer components. If username and
password is provided non-zero length and valid values, the business layer component
creates an object of a data layer componentscustomer class.
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'Variable Declaration

Dim objCustomerData As DataCOM.cdCustomer
‘Create Object of Business Layer Customer class
SetobjCustomerData = CtxCreateObject

(TProgID.Data cdCustomer)

The object is created using CtxCreateObject method. This method enables to
create a new instance inside MTS runtime. The MTS handles to minimize impact of
memory allocation and resources. This helps to improve overall performance.

Data layer is useful to communicate with database. The data layer is developed
on Microsoft Visual Basic environment. The data layer always check the data validity
before modify any permanent changes into a database. If data validity is correct and it
could not destroy any current information from database, it sends login request to
database objects. The data layer does not directly communicate with database table
objects. The database forwards request to stored procedure of SQL Server and passes
all required information to it. The following code creates ActiveX Data Object
(ADO) Connection and Command objects. The object is running inside MTS
environment by calling CtxCreateObject method.

Dim objCmd As ADODB.Command
‘Create ADO Command Object inside MTS
SetobjADOCommand=CtxCreateObject
(TProgID.Data clsADOCommandC)

'open the connection object
Set objConn = objADOCommand.OpenDB ()
'Command Object calls Stored Procedure of a database
Set objCmd = objADOCommand.LoadProc (objConn,

TDB.TStoredProcName.prc tblCustomer login)

The Command object executes stored procedure, which returns a result based on
arguments. The store procedure helps to execute faster query and data access.

Test Results

Two website test is taken using same hardware and test configuration: DNA and
NODNA. The DNAllindicates test data, based on DNA methodology web
application. The NODNA/[Jindicates test data information using non-DNA
methodology. The paper describes both website test reports and performance
comparison. The DNA website is developed based on DNA methodology and sample
DNA code described in the above section. NODNA website does not follow DNA
methodology rules. NODNA website connects directly to database without interfere
with business layer or data layer. NODNA website has no business layer or data
layer.
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Test results for DNA application:

DNA Overview

Report name : DNA

Run length : 00:01:00
Web Application Stress Tool Version: 1.1.293.1
Number of test clients 1

Number of hits : 3989
Requests per Second : 66.39
%processor time : 83 %
Connection attempts/Sec. 71
Request handeled/Sec. : 43

Socket Statistics

Socket Connects : 4594
Total Bytes Sent (in KB) : 1673.44
Bytes Sent Rate (in KB/s) : 27.85
Total Bytes Recv (in KB) : 23171.77
Bytes Recv Rate (in KB/s) : 385.63

Test result for NONDNA application:

NODNA Overview

Report name : NODNA
Run length : 00:01:00
Web Application Stress Tool Version:1.1.293.1
Number of test clients H

Number of hits 1222
Requests per Second : 20.36
%processor time : 90 %
Connection attempts/Sec. : 20
Request handeled/Sec. : 13

Socket Statistics

Socket Connects : 1367
Total Bytes Sent (in KB) : 604.34
Bytes Sent Rate (in KB/s) : 10.07
Total Bytes Recv (in KB) : 20758.11
Bytes Recv Rate (in KB/s) : 345.89

4.2 Result Discussion

From the above mentioned test results it is very obvious that the number of requests
handled by the DNA application is much higher than the NONDNA application. The
Y%processor timelis an important criteri on during performance test. If %processor
time goes above 90% of total time, it may result in delay in response. The incoming
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request might wait into a request queue. The usage of processor time of the DNA
application is less compared to NODNA web application. It increases performance of
the website by reducing processor time and increasing response time. The
performance test shows clearly that DNA website provides high performance with
low CPU usage. It helps to handle more requests with less processing power because
of caching various business layer and data layer objects into memory.

5 Conclusions and Future Work

As a result of growing interest and need for more powerful enterprise solutions, vast
amount of research is undertaken in this field. This field depends on major research
areas such as networking, programming language improvements, hardware and
software technology changes, and database speed improvements. The improvement of
any area may provide significant change in overall performance of the application.
The DNA is not restricted with any programming language. It helps to develop
Internet based applications by choosing any programming language. This provides
benefits of using latest programming techniques and language such as Microsoft .Net
framework, Microsoft asp, Sun jsp, php etc to develop a web application.

The test result of a real time application is also important during comparison
between test results. The real time configuration and real time application output
indicates exact performance capability of the web servers. The real time application
response is an important factor to achieve better performance result.
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Abstract. The technologies of the Semantic Web demand complex publications
which themselves are the result of complex production processes. The
complexity of these publications is cause and effect of more sophisticated
communication processes possible through the Semantic Web. We introduce a
model which briefly describes these processes on a solution-independent level
by using a market perspective. The model is based on the assumption of a
market interaction between content offer and demand, but is independent of the
existence of real content markets with financial transactions. We emphasise the
need of structured guidelines for Semantic Web Content Engineering Processes.
Furthermore, the model represents a foundation for their development.

Introduction

The Semantic Web will provoke more and more complex publications, which are
context-sensitive and readable by man and machines. The results of Semantic Web
research will drastically contribute to the complexity of the production processes of
the publications themselves. Such processes are called Content Engineering Processes
(CEP). Publications will be [enriched[]with sophisticated metadata to improve the
information retrieval process. Furthermore, each reader will use provided languages
to describe the actual delivery context' and its desire for specific contents to
personalize the communication process. In this paper, the more technical delivery
contexts and the user(s desire for specific contents will be merged into the term of
[demands[] These demands can be described in sophisticated ways in the semantic
web, which has strong effects to the production processes of the publications. It is
important to understand these processes from an economic viewpoint because of the
strong impacts on a lot of different business processes in organisations.

Today, there are only few publications available for Semantic Web technologies.
On the one hand, this is caused by immature technologies but, on the other hand, by
the absence of structured guidelines for publication production in the Semantic Web

! Delivery contexts can be characterized in terms of specific user preferences and abilities,
capabilities of the access device and available network resources [Osse'02].
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environment. Unfortunately, the adjacent research communities Content Engineering
(CE) and Semantic Web are still working relatively independently [Osse02]. A closer
cooperation in future will be necessary due to the importance of the publication
production processes in enterprises.

In this paper, we introduce a model which is based on a market perspective.
Publications are seen as a collection of offers for personalised content supply. The
model is solution-independent and regardless of existing marketing buzz words. The
model should serve as an interface between research in CE, Semantic Web and other
related research areas like information retrieval, software engineering, business
process engineering and service engineering.

A short summary of the paper(s structure will conclude the introductory chapter.
First, the idea of the Semantic Web and the term of Content Engineering is discussed
in detail. Then, the model is described as being based on four assumptions which
initiate its further development in the paper. Subsequently, the modelling of
publications, which form the basis of the communication process in the Semantic
Web is explained. Then, the communication processes are described in the introduced
communication space, whereas the production space produces the publications for the
communication space. Because the processes in the production space have to be
realised in organisations they will be discussed in more detail. To conclude the paper
applications of the model are discussed.

The Semantic Web

Berners-Lee et al. describe the Semantic Web as [an extension of the current web in
which information is given well-defined meaning, better enabling computers and
people to work in cooperationl] ([Bern'01]). Here, it should be emphasised that
opportunities for cooperation should be improved for computers and man ([Osse 01]).
The Semantic Web technologies not only can be deployed to improve information
gathering and brokerage in the web, but also to present information most appropriate
to each consumer ([Osse'02]).

The term Semantic Web pools an enormous amount of different approaches, which
is illustrated by the vision of Berners-Lee et al. Thus, the Semantic Web does not
define itself, but it only exists in communities which have made prior agreements
concerning their approach to it.. At our abstract level we refer to the Semantic Web as
a whole knowing that its realisations are only community depended occurrences of a
research pool with own specific characteristics. See [Fens 03], [Hyv[02] for a good
introduction in aims, technologies, languages and applications of the Semantic Web
research.

The task of the CEP in a Semantic Web environment is the construction and the
maintenance of a system supplying sophisticated, goal-oriented communication
processes of agents. These agents are located in different points of space and time (see
[Romh98], p. 147; [Maic02], pp. 24). Figure 1 describes the basic characteristics of
such a communication process in the Semantic Web.
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Fig. 1. The communication process in the Semantic Web

The Semantic Web develops its full potential in communication processes with the
following characteristics:

a large number of content suppliers (man and machines),

a large number of content customers (man and machines),

the communication partners are not necessarily known in advance,
the communication is placed in different contexts,

a heterogeneous and decentralised environment,

based on mass-data,

trust and strategy in and between communities are important.

Especially the cooperation of automatic information suppliers and customers leads
to new challenges for the CEP. These opportunities will be leveraged by an
appropriate application of context-sensitive publications. Besides, the communication
in communities can be improved if the CEP is able to realise the benefits of the
Semantic Web. However, communication based on Semantic Web technologies will
only be able in communities which have made prior agreements about the
technological parameters.

The Content Engineering Process

In the knowledge based economy content can be seen as a preliminary product, like
screws and joints in an industrial process of manufacture. It is produced from the raw
material knowledge and have to be refined in publications for the end-user(s
consumption. For a sustainable usage of the limited resources of organisations a reuse
of knowledge, content and publications is necessary and is therefore to be integrated
in the CEP.

We will regard Content Engineering as the industrial manufacture of publications
(see figure 2) and use the term CEP as the goal-oriented and process-based generation
(collection, production, storage), transformation, aggregation and representation of
content in publications.
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Fig. 2. The Content Engineering Process as an industrial process of manufacture

Modelling Content Engineering

The basis of the model from a market perspective is described by following
assumptions:

1. Existence of offered content supply and (anticipated) content demand.

2. Each interaction between a content suppliers and a content customers is
the result of a market matching process

3. Content suppliers and content customers try to maximise their utility.

4. The market perspective is independent from the existence of real,
financial transactions.

We propose to distinguish between a production space and a communication
space. The production space generates publications for the communication space.
This process is modelled and referred to as CEP. Subsequently, the communication
space is produced by the production space. Its inherent communication processes are
to be analysed separately.

The Model of Publications

Before starting the development of the models of the production and the
communication space publications as their connector have to be introduced. A
publication will be called m. The characteristics of such a publication are (see
[Roth™01], pp. 134):

. it is made for an (anticipated) demand formulated by the customer,
. it is produced for man and/or machine consumption and
. it is not necessarily persistent.

The discussion in research about adaptive hypermedia systems suggesting a
separation of content and links ([Bech'01], [Staf97], [Wild"00]). We extend this
approach by introducing a separation of the publication[s content which is made for
consumption, and a set of content offers which is made for the maintenance of the
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communication process. Only these offers describe the possible content supply
provided by the producer.

In the current web contents are produced for human consumption, like texts about
enterprises or people, and are primarily written in HTML2. In the Semantic Web
information will be described by sophisticated meta-data by using different languages
(RDF?, DAMLAOIL*, Topic-Maps®) and general or domain-specific ontologies. The
set of all contents in a publication m will be called ¢(m). The introduced market is
rather based on a competition in ¢(m) than in m.

The consumer of a publication has to understand ¢(m), since a publication
comprises references to the used languages and ontologies as well as the original
meaning of c¢(m). As the result of this consumption process the consumer will
formulate a new demand to continue the communication process. However,
formulating its demand it can only use the offers for content supply provided by m.
The publication provides these offers as a set of production rules called r(m). These
production rules can be seen as a language for the content demand description. To
summarise, we will define a publication m as the following tuple m=(c(m),r(m)).

m, Kanio {more about Kanio} is an important
player in the Semantic Web community
{more about the community?}.

m, Kanio {more about Kanio’s scientific
research} is the world’s leading mobile

phone manufacture.
Stock quote: FFM 12,05 € (2.53 p.m.)

mj; Member of the community

|. Niel, Kanio {more about Kanio}

Kanio research center {more about Kanio’s

scientific research}

¢(m )={[Kanio is an important player
in the Semantic Web community [}
r(m,)={more about Kanio[]
[more about the community}

¢(m,)={Kanio is the world[s leading
mobile phone manufacture]
[stock qoute: FFM 12,05 [1(2.53 p.m.[}
r(m,)={more about Kanio[s scientific research}

¢(m,)={Member of the community I.Niel, Kanio[;
[Kanio research center’}

r(m;)={more about Kanio[]
[more about Kanio!s scientific research(}

Fig. 3. Example of three publications

We will define the set of possible sentences of r(m) as k(m). At present the main
possibility to formulate a demand in the web is the usage of hyperlinks. For this kind
of publications m the set of all these links is r(m). As shown by the simple example
introduced in figure 3, r(m) and k(m) are equal in this case. Although r(m) and k(m)
are not equal at the entry site of a search engine. If m provides the possibility to enter
a search query, r(m) describes only all valid letters and the valid length of this query.
k(m) is the set of all possible search queries which can be produced dependent on the
constraints formulated by r(m).

In the Semantic Web the communication process will further be maintained by
more sophisticated mechanisms than simple hyperlinks. Therefore, the web will alter

2 see http://www.w3.org/MarkUp/

3 see http://www.w3.org/RDF/

4 see http://www.w3.org/TR/daml+oil-reference
5 see http://www.topicmaps.org/1.0/
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from a [web of links[/to a [Web of offers[] Already some features of the XML
Linking Language® show possible further developments.

The Model of the Communication Space

After introducing publications the communication space will be modelled. It is a pair
{S,D} and exists where published m and their consumers meet. This is based on the
chosen market perspective. A publication supplies content according to a demand
formulated by a customer. Furthermore, a publication offers new content supply to
continue the communication process. If a content supply offer is published, the
producer is forced to accommodate the induced demand. So, the production space is
obliged to produce the offered content as long as the offer is available. This modelling
approach based on transactions prevents the introduction of a time model.

The communication space consists of a supply system S and a fictive demand
system D. The supply system S={m} is the set of all publications made by the
producer which are available to customers. One has to bear in mind that each sentence
k(m) is, on the one hand, a possible content supply offered by m. On the other hand,
customers can only formulate their demand with one sentence of k(m). This
ambiguity of k(m) is important for the model. Because m is a tuple (¢(m),r(m)) and
k(m) is the extension of r(m) the supply system is S={(c¢(m),k(m))} as well.

The demand system D={(m,d)} is a set of tuple (m,d). Each consumer of a
publication m is described by its real demand d. The real demand describes al/l about
the consumer(s wants and possibilities. So d includes much more statements than
expressible by r(m).

Matching processes occur in the communication space. Each costumer consumes
c(m) of a specific publication m. While consuming the publication its real demand d
alters. If the customer wants to continue the communication process, it has to
formulate a new content demand. The publication provides only the limited language
r(m) and the customer describes its demand by choosing one sentence from k(m). In
most cases this leads to a loss of information. Furthermore, one has to pay attention to
the strong interrelations between the concepts [demand[] and [context[] already
discussed. In the case, other customers do not want to maintain the communication
process while the state transformation they can alternatively choose the empty set.
This is formalised in expression 1:

P, :(m,d)— k(m)v {&} (1)

The matching between supply and demand is realised by P4. The production space
interprets the chosen sentence from k(m) and transforms the communication and
production space according to its goals. This transformation function T is
subsequently discussed in detail.

% see http://www.w3.org/TR/xlink/
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The state transformation function R is formalised in expression 2:

R:D Py k(m) LY (2)

Figure 4 illustrates an example. There are three publications available to the
enterprise Konia (see figure 3). In publication m; only the decision between [ore
about Konialland [more about Konials scientific research!lis possible formulating a
content demand. In the demand system D four customers consume publications in the
state i. Publication mj is consumed by customer 4. While consuming the publication
d, of this customer alters. Perhaps it needs more information about Topic Maps and
the Semantic Web. Yet, m; provides only something [about Konials scientific
researchl] In this case, the customer formulates its demand with this sentence. The
customer expects a publication which maximises its expected utility at the state i+/.
When the production space receives the new demand, the communication (and
production) space will be altered according to the goals of the producer. A
considerable difference between the customer(s expectation and the producer(s
deliveries is caused by the wide range of possible interpretations of the demand.

R: d,=[1d like to learn more about Konia and the Semantic Web community.
: I speak English and German. Im especially interested in Topic Maps. ]
P (m,,d,) =[more about Konias scientific research(]

T(Lmore about Konials scientific research)=m,

state / state i+1
communication space R communication space
S m,; D(mlﬂdl)i > s m, D(mlsdl)
m, (m,,dy): m, (m,,d,)
m, (m,,ds) (m,,dy)
_____________________ (m;,dy) | "o b (mydy)

Fig. 4. Example for the communication space

In the example the other customers did not want to continue their communication
processes at the given state. They chose the empty set. The result in the example is the
reduction of the supply system. According to the demand, the production space has
provided publication m; to customer 4. In the new state i+/ the production space is
only to provide content supplies which are offered in publication m; and m,.

The Basic Model of the Production Space

In the production space the CEP is implemented. The CEP is the collection and
production of a set of (raw) content objects q (texts from internal and external
authors, external or internal databases, ERP-systems, RSS-feeds’) and their
transformation in a set of customised publications m which will be published in S.

7 see http://www.mnot.net/rss/tutorial.
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Each content object q can be either atomic, i.e. a special text from an author, a set
of content objects or a function. Domain and co-domain of these functions are content
objects too. For example, a function can be a service which provides the stock quote
for a given enterprise in a specified content object. These extensions allows the
encapsulation of intelligence in the content objects.

Concerning these assumption the set of all /../ source objects q is the knowledge
base Q of the CEP. The set of all /..L offered publications m is M. The set of all
possible publications which can be produced from Q is M. Formally, the whole CEP
is the production of Q and of a function T which chooses for all content supply offers
published in S a publication from My:

VmeS Viek(m) T()eM, 3)

According to the market perspective each publication m should be producible on
demand if the offer is published. The demand is one possible sentence of r(m). The
production room!s task is the interpretation of these sentences and the development of
the according part of the function T. Here, one has to bear in mind that the producer
tries to maximise its utility. One of the main design issues of the Semantic Web is that
it has to handle inconsistent data®. So, we can imagine scenarios where the users(]
demands will intentionally not be accommodated, because the produce tries to
maximise its utility and he has the technological possibilities.

Q : T(more abf;ut‘ M
: i Kanios scientific! - . :
' | My Kanio {more about Kanio} is an

! ioi i i research '
:ql Kanio is the world's leading : ) g important player in the Semantic Web

mobile phone manufacture. community {more about the community}. |!

T(more |

about ! | M, Kanio {more about Kanio’s scientific

192 Kanio is an important player in

the Semantic Web community. Kanio) research} is the world’s leading mobile
! : : phone manufacture.
i‘h getStockQuote(Kanio) : Stock quote: FFM 12,05 € (2.53 p.m.)

mj; Member of the community

T(more IR I. Niel, Kanio {more about Kanio}

Eq4 Me@bef of the community i about the : Kanio research center {more about
1. Niel ! community) Kanio’s scientific research}

Fig. 5. Production space of the example

Figure 5 shows the production space of the introduced example. Four content
objects will be collected to produce the system. The first object describes the
enterprise, the second its scientific activities, the third is a service which provides its
actual stock quote and the fourth characterizes the research community. If the
production space receives the demand [more about Konials scientific researchl]
publication m; from Mg will be selected. There are only few opportunities in the
publications to explicit a new demand, e.g. only two links are provided in m; for
further information.

8 see http://www.w3.org/Designlssues/Inconsistent.html
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The Detailed Model of the Production Space

The number of possible demands and Mg extremely grows in the Semantic Web. The
introduced function T is a relevance function which chooses the right publication
from the large set Mg. At an abstract level we adhere to this approach, but at an
practical level T is a transformation function, which transforms Q into M in a pipeline
processing model. In order to handle the remaining complexity we propose the
separation of the production space in a source system, a concept system and a
publication system. The separation shown in figure 6 structures the already introduced
tasks of the CEP.

production space

| source system i | concept system publication system

i generation i 1 aggregation transformation representation
1\ (collection,production, Lo
i storage)

Content Engineering Process

i| source ni iml concept n im| demand 1 n| publication
i| objects i1 | objects objects objects

Fig. 6. Separation of the production space

The source system is Q, the set of all source objects q. All objects with relevance
to the objectives of the CEP[s owner have to be produced, collected and stored.

A concept’ in knowledge representation is each real or abstract [thing of interest(
whereas statements exist ([Reim91], p. 14). The concept system is the set of concept
objects. A concept object is also a content object and represents a view of Q which
pools all statements (content) according to a special concept, i.e. specific processes,
roles, employees or products. The concept objects will be aggregated from Q
according to the relevant concept. We put forward an object-centric knowledge
representation approach (see [Reim91]) to represent the whole conceptsl knowledge.

A separation of concerns between logic, content and layout (see [Roth'01]) is
applied in practice. Especially in the Semantic Web the same content can be
published in various ways. See as an example [LeGr'01]. According to this heuristic
the publication system is separated into the set of all demand objects and the set M of
all publications.!® A demand object represents the demand-based view on the concept
system. The production space interprets the demand and transforms all relevant

® A number of man-centered approaches to the Semantic Web are based on concepts as a
central design criteria ([Avel 02], [Scha02], [Thom02]). While developing concept-based
solutions the conceptual hypertext system research should be used ([Osse 01], [Bech 01]).

10 The number of all demand objects and publications is not equal because to one demand
object different representations can be produced (HTML, PDF, WML, VOXML, SVG,
VRML, RTF, Plain Text).
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contents from the concept system according to the goals of the producer. The task of
the layout production is the development of layout transformations for each demand
object. These transformations linearise the demand objects for representation in a
medium.

How to Apply the Model?

The proposed model helps to structure the research in Semantic Web Content
Engineering. We propose to use [Cocoonl!! from the Apache project to simulate all
ideas concerning the production space. Cocoon is a completely XML-based
publishing framework which allows the separation of content, logic, style and
management with a sophisticated pipeline processing model. Furthermore we propose
the following research efforts:

Development of the model and the formalism

The following limitations of the model should be lifted in further research:

e integration of goal systems for producer and customer, which helps to
evaluate the quality of the publications (difference between customers!]
expectation and producers! realisation),

o further enhancement of [demand[Jas a union of context and desire and

o further discussion of concepts in connection with the Semantic Web.

Development of IT-systems

Concerning the development of content-based applications the following ideas should
be discussed in detail:

e Development of a data-type [¢content[]as an encapsulation of content and
intelligence, which can be used to model and realise content-based
applications at different abstract layers.

e The content exchange in a content commerce scenario should be supported.
This has strong advantages if content will be supplied as web services with
defined service level agreements.

e If customers are machines, Py is an automatic matching between two
formal languages. This fact touches research in collaborative ontology
design and usage ([Hols 02]).

Processes and Organisation

The CEP is a main business process in knowledge based enterprises. The model helps
to describe requirements for the development of the following (business) processes:

I see http://cocoon.apache.org/2.0/
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e initial definition of T and Q,

e manual or automatic development of T and Q according to the
development of Py and to the communication and production space,

e development of processes for goal definition and enforcement,

e identification of communities which already use Semantic Web
technologies (which understand ¢(m) and use r(m)),

¢ integration of results from service engineering research.

Strategy and Trust

Strategic thoughts are necessary in the Semantic Web, especially in enterprises where
each publication is the result or the preparation of an value-adding business process.
In this case, the communication space represents real markets with strong impacts to
the real world. Nevertheless, these markets have anomalies. Disinformation and deceit
will frequently occur, which implies the use of game theory in connection to CE:

e  Which parts of the demand should (not) be satisfied? Which parts should
be ignored or definitely used?

e Do recipients deviate from benevolent strategies? Does the demand
represent the honest transformation of d or does it only represent a
construction to manipulate the results of the communication process?

e Do producers deviate from benevolent strategies? Does m represent a
honest transformation according to d or an intentional manipulation?

e  Which communities are trustworthy in which context?

Conclusion

The necessity of an integration of research in Semantic Web technologies and Content
Engineering has been shown and emphasised.

The market perspective characterises the communication processes in the Semantic
Web, although it is independent from the existence of real financial transactions.
Especially the introduction of [offers(]and [demands(instead of links meets the
requirements of the Semantic Web. The Semantic Web will be a [Wweb of offers(] The
formalism further provides consolidated semantics of methods and notions in CE
independently of realisations and marketing terms. It is advisable to apply the results
from other research areas to CE. The proposed model formulates the future
requirements of these research areas , which can be integrated in the CE research.
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Abstract. The distribution of new content in the Internet is simple and cheap.
Even the consumers can act as distributors. Many peer-to-peer (P2P) systems
show this effect dramatically. This happens in conflict with the traditional view
of the content owners. Their business models do not accept users with equal re-
distribution capabilities. We provide for the publishers of music and other vir-
tual goods an alternative system which allows the users to play an active
distribution part. Our approach which is called Potato System motivates the
users to re-distribute content they have paid for and earn money with it. The
Potato System pays for any re-distributed file a defined percentage on
commission. This allows a fast distribution of new content. We added a
matching functionality to the system. This functionality called Potato Match
calculates a recommendation based on the files a user has paid for. Potato
Match provides not a list of digital products; it provides a list of users. Potato
Match supports users in two ways. It helps to find other users who share new
content. And it assists those users who want to re-distribute content. The Potato
System provides its own P2P clients which contact a central web-service to
receive the needed matching information. At the end of the paper a distributed
user matching functionally is discussed.

1 Motivation and Introduction

Thanks to modern compression techniques and increased bandwidth, the distribution
of digital music, video and other virtual goods via Internet has become affordable and
easy. In fact, it has become simple enough to allow anyone to act as a distributor. The
traditional and centralized view of the publishers makes them believe that a free us-
age of digital content out of their control would undermine their business models.
Music publishers therefore rely on so-called strong Digital Rights Management
(DRM) systems which restrict and control the usage of content that has been legally
downloaded and paid for [1],[2]. Many potential customers would pay for digital con-
tent without usage control. But providers restrict the usage of their digital products
and treat their customers as enemies [3]. They focus on the misuse case only. This
conflict blocks the development of a growing business on the Internet.

What can we do in order to put digital music publishing back on sound feet? Our
idea is to focus on the “good” customers only. We propose an alternative approach
which motivates the user to cooperate with the interests of the publishers and artists.
We call this approach Potato System. The web-site [4] provides further information
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and papers around the Potato System and where the name did come from. In the Po-
tato System we bring users und publishers back together on their common interests.
But what are the common interests?

Content providers want to sell their products. And selling means distribution.
Therefore, content providers have high interest in the distribution of their products.
And as we know from peer-to-peer (P2P) systems [5] like KaZaA re-distribution is
obviously in the interest of end-users. However, the products should be paid for. We
suggest users to become official re-distribution partners. A customer, who pays for a
product, gets the right to re-distribute it and earns money with it.

Why should a recipient pay for music files? The recipient likes the music and this
way he supports an unknown musician. This is noble. He wants to get a reward, a
percentage of the payment, which the next recipients pay for. This is not that noble
but it is fair. If he does not pay, he will have no chance to get any reward later. The
most important point in our system is that distribution and payment are not linked.
Distribution is free of any technical restriction. Payment is optional. Commission is
paid to the one who has paid for [6].

In the Potato System users have a high motivation to promote new content. They
want to earn money or they simply want to find new content. At this point the com-
munity matching functionality of the Potato System is involved. This feature provides
information about interesting content of other users. The Potato System recommends
primarily users instead of content. This approach assists the users to promote and find
new content.

2 The Potato System

In this section we describe the Potato System, which was invented at Fraunhofer
AEMT [7] and the 4FriendsOnly Internet Technologies AG (4FO AG) [8]. The sys-
tem is not limited to digital music. Any digital content (e.g. bitmaps, videos or soft-
ware) could be managed by the Potato System. The 4FO AG will provide and run the
components of described system.

The system description is divided into two subsections. In the first subsection we
explain the uses-cases without a P2P system. The second subsection describes the
role of the P2P functionality within Potato System.

2.1 The Provider or Artist Sells the Content Using a Payment System

First we have to describe how a content owner or artist brings his files into the Potato
System community. The first use-case is called “content registration”. In this use-case
three actors are involved. Let Fred, George and Potato play different roles in the con-
tent registration use-case. Fred is an artist or music producer. He produced a song
which is ready to publish. The encoded song is named mysong.mp3. The file is lo-
cated at Fred’s own web-server in a subdirectory which is unknown to the public. In
the next step Fred contacts George. George runs a payment service for virtual goods.
This service co-operates with the Potato System. Fred tells George’s payment service
where to find the song. Fred defines a price (e.g. 1.10 Euro) and a price model. The
price model defines the algorithm to calculate re-distributors commissions. Let us



182 J. Niitzel

suppose Fred defines a commission-rate of 50%. To complete this use-case George’s
server contacts the Potato System web-service [9]. George’s server transfers the in-
formation to the web-service. George calculates a SHA1 hash from the file. The hash
allows the Potato System web-service to check integrity in later use-cases of the file.
If the file includes audio content a robust fingerprint like AudiolD [10] could be
added. Such a fingerprint allows Potato System to identify mysong.mp3 even after
down-sampling or other modifications. Potato System stores all these information and
answers with a unique transaction number (TAN). In figure 1 37881 is the TAN.

Fred
music provider

Fred receives

Fred publishes the sell-link:
http://<George>/process?action=sell&tan=31881

Fred registers a selllink with | Temporary
mysong.mp3 the including | copy of file
andsends| | TAN: 31881
link to file @
@ @ Web-service

George Ay

payment provider /A~

@ George transfers registration information, f:"

) file hash and fingerprint - P

Potato System answers with a unique @
transaction number (TAN) e.g. 31881 ~ &Q
PotatoSystem.com

Fig. 1 Fred registers his file mysong.mp3 on the payment server of George. George cooperates
with the Potato System.

The TAN is the receipt for successfully registration. Every TAN in the Potato Sys-
tem follows the same syntax. It starts with a customer number (here “3188”) followed
by a customer specific transaction number. The first digit (here “3”) of the customer
number defines how many digits follow. The customer transaction number is “1” be-
cause it is Fred’s first transaction.

George uses the TAN to build a sell-link for Fred. Fred publishes this sell-link
http://<George>/process?action=sell&tan=31881 on his web-site. <George> stands
for the address of George’s payment server.

Figure 2 shows the next use-case. To simplify the description we suppose that
Ginny already has login and customer number (“3712”) from the Potato System. Let
Ginny play the role of a fan who wants to buy the newest song of Fred. Ginny enters
Fred’s web-site and clicks the sell-link. The link leads Ginny to George’s payment
service. After successful payment George contacts the Potato System web-service to
register Ginny’s purchase. After this registration process Ginny is the re-distributor of
Fred’s song. The Potato System answers with a new TAN (“37121”). The TAN is the
receipt for Ginny’s purchase.
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Fred Ginny
music provider wants to hear Fred‘s music

Fred presents the sell-link
with TAN=31881

5 [
G
o
2
3
&
\

George delivers,

(: ) '"_ the file to Ginny.|
\j) George adds thi

new TAN to the
file name.
Web-service
George
payment provider /
. . AT
@ George transfers transaction information: N
old TAN 31881 and Ginny’s login - - .
@ ) Potato System answers with a new -
e € transaction number (TAN): 37121 A &

PotatoSystem.com

Fig. 2 Ginny pays for Fred’s song using George’s payment service. Ginny becomes an official
re-distributor

While Ginny downloads the file via George’s server George adds the new TAN to
file name. The new file name is mysong4fo37121.mp3. File renaming is the easiest
way to add a receipt to a file. Beside the file with the receipt Ginny receives also a
sell-link like: http://<George>/process?action=sell&tan=37121. Ginny can also
publish this like Fred. If a new user follows this link and pays, Ginny will receive her
commission.

In [3] a Java-archive-like approach for the receipt is given. Similar approach to add
buyer’s identity is called “Light Weighted DRM” [2]. This approach uses a new file
format which is called signed media format (SMF). SMF brings more comfort to us-
ers but it reduces interoperability and increases system complexity.

2.2 Potato Users Share and Pay Files in the Peer-to-Peer System

Ginny has several motivations to pay for Fred’s song. The song was brand new and
there was no other way to find the file. A second motivation was that Ginny wants to
become a re-distributor. As a re-distributor Ginny sends her sell-link to her friend
Harry. Or Harry finds this link on Ginny’s home-page. If Harry buys the song using
this link Ginny receives 50 Cents from Fred’s revenue. This is a kind of affiliated
marketing [11]. But if we follow only this use-case we do not really promote new
content to new customers. This was the reason to provide Ginny a special P2P client.
We call this client Potato Messenger. The client is a signed Java applet, which uses
the open source framework JXTA [12].

Using the P2P Potato Messenger Ginny gets free access to content other Potato
System users have paid for. But Ginny is only able to transfer content of limited
value. The limit is (e.g.) 20-times of the amount she has paid for Fred’s song. If
Ginny wants to “test” more new music she needs to pay for one of the songs she al-
ready has “tested” and transferred. But Ginny has a second opportunity. She could
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pay with the credits on her Potato System account. To earn more credits Ginny has to
provide on her computer songs she has paid for.

Ginny Harry likes Fred’s music
offers Fred's music also

Harry likes Fred’s song @ _

&
<  J

mysong4fo37121.mp3 @

Ginny’s P2P client transfers the song
to Harry’s P2P client

%ﬁ(r

PotatoSystem.com

Fig. 3 Ginny uses the P2P system to transfer Fred’s song to Harry. Harry receives a free copy
of the song.

Figure 3 shows a use-case with Ginny, Harry and the central Potato System web-
service. Ginny uses the Potato Messenger to offer Fred’s song. To setup, the Potato
Messenger contact the web-service to check what files Ginny is allowed to offer. The
messenger sends for every file the TAN and the SHA1 hash. Optionally the messen-
ger could send the AudioID [10]. Harry also uses the P2P client. He found Ginny’s
offer. But before Ginny’s client is allowed to transfer the file to Harry the client has
to ask the web-service. Potato System checks if Harry is allowed to make free file
transfers because the free transfer is restricted by value.

At this point we have two questions. What users provide for Harry and Ginny
more content they are interested in? And what songs are best to pay for?

3 The Matching Algorithm in the Potato System

In the Potato System every paying user becomes automatically an official re-
distributor. This basic idea transforms the Potato System into a community based
system. Every active user in the Potato System has a high motivation to contact other
users with similar interests. The recommendation algorithm has to keep this special
characteristic of Potato System in mind. Primarily the Potato System does not rec-
ommend products; it matches users with similar interests. In a second step Potato Sys-
tem might recommend a specific file to pay for. Such a recommendation would be
based on economic assumptions. Actually we are not supporting such functionality.
But we are developing one.

The Potato System is neither limited to specific music nor to music in general. To
keep the Potato System as much as flexible no categories have been introduced. This
makes it more difficult to match users with the same taste. In following text we de-
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scribe step-by-step our matching algorithms which is called Potato Match. In [13]
Frank Zimmermann describes in detail the shown algorithm, its implementation and
many variations.

3.1 Ranking of Files

Many other music recommendation approaches try to find similarities in the content
or in the meta data [14]. Potato System is focused on the purchase statistics stored in
database of the central web-service. Potato System knows what files a user has paid
for. Potato System knows also the time a file was registered in the Potato System.
This enables the system to calculate several typical rankings:

e Top 50 brings a list of 50 files which have been sold most.

e Top 50 of the month brings a list of 50 files which have been sold most last

month.

e New entries of the week brings a list of the new files in the actual week.

These rankings are easily to calculate. The server has to do this only once a day.
George and Fred can publish these rankings on their web-sites to attract new users for
the Potato System. But this information is not really helpful for existing Potato Sys-
tem users. These users are interested in community based information. The Potato
System matching functionality which is independent from content type tries to fill this

gap.

3.2 The User/File Matching — Potato Match

In the first step we describe how Potato Match finds songs Ginny is interested in. To
make our algorithm more clearly we use the example scenario from Table 1. The table
shows what songs each user has bought. We see Ginny already bought the songs
“S017, “S09” and “S10”. Fred is the provider of the songs “S017-“S05”. Joe provides
the songs “S06”-“S10”.

Table 1. Example scenario of users and their songs.

User/Provider Songs

Fred S01-S05

Joe S06-S10

Ginny S01, S09, S10
Draco S02, S03, S04
Mario S01, S02, S03, S09
Alex S01, S07, S08, S10
Frank S01, S03, S04
Stephan S01, S05, S06, S10
Carsten S07, S08

Robert S01, S03, S06, S09
Anja S01, S05, S10

Julia S01, S02, S03, S04
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We suppose Ginny selects song “S01” for the matching algorithm because it is her
newest song. The Potato Match calculates in the first step a list of users who bought
or provide “S01” also. In our example the users Draco and Carsten and the provider
Joe do not belong to this temporary list. In the second step all songs of the users from
this temporary result are listed. Table 2 shows this list sorted by the frequency of
occurrence. Songs which Ginny already has are shown in brackets.

Table 2. Relevant songs sorted by frequency of occurrence.

Song Frequency
(S01)
S03
(S10)
(S09)
S02
S04
S05
S06
S07
S08

—_—— N W W W W R W \O

Song “S3” with 5 “points” is most relevant for Ginny. If Ginny wants to follow
this recommendation she can buy the song from Fred’s web-site using George’s pay-
ment service (see fig. 2). We think this is not the best opportunity for Ginny. Ginny
can contact (via P2P) other users of the Potato System to receive a free copy of “S3”.
This is the point to calculate a user recommendation for Ginny. What is the best user
for Ginny to contact? The Potato System calculates for Ginny a user rating. The user
rating is based on the frequency (“points”) of the files in Table 2. The rating of Alex is
2. This is very low, because Alex has only two files in Table 1 which are new for
Ginny. “S07” and “S08” bring only 1 point from Table 2.

Table 3. User rating for Ginny’s song SO1

User/Provider “Points”
Fred
Draco
Julia
Mario
Frank
Robert
Stephan
Joe
Anja
Carsten
Alex

~
NN WRULIooo 2 2

As we see in table 3 Draco and Julia are most attractive for Ginny. These users
have the songs “S03”, “S04” and “S02” which are the most popular in a virtual com-
munity around the song “S01”. If Ginny selects “S10”, the Potato System would rec-
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ommend Alex and Carsten. Both users have the songs “S07” and “S08” which found
twice (Joe and Alex) near the song “S10”.

Currently we are discussing a lot of modifications for Potato Match. One modifica-
tion is targeted on the function which calculates Table 2. Is it very clever to give songs
with high frequency the most point? Maybe it is better to drop the files (here “S03”)
with the highest frequency, because Ginny would not find enough new users for
“S03”.

4 The P2P Version of the User Matching Algorithm

We have other problems with Potato Match. The calculation of Potato Match on a
central database system is the bottleneck of the system [13]. This brings us to the idea
to shift the time consuming part from the server to the client.

Draco: S02, S03, S04 Mario: S01, $02, S03, $09

@sm, S02, S03, S09 @ @

S02, S03, S04
S03 2 Points Draco 4 Points
S02 1 Point Mario 3 Points
S04 1 Point Frank 3 Points
S07 1 Point Alex 2 Points
S08 1 Point

Alex: S01, S07, S08, S10 Frank: S01, S03, S04

Fig. 4 Ginny asks all (four) reachable peers for their file list.

Figure 4 shows the distributed version of Potato Match. Ginny asks all currently
reachable peers to send their file list. With this information Ginny’s client calculates
the file rating table. This table is used to calculate the final user rating.

In figure 4 we can illustrate the possible modification of the matching algorithm. If
we drop the most popular song “S03”, we get a different user rating for Ginny. In this
case Alex and Draco receive 2 points, Frank and Mario only 1 point.

5 Conclusion and Further Work

In the Potato System, the consumption of multimedia products is linked to an incen-
tive for payment. Both, the content provider and the consumer would gain an eco-
nomic profit from the payment. Re-distribution of content without payment is still
possible: it is neither forbidden, nor technically blocked. However, it is not attractive.

Those who pay and re-distribute are the users themselves. They would build up a
decentralized distribution infrastructure, which may live in parallel with a centrally
controlled distribution system of the content providers. The decentralized re-
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distribution infrastructure of the users can be self-organized and grow stably bottom-
up. Nobody loses, all win. This is possibly not an effective retail system yet. But it
can follow the PGP example and provide a system of “pretty good distribution” with
“pretty good profits”.

More information will be publicly available (www.PotatoSystem.com) [4]. We are
starting with a P2P Java applet using JXTA [12]. There are future plans to implement
(and study) different matching algorithms. In field trials we will work on user accep-
tance. We need these field trials to collect statistical data. We provide further use-
cases for the Potato System web-service. One of these use-cases works with point-of-
sale systems and mobile devices.
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Abstract. Most existing intrusion detection systems use signature-based
approach to detect intrusions in audit data streams. This approach has a serious
drawback. It cannot protect against novel types of attacks. Thereby there is a
growing interest to application of data mining and machine learning methods to
intrusion detection. This paper presents a new method for mining outliers
designed for application in network intrusion detection systems. This method
involves kernel-based fuzzy clustering technique. Network audit records are
considered as vectors with numeric and nominal attributes. These vectors are
implicitly mapped by means of a special kernel function into a high
dimensional feature space, where the possibilistic clustering algorithm is
applied to calculate the measure of "typicalness" and to discover outliers. The
performance of the suggested method is evaluated experimentally over KDD
CUP 1999 data set.

1 Introduction

Security of Internet and Intranet systems has become extremely important recently,
since more and more sensitive and privileged information is stored and manipulated
online. Intrusion Detection is a powerful technology to help protecting the
information from malicious actions and unauthorized access. Most existing Intrusion
Detection Systems (IDSs) use the signature-based approach. Usually they involve
expert knowledge hard-coded as a rule set. These IDSs match current activity on the
network against a priori known attack scenarios. The rule set database has to be
manually updated for each new type of attack. It leads to substantial latency in
deployment of newly created signatures across the computer system. But the main
problem of this type of IDSs is that they are not tolerant to new types of attacks, since
they do not have predefined scenarios for them. Because of this, there is a growing
interest to data mining and machine learning algorithms, which train on historical
data. These algorithms build models of normal or abnormal behavior of system
activities. The approach based on models of abnormal behavior is called misuse
detection. It compares real-time system activities to generalized scenarios of attacks [
misuse detection models. The approach based on models of normal behavior is called
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anomaly detection. Unlike the misuse detection it compares current system activities
to normal activity profiles [Janomaly detection models. In this approach anomalies
are considered as possible intrusions [1].

The method discussed in this paper belongs to anomaly detection approach. In
comparison to misuse detection the anomaly detection approach has several
advantages. The first advantage is the higher ability to detect new types of attacks,
since potentially any new attack differs from normal behavior. The second advantage
is that for building anomaly detection models one does not need labeled patterns of
attacks. It means that unsupervised techniques can be used. But anomaly detection
approach has problems too. The main one is comparatively high rate of false alerts.
The reason is clear: not every unusual activity is an attack.

Anomaly detection approach has been intensively studied since it was firstly
suggested in [1]. Different learning techniques have been applied. First of all,
traditional statistical outlier detection methods that based on probabilistic generative
models [10]. Besides, a lot of other state-of-the-art data mining techniques such as
decision trees, association rules, crisp clustering, k-nearest neighbor algorithms [9]
and neural networks [11] are reported to show promising results. But in general, most
of these methods have two important issues. The first one is training models on
labeled data only. The second is the ability to handle the numeric attributes only. To
avoid these problems Eskin et al. in [6] proposed kernel-based approach, which they
called a geometric framework for unsupervised anomaly detection.

2 Feature Space for Anomaly Detection

In the geometric framework for unsupervised anomaly detection, developed in [6],
data elements, representing network connection records, are mapped into a feature
space, which is considered as %". In the feature space standard outlier detection
algorithms are applied to discover outliers. Our method is within this framework too,
but several significant improvements have been done. First of all, we suggested new
feature map that leads to infinite dimensional Hilbert feature space. The second
improvement is a novel fuzzy outlier detection algorithm, which is formulated and
applied in the feature space.

2.1 Feature Spaces and Kernels

One of the key ideas of all kernel-based methods is mapping data instances from the
input space X to a feature space H. The non-linear mapping is applied implicitly by
means of a kernel function K. This technique is widely used in machine learning, e.g.
in SVM, kernel PCA, kernel Fisher Discriminant and others [3]. The feature space is
a high or infinite dimensional space. The map ¢ is called a feature map:

o X—>H (1)

This map associates with every x from the input space the image ¢(x) in the feature
space. The kernel function corresponds to dot product in the feature space:
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K(x,3) = (0(x),0(»)) , (2)

This definition of kernel function allows introducing of a distance metric as:

d(x,y) = /K (x,x) = 2K(x,y) + K(7,) )

The main advantages of applying kernel-based methods to network intrusion
detection are as follows. Foremost, it allows handle network connection records
geometrically. Thus it allows application geometrical algorithms formulated in terms
of distance metric and dot product. Secondly, the kernel function K can be considered
as a similarity measure for records in the input space. The freedom to choose the
feature map ¢ and corresponded kernel function K enables us to design a large variety
of similarity measures and analysis algorithms. It is called [kernel trick[] Suppose
given algorithm formulated in terms of distance metric or dot product, and one
substitutes the distance metric with [kernelized[]distance metric or replace the dot
product by another kernel function. As a result the new algorithm with new properties
and possibly better performance is formulated. Thirdly, using kernels allows us to
work with feature map implicitly. It means that there is no need to calculate and store
high dimensional vectors of images ¢(x).

2.2 Designing Kernel for Anomaly Detection

The choice of the feature space, i.e. the choice of the kernel function is application
specific and greatly depends on the ability of the feature space to capture the
information, relevant to the application domain. In [3,4] Smola, Vapnik et al.
investigated this problem for several application domains. They suggested that the
good performance in outlier detection could be achieved with Gaussian kernel:

K(x,y)= efq(xfy)Q 4)

where ¢ is a parameter, controlling the kernel width.

It is obvious that Gaussian kernel cannot be applied directly to the network
connection records data. There are two reasons. First of all, there are nominal
attributes like protocol name, connection flags, etc. For nominal attributes we use
standard data mining approach: each nominal attribute that takes n different values we
consider as n numeric (actually binary) attributes. The second problem is that
attributes may have different ranges of values. To avoid this problem we use data-
dependent normalization kernels. All attributes values are normalized to the number
of standard deviation away from mean. Taking it into account we can define the
kernel for network connection records as a product of kernels, defined for each
attribute:

C 0 ( ! , 1 (5)
Ky = [le "ol TTe N2\ PG)A=P(x)) Py (1=P(3)))

ieNum JeDiscrax;#y;
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where x; is a value of i-th attribute of record x; Num is the set of indexes for numeric
attributes; Discr is the set of indexes for nominal attributes; P(x;) is a probability of
the value x; for j-th nominal attribute; N is a size of the domain for j-th nominal
attribute; o; is a dispersion of the i-th numeric attribute and ¢, is a kernel width
parameter. It is important to note that g; can be considered as an importance weight
of i-th attribute. An expert to tune the algorithm can control this parameter. Initially
Eskin et al. in [6] suggested the simpler kernel that leads to %" feature space, but in
our case the feature space generated by (5) is infinite dimensional Hilbert space.

3 Anomaly Detection Algorithms in the Feature Space

Algorithms for outlier detection in the feature space are based on the assumption that
some probability distribution generated the data exists and the feature map is
topologically correct. That is high density regions from the input space are mapped
into high density regions in the feature space. The elements from the input space are
labeled as outliers if their images in the feature space lie in low-density regions [3].
Thus the idea of most outlier detection algorithms in the feature space is to examine
the image location whether or not it lies in sparse region.

3.1 Support Vector Clustering and Kernelized Distance-Based Outlier Detection
Algorithms

Eskin et al. in [6] studied the performance of three well-know kernel-based outlier
detection algorithms in application to intrusion detection. They investigated
kernelized versions of two standard distance-based outlier detection algorithms,
involving k-nearest neighbors (KNN) and crisp fixed-width clustering techniques.
Informally speaking, k-nearest neighbors outlier detection algorithm labels as outliers
the points having [smallllnumber of [heighbors/]and crisp cluster-based algorithm
labels as outliers the points lying [far[lfrom centers of [bigl[Iclusters. In kernelized
versions of these algorithms the Euclidian or other distance metric is substitute with
kernelized distance metric (3). The third algorithm they studied is one of the most
efficient outlier detection algorithms working in the feature space. It is Support
Vector Clustering (SVC) algorithm [3,4]. It computes the binary function, which is
supposed to capture regions in the input space where the probability density is in
some sense large; i.e. the function is nonzero in a region where most of the data
located. Informally the idea of this algorithm can be described as follows. The data
instances from the input space are mapped by means of the kernel function into high
dimensional feature space where the algorithm searches the sphere with minimal
radius enclosing [the most part[]of images of data. The size of this [most part(is
controlled by the special parameter v . The data instances which images lie outside
the sphere in the feature space are labeled as an outliers.

Though these tree algorithms demonstrated acceptable detection and false positive
rates [6], the practical application of them in real IDSs faces serious problem. The
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performance of these algorithms strongly depends on a priori set parameters. They
are:

- size and width of the neighborhood for KNN;

- width of cluster for Cluster-based algorithm;

- quantile v for SVC.
Changing these parameters implies recreating and retraining of the models. Although
parameters estimation methods for these algorithms do exist, they are heuristic,
computationally expensive and ineffective in practice. Because they require step-by-
step models recreation with new settings, but on real data of medium size the model
creating and training may take hours and even days. Besides, the algorithms have
binary decision functions or binary decision rules and these critical parameters
actually define the outlier criterion or the outlier factor. It means that to change the
outlier criterion we have to recreate and retrain the models.

3.2 Kernel-Based Fuzzy Algorithm for Anomaly Detection

To avoid these problems we suggest fuzzy approach. The presented method is hybrid
method involving fuzzy and kernel-based techniques. Recently several contributions
in this area have been published, for instance, the Fuzzy SVM method for multi-class
classification problem [7], or EM fuzzy clustering algorithm in the feature space [5].
Our method inherits the ideas of SVC, but instead of looking for the crisp sphere in
the feature space, we suggest to search fuzzy sphere including all data images. This
problem can be considered as calculating single fuzzy cluster in the feature space
using possibilistic fuzzy clustering approach [2]. In this case the fuzzy membership
can be described as a measure of [typicalness[ of audit data instances. The network
connection records with low [typicalness/] are considered as outliers. Changing
threshold or in other words changing the outlier criterion does not lead to
recalculating the models, as it was for SVC and kernelized distance-based algorithms.
Mathematically the problem is formulated as follows:

min J(U,a,n)
U,a,n

(©)
N N
JU,am) =Y @)"(p(x)=a)* =0 (1-u)"

i=1 i=1

where a is a center of the fuzzy cluster in the feature space; N is a number of
instances in X; U is a membership vector, where u; €[0,1] is membership of the
image @(x;) and besides the [typicalness[Jof datum x; ; m is fuzzyfier and 7 controls
the distance where the membership becomes 0.5. It is necessary to note that unlike
traditional possibilistic fuzzy clustering approach in the input space [2] neither cluster
center a nor ¢(x;) can be calculated explicitly, but it is easy to shown that J(U,a) can
be minimized by simple iterative algorithm, formulated in terms of kernels.
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Kernel-based Fuzzy Algorithm for Outliers Detection
/* 1 - iteration counter*/
Step 0.Initialize membership vector U and parameter 7

u(o) =1

(7
77(0) = max d? (x,,a) = max {ZZK(xl,x )+ K(x,,x,)— 22K(xl,xn)}

ne[l,N] nel[l,N] j=li i=1

REPEAT
Step 1.For all x calculate the distance to cluster center

d*(x,,a)=(p(x,)—a") =(<a,a” >+K(x,,x,)-2<a’,¢(x,)>) (8)

where
2

- )
<g(x,),a" >= [Izv:(uim)mK(xi,x,,)j/(Z(ufU))m)
J i=1

Step 2.Update U
-1
1/(m-1)
ul™ = [l+(d (xn,a(l))/n(l)) } (10)

UNTIL ”U(’)—U”*‘) <¢

The decision function for new connection record x is:

N v N 1(m-1)]~
Z”jmz "K(x,x) S u"K(x,x;)

= L K@) an

where N is a number of records in training set; u;is membership of the record x; .

The main advantage of presented algorithm is smooth decision function. That is
why changing the outlier criterion does not lead to model recreating and retraining.
The outlier criterion is just a threshold and does not affect the calculating of the
measure of [typicalness| Another advantage of presented algorithm is that it is
simpler than SVC from computational point of view. SVC requires solving quadratic
programming problem [3, 4].

The first version of the algorithm was designed to work with constant7 . But it
would be desirable to include in the algorithm another important parameter v , which
controls the fraction of noise in training data set. As a result the problem statement (6)
can be reformulated:
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min J(U,a,n)
U,a,n

N N
JU,am) = 3 ()" (p(x) - @) =X (- u,)" (12)
i=1 i=1

subject to (p(x;)— a)’ > n for vN elements from X

J minimization algorithm will be changed slightly. New step will be added after step
1 and before step 2:
New Step. Adaptive 7 estimation

Let d*(x,5,a")<d*(x,,,a")<...<d*(x,,a") then
1 2 !
77() =d (xn:N(l—v)’a())

In this case v fraction of data elements will have the membership lower than 0.5,
others will have membership higher than 0.5. It is very useful parameter because
usually in intrusion detection we cannot guarantee that training set contains only
normal data. But we can be sure that there is less that v % of unknown attacks in it.
That is why this parameter is very important.

(13)

4 Real-Time Intrusion Detection

Computational complexity of training and evaluation stages is one of the serious
issues obstructing application of sophisticated data mining and machine learning
algorithms to real-time network intrusion detection [12]. The training time for models
creation is not so crucial, because effective sampling and filtering methods can be
applied to the training set [9, 13]. But the performance of evaluation stage is
extremely important. In real environment new events accrue in audit streams with a
very high speed. The evaluation stage speed in our algorithm is the speed of
calculation the measure of [typicalness[I(11). It is obvious that it depends on the size
of training set N. The only solution here is to reduce it, possibly loosing the decision
function accuracy. It is important to note that this problem is common for mostly all
machine-learning methods. It is called Reduced Set (RS) problem. This problem is
discussed for statistical methods [15], for distance-based outliers mining algorithms
[14], and for Support Vector Machines in [3].

4.1 Reduced Set Problem

For mostly all kernel-based methods the solution ¢ and decision function f are
presented in the form:
N N (14)
a =2 Bip(x;); f(a,x) = f| X BiK(x;,)

i
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In our case:
B = (ui)"’/Z(uj)'" (15)
J

1
f(a,X) = [1 + ((< a,a > +K(x,x) -2« (o(x)’a >)/’7)1/(m—1):|‘
The reduced set problem is formulated as approximation of solution a (14) by a’:
min"a - a'"

N L (16)
a= Zﬂiw(xi)s a'= Zai§0(zj),L << N
i J

So, there are to subproblems have to be solved. The first one is to select the reduced
subset {z;} = X and the second is to find expansion coefficients ;. Reduced set
construction methods are divided into two general categories: [Global[/(PCA-based,
regression-based, /, penalization) and [Greedyl ] methods. The methods from the
former group solve both subproblems simultaneously and find in some sense optimal
solution, the methods from the latter group perform greedy heuristic selection of
subset {z;} and then expansion coefficients calculation using precise formulas:

a=(K*)"'K¥ B whereK; = (p(z)),0(z,))and K = (9(z,),0(x ) a7

Global methods are very complex and computationally expensive. But greedy
methods are computationally effective and usually achieve satisfactory results, though
they are less theoretically correct and do not find optimal solution.

4.2 Greedy Clustering Algorithm for RS Selection

In our method we choose greedy approach. In particular, we apply greedy clustering
algorithm in X, and clusters prototypes form the reduced set. The idea of greedy
clustering algorithm is based on r-clustering algorithm proposed by Ruspini in [16].
As a reflexive, symmetrical similarity relation » defined on the set X we take kernel
function (5). In this case fuzzy r-cluster with prototype c is a fuzzy set r, in X such
that for every x from X 7.(x) =r(c,x) = K(c,x). The idea of Ruspinils subtractive
clustering algorithm is simple. It selects the best r-cluster prototype ¢, according to
aggregation function criterion, removes it from the analyzed set and looks for next
cluster candidate. Until some specified stopping criterion is satisfied. In our case we
use as a stopping criteria the distance in the feature space to the precise center a. It
means that the stopping criterion is acceptable approximation of the solution
a: ||a —a'||<g. As an aggregation function we use Sugeno fuzzy integral [17] with
respect to our measure of "typicalness" u(x). It is important to note that initial
aggregation criterion, suggested by Ruspini, was the maximum power of cluster,
associated with selected prototype. Ruspinils criterion is a special case of our if we
suppose u(x) to be a constant. It means that our subtractive clustering algorithm
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iteratively chooses r-cluster that covers the maximum number of the most [typicall]
data instances, removes them from analyzed set and looks for next the most [typicall
r-cluster. After the stopping criteria is satisfied the r-cluster prototypes, selected by
our algorithm form the reduced set {z;} and expansion coefficients are calculated
using (17).

5 Experiments

In this section the performance evaluation experiments are presented. We apply our
method to network connection records from the etalon dataset, which is used by
mainly all researchers over the world to analyze performance of intrusion detection
algorithms. It is KDD Cup 1999 Data [8], which contains a wide variety of intrusions
simulated in military network environment. Standard performance evaluation
measures for intrusion detection algorithms are used. They are detection rate and
false positive rate. The detection rate is defined as the number of intrusions detected
by the method divided by the total number of intrusions in the dataset. The false
positive rate is defined as total number of normal connection records incorrectly
labeled as intrusions divided to total number of normal connection records in the
dataset. The trade-off between these rates precisely characterizes the ability of the
method to discover intrusions.

5.1 Experimental Setup

For the experiments [10% version[]of well-known MIT Lincoln Labs KDD Cup
1999 data set [8] is used. This dataset was obtained by simulating a large number of
different types of attacks, with normal activity in background. It consisted of
approximately 500,000 data instance in training dataset and 300,000 in test dataset.
Test data has attack types that are not present in the training data. Train set contains
22 attack types. Test data contains additional 17 new attack types that belong to one
of four main categories: DOS - Denial of Service (e.g. syn flood); Probe -
surveillance and other probing (e.g. port scanning); U2R - unauthorized access to root
privileges (e.g. password guessing); R2L - unauthorized remote login to machine (e.g.
buffer overflow). Each data instance presents the single connection record. It has 3
types of attributes: basic features of TCP connection (e.g. duration, protocol, number
of transferred bytes); content features within a connection suggested by domain
knowledge experts (e.g. number of failed login attempts); time-based traffic features.
We run our method over KDD Cup 1999 dataset using 30% random sampling. The
kernel function is (5), all kernel width parameters are set to 1 for all attributes. The
training data set was filtered using technique, described in [6], i.e. 1% of attacks left
in training dataset against 99% of normal connections. The upper limit of reduced set
size is set to 35 records.
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5.2 Experimental Results

We will compare the results achieved by our method with results of two groups of the

intrusion detection methods. Group I contains misuse intrusion detection algorithms

based on different machine learning techniques. They are:

- RIPPER algorithm. It involves association rules mining and decision trees
classifier techniques.

- I-NN classifier. It is state-of-the-art classification algorithm based on nearest
neighbor classification method.

- SNN clustering. It implements nearest neighbor clustering algorithm.

The details on these algorithms, dataset filtering techniques and settings for them can

be found in [9].

Table 1. The results of experiments with Group I algorithms are presented in the table.
Detection rate results are presented separately for each attack category.

Algorithm DOS U2R R2L  Probe False Positive
RIPPER 9%  84%  96%  98% 4%
INN classifier 88% 40% 93%  50% 3%
SNN clustering 9%  60%  91%  94% 3%
Our Fuzzy Method (RS=35) 97% 96% 51% 98% 5%

The Group II contains algorithms from the class, i.e. kernel-based anomaly detection
algorithms studied by Eskin et al. [6]. There are three kernel-based algorithms:
modified kernel-based version of k-nearest neighbor algorithm; modified kernel-
based version of fixed width crisp clustering algorithm; and Support Vector
Clustering algorithm. They are trained on the same dataset with same filtering
settings.

Table 2. The results of experiments with Group II algorithms are presented in the table.

Algorithm Detection Rate False Positive Rate
Cluster 93% 10%
k-NN outliers 91% 8%
SVM 98% 10%
Our Fuzzy Method (RS=35) 94% 5%

We can see that the performance of our method is nearly the same as the performance
of the algorithms included in Group I, though the false positive rate is a little bit
worse. It is promising result because algorithms in Group I based on misuse detection
approach and that is why they must have better false positive rate. Regarding to
algorithms included in Group II, the precision of our algorithm is better than
precision of standard outlier detection algorithms, running in the feature space and the
second to SVC. On the other hand, the false positive rate of our method is better
among all algorithms in the group.
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6 Conclusions

This paper presents a novel fuzzy kernel-based method for outlier detection. It is
designed for application in real-time anomaly detection IDSs. It is based on the
geometric framework for unsupervised anomaly detection proposed in [6], but has
several improvements. In our method new data-dependent kernel is designed. Unlike
in [6] the designed kernel reproduces the infinite dimensional feature space, where a
novel fuzzy algorithm is applied to find outliers. This algorithm is based on ideas of
SVC, but instead of margin estimation it involves a possibilistic fuzzy clustering
approach. In the feature space it calculates the measure of "typicalness" for
connection records. The records are considered as outliers if their "typicalness" is
smaller than a specified threshold. The benefits and drawbacks of the suggested
approach are discussed in the paper. The main benefit is smooth decision function
and that is why changing outlier criterion does not lead to recreating models. The
greedy reduced set selection algorithm is designed to support run-time mode t. It is
important to note that in geometric framework for unsupervised anomaly detection
[6] the problem of run-time mode was not investigated and even was not discussed.
The performance of the suggested method is evaluated experimentally over data from
KDD Cup 1999 dataset. The experiments demonstrated that the results of suggested
method are very close to the results of the best misuse and anomaly intrusion
detection algorithms. Besides, there are still possibilities to tune parameters and
improve performance of the method. The algorithm was implemented as OLEDB for
Data Mining provider and can be integrated in various MS Windows [/ based
Intrusion Detection Systems.
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Abstract. Some new protocols as multimedia or wireless protocols are
constrained and sometimes critical. We need to ensure their correct func-
tioning before their development. They handle time constraints to model
important aspects (delays, timeouts). This issue should be considered in
specification language used to model such protocols. This paper presents
a methodology for the development of reliable timed systems in general.
It might be used to develop complex protocols.

We use the RT-LOTOS language as a high level model and we use the
timed automata model as a low level model. This later is the basis of our
validation technique. We collect all possible errors on such systems and
show how to integrate them in some automated derived test sequences in
order to observe the system reactions when it executes faulty behavior.
Our aim is to observe the robustness of the whole system in presence of
simulated errors.

Key-words : Robustness Testing, Validation, Protocol Testing, Timed Au-
tomata, Automata Theory.

1 Introduction

In the software or hardware development, conformance testing is highly needed in
order to avoid catastrophic errors and to tackle the industrial development of the
product with confidence. Since few years, time is considered as a crucial feature
of many sensitive systems as multimedia protocols, embedded systems, air traffic
systems. Then it should be seriously considered by designers and developers. This
study deals with complex systems described as Input Output Timed Automata
(defined as automata where each transition can bear either an input action or
output action with timing constraints in some cases). Our work is inspired by the
protocol engineering area where people usually deal with two main validation
techniques:

— the wverification approach, which handles the system specification and tries
to prove its correctness (in this case the system is a white box). Usually, the
user properties are expressed by another formalism as temporal logics and
must be verified on the specification by using a model-checker for example,
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— the testing approach, which uses the implementation of the system and tries
to find any faulty behavior on it without having a priori any information
about the structure of the system (in this case the system is a black box). The
test generation produces sequences of inputs (actions) from the specification,
and the implementation must be able to execute these sequences (called ’test
sequences’) and to answer with the expected outputs.

In this paper, we will suggest a methodology able to deal with many steps
in system development: High-level modelling, Low-level modelling, Conformance
testing and Robustness testing.

The high-level modelling is performed by the RT-LOTOS language [CO95],
[[SO97], [Led92], [LLI3|. This language is an extension of LOTOS [BB89] (Lan-
guage Of Temporal Ordering Specification) defined by the ISO [[SO87]. It de-
scribes any system by a process algebra, i.e., any system is seen as a mathematical
formulae. Each system component is a part of this formulae. A formal seman-
tics of this formalism are formally defined and the semantic model is the LTS
model(Labelled Transition System).

Our low-level model is timed automata defined in [AD94]. Here the whole
system is seen as a graph where edges express actions or reactions of the system.
On edges, we may have also some timing constraints which are related to the
action execution. The translation of specifications from RT-LOTOS to low-level
models uses mainly rules defined in [Kar92]

We have defined formally the possible set of different faults that any system
can perform. We show how to integrate these errors in test sequences in such a
way to check reactions of the system when it performs faulty actions. In fact,
we intend to test, in addition to the conformance testing, the robustness of the
system in a controlled way.

This paper is structured as follows:

Section [2] contains related works to the timed testing field. In section Bl we
describe briefly the RT-LOTOS language as well as the timed automata model
and its main features. Section H] explains our technique on robustness testing.
We first collect all possible errors and we show how to integrate them in test
sequences. Section [6] gives the conclusion and some ideas about future works.

2 Related Work

There are many works dedicated to the verification of timed automata [ACH94],
[DOY94], [DY95]. Some tools [DOTY95, BLLT98| have been developed for this
purpose.

There are also other studies which proposed various testing techniques for
timed systems. We will give an overview of them in the following section. But
we will detail only one study about embedded system testing since the literature
about this issue is quite rare.

[Kon95] deals with an adaptation of the canonical tester for timed testing
and it has been extended in [LCI97]. In [CLI7], the authors derive test cases from
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specifications described in the form of a constraint graph. They only consider
the minimum and the maximum allowable delays between input/output events.
[COG9Y] presents a specific testing technique which suggests a practical algo-
rithm for test generation. They have used a timed transition system model. The
test selection is performed without considering time constraints. [ RNHW9S§] gives
a particular method for the derivation of the more relevant inputs of the systems.
[PE99] suggests a technique for translating a region graph into a graph where
timing constraints are expressed by specific labels using clock zones. [NSOT| sug-
gests a selection technique of timed tests from a restricted class of dense timed
automata specifications. It is based on the well known testing theory proposed by
Hennessy in [DNHR4]. [HNTCOT] derives test cases from Timed Input Output
Automata extended with data. Automata are transformed in a kind of Input
Output Finite State Machine in order to apply classical test generation tech-
nique. [SVDOT] gives a general outline and a theoretical framework for timed
testing. They proved that exhaustive testing of deterministic timed automata
with a dense interpretation is theoretically possible but is still difficult in prac-
tice. They suggested to perform a kind of discretization of the region graph
model (which is an equivalent representation of the timed automata model).
Clock regions are only equivalence classes of clock valuations. Their discretiza-
tion step size takes into account the number of clocks as well as the timing
constraints. Then they derive test cases from the generated model. The second
study [ENDKE9S§] differs from the previous one by using discretization step size
depending only on the number of clocks which reduces the timing precision of
the action execution. The resulting model has to be translated into a kind of
Input/Output Finite State Machine which could be done only under strong and
unrealistic assumptions. Finally they extract test cases by using the Wp-method
[FEBK*91].

As we notice, there are different ways to tackle the problem of timed testing.
All of these studies focus on the reduction of the specification formalism in order
to be able to derive test cases feasible in practice. In contrast to these studies, we
use the timed automata model without neither translation nor transformation
of labels on transitions.

3 Models

3.1 High-Level Modelling

RT-LOTOS (Real Time LOTOS) [CO95| is a temporal extension of the stan-
dard description technique LOTOS. RT-LOTOS is useful to describe complex
critical systems with time constraints, with a high level of concurrency, such as
real time embedded systems or multimedia protocols. It is an upward compatible
extension of LOTOS, and so belongs to the process algebras family. The power
of these algebras is to make possible to express formal specifications at differ-
ent abstraction levels and to have a lot of theoretical framework on behavior
equivalences.
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LOTOS LOTOS (Language of Temporal Ordering Specifications) is a formal
description technique standardized at ISO (ISO 8807) based on both CCS and
ACT-ONE. The concept of LOTOS is to specify a system by expressing the
relations among the interactions that constitute their externally observable be-
havior.

A LOTOS specification describes a system with a hierarchy of process def-
initions. A distributed system is seen as a process which can contain several
subprocesses, and each subprocess is itself a process. A process is an entity able
to perform internal, unobservable actions, and to interact with other processes
which form its environment.

In fact, LOTOS implements a “black box” approach: it is possible to ex-
press the interactions of a process with its environment without having to de-
scribe its internal structure or implementation. Process definitions are described
with expressions with operators, using recursion and multi-way ”rendez-vous”
mechanism which represents the basic communication facility between processes.
Among the operators, action prefixing choice, parallel composition and hiding
play an important role. Furthermore, in addition to the process interactions with
synchronization, LOTOS allows value exchanges.

RT-LOTOS The weak of LOTOS is that only the “qualitative” ordering of
events (ie occurrences of actions) can be expressed. Thus, the “quantitative”
aspect of the time at which the action occurs is not provided. As the number
of systems with time constraints such as multimedia protocols or embedded real
time systems is increasing nowadays, the timing aspects of LOTOS became a
need.

RT-LOTOS was inspired by Timed LOTOS [LL93] and T-LOTOS [BL92].
Many assumptions have been decided to preserve as much convergence as pos-
sible with ET-LOTOS, [BDS95], the successor of Timed LOTOS.

In summary, RT-LOTOS is useful to express several time-constrained behav-
iors, with some features such that:

— delay the occurrence of observable and internal actions (see delay operator
At)

— express time non-determinism (see latency operator £2¢)

— limit the time during which an observable action may be offered to its envi-
ronment

— measure and store into a variable, which may be later referenced to in the
specification, the time at which some action actually occurred (@ operator)

— associate a temporal violation recovery mechanism with some observable
actions of the specification.

As a consequence, RT-LOTOS seems to be an interesting formalism for real
time systems since it provides a model with actions, timing aspects, data and
communication possibilities. Moreover, it is possible to use several tools already
developed, such as RTL (RT-LOTOS Laboratory) which offers large possibilities
such as simulating our system, validation tools or translation applications into
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other formal representations like the Dynamic Timed Automata or even the
Timed Automata.

A Simple Example Now, we will show a simple example of RT-LOTOS spec-
ification.

specification MEDIUM : noexit :=
behaviour

hide iu_s, iu_d in

let period : nat = 30000 in

stream_sender [iu_s] (0,period)
| [iu_s]|
medium[iu_s,iu_d] (14000,20000)
where
process stream_sender [iu_s] (n : nat, period : nat) : noexit :=
iu_sO!n; delay(period) stream_sender[iu_s] (n+l, period)
endproc
process medium [n_in,m_out] (dmin, dmax : nat) : noexit :=
m_in?x:nat; delay(dmin,dmax)m_out!x;
medium[m_in,m_out] (dmin,dmax)
endproc
endspec

The specification MEDIUM describes a situation where some periodic stream
is sent (process stream_sender) through a one-slot medium (process medium)
with a transmission delay belonging to interval [14ms,20ms]. With each infor-
mation unit is associated an integer sequence number. The stream information
units, assumed to be submitted by the environment on action iu_s, are deliv-
ered by the medium on action iu_d. Due to the one-slot assumption, the non
deterministic transmission delay is chosen to be less than the period (30ms).

3.2 Low-Level Modelling

In this section, we will recall the definitions of timed input output automaton.
Timed input output automata have been proposed to model finite-state real-
time systems. Each automaton has a finite set of states and a finite set of clocks
which are real-valued variables. All clocks proceed at the same rate and measure
the amount of time that has elapsed since they were started or reset. Each
transition of the system might reset some of the clocks, and has an associated
enabling condition which is a constraint on the values of the clocks. A transition
can be taken only if the current clock values satisfy its enabling condition.

The following definitions are mainly identical to those given in [AD94].

Definition 1 (Clock constraints and clock guard). A clock constraint over
a set C of clocks is a boolean expression of the form x oprel z where x € C, oprel
is a classical relational operator (<,<,=,>,>), and z is an integer constant.
A clock guard over C is a conjunction of clock constraints over C.
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Definition 2 (Timed Input Output Automata). A timed input output au-
tomaton [AD9Y] A is defined as a tuple
(X4, La,1%, Ca,Ea), where :

— X4 is a finite alphabet, split in two sets : J (input actions) beginning with a
“27 and O (output actions) beginning with a “!”.

— L4 is a finite set of states,

— 19 € S is the initial state,

— C4 is a finite set of clocks,

— B4 CLaxLaxXax29 x®(Cy) is the set of transitions.

An edge (I,U';a,\,G) represents a transition from state | to state l' on input
or output symbol a. The subset A C Cy allows the clocks to be reset with this
transition, and G is a clock guard over Cy. ®(C4) is the set clock guards over
Ca

4 Robustness Testing

4.1 Robustness Testing Issues

In this section, we will try to summarize aspects and new problems inherent to
robustness testing. We will compare robustness testing to a well-known testing
technique, conformance testing which was the main subject of many surveys.

Conformance testing allows us to check if an implementation I satisfies its
specification S. Of course, we should define a satisfaction relation. We can cite
for example the trace inclusion or the trace equivalence. The test sequence gen-
eration step suffers in general from the size explosion since in real systems, the
number of test sequences are very large. For timed systems, this problem is more
complex and generates sometimes infinite sequences. To solve the problem, it is
sometimes necessary to select only a subset of sequences under some assump-
tions like uniformity or behavior reduction. But we should to think about the
fault coverage which decreases if the testing sequence number does so. We can
sometimes focus only on some test purposes to lighten the testing step. The
testing step ends with a verdict: PASS, FAIL, or INCONCLUSIVE. The figure
[Mrecalls the main aspects of conformance testing.

Inputof __ o | Implementation | 5 Outputof 4 Verdict
the Test Under Test (IUT) the Test

Fig. 1. Conformance testing principle

To tackle robustness testing, we need to answer the following questions: what
are the (possible) differences between conformance testing and robustness test-
ing? How to tackle the input domain of the test? How to interpret the output
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domain? How to model the system? And finally what testing architecture will
we use?

We define the robustness notion as: a system is considered as robust if it is
able to operate correctly in the presence of invalid inputs or stressful environment
(IEEE definition). We will measure the ability of the system to have a “correct”
or “acceptable” behavior in the presence of hazards (random errors).

So, we can make out an idea to test the robustness of a system: we can use
the sequences obtained for the conformance testing as the basis of our method.
We will apply them to the system, and in case of error (internal hazard, not
provoked), we measure the ability of the system to assume this error. Then, it
is possible to insert some well chosen hazards in the test sequences, and apply
the previous step again (we should simulate the external hazards). In this case,
we should consider again the oracle and modify the different verdicts. Actually,
the verdicts considered in robustness testing are much more smart, notions of
success or failure are not enough. We can add for example a robustness measure,
or we can model robustness properties in some logics. Formally, we say that
we have to extend the test input domain of hazards. Then, the input domain
extension implies necessarily an output domain extension (moreover, even if the
input domain is not extended, it is possible to extend the output domain). We
need to interpret this issue with a robustness perspective, it is an observability
aspect. In this work, the notion of hazard is very important. That is why we will
see it later in detail.

In parallel to these problems, it is necessary to find a model of the system.
Many choices are possible:

1. we can decide that the system model does not consider the hazards. In this
case, the difficulty will be to search for significant hazards. Actually, it is
possible that a large part of guided injected faults will be not activated in
the system, or their consequences are not observable. In this case, we should
look for heuristic methods to select the faults to inject in order to obtain
the more pertinent and critical scenari. It would be necessary to identify the
fault sort(hardware, software or human), and eventually to define a notion
of fault power (catastrophic, ...). We can think also about testing the system
in the presence of an abnormal amount of work.

2. we can, on the contrary, choose to consider the hazards in the model, which
brings us closer to the conformance testing process. We separate in this
model the aspects of “nominal” functioning from the “degraded” functioning
(figure ). In this case, it is possible to develop an approach taking as inputs:
a specification S, a fault model M, and a robustness property P and taking
as output test sequences.

3. an intermediate model of both previous approachs.

Besides, whatever the choice of approach described bellow, we have to de-
cide what kind of model to use. We can choose the Labelled Transitions Sys-
tems (LTS), in an extended version for example, or perhaps a kind of LOTOS
representation (RT-LOTOS for example), or the suggestion of our own model.
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hazard
— degraded
repairing

Fig. 2. Nominal and degraded modes

To summarize, it would be helpful if this model could consider actions, tim-
ing constraints, data, and finally the possibility for the different components to
communicate with each other.

The purpose of robustness testing is not to detect possible faults, but rather
to see how the system reacts to hazards, and consequently to some situations.
We consider that the system is described by two specifications written in the
timed automata formalism (TIOA): a nominal specification S = (X, 8, so,C, T)
which describes the behavior of the system, and a degraded specification Sgcgr
=(Zdegr; Sdegrs Sodegrs Cdegrs Tdegr) which describes the system in a degraded
mode,i.e., it describes the vital functionalities and the minimum required be-
havior. For example for a robot, we could require that it has to send its position
at least every 10 seconds (in the degraded specification) whereas it sends its
position every one second in the nominal specification. The idea is to generate
test sequences from the nominal specification based on any classic conformance
testing method. Then, we insert some hazards to these sequences (for the exter-
nal hazards). The tester has to send stimuli at the right moment respecting the
timing constraints, and has to check the response validity. As soon as a fault is
detected by the tester, we only record the system responses, and we continue
to send the expected inputs (of the nominal behavior), ie, to execute the test
sequence without checking the responses. At the end of the sequence, if we have
some unexpected responses, we look if the obtained execution trace (see the
definitions below) is accepted by the degraded specification Sgegr. If no fault
has been detected by the tester, then the system is considered as robust enough
regarding the considered hazards and the desired robustness level. Furthermore,
to measure the system robustness in case of internal hazard, we execute the test-
ing process with the method described before without any insertion of hazards
in sequences. In fact, each time we find an error during the execution step, we
record the event and we continue testing and event recording. In fact, we watch
the ability of the system to react to one of its own error (which is different from
the conformance testing).

In the following, we present some definitions needed to explain our test ro-
bustness algorithm.

We consider that we have at our disposal a set of test sequences produced
by any derivation algorithm on Input Output timed automata.
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Definition 3 (Set of test sequences). Let S = (X,8,50,C,T) a timed au-
tomaton of the nominal specification, we denote T'SS (Test Sequences Set)={seq
sy S€Qn Y, where Vi € [1.n], seq; = {ti,, ..., t;,, } and t;; € T,m = card(seq;).

We define the concept of an event which is the execution of an action at a
specific time valuation.

Definition 4 (Event). An event (a,t) is the execution of an action a € X at
the timing t corresponding to a valuation of all the clocks. In our case, each
action is considered observable (no € in our alphabet).

A timed trace is a sequence of actions (with their execution valuations) start-
ing at the initial state.

Definition 5 (Timed trace). A timed trace is a sequence
o = (a1,t1)(az,t2)...(an,ts) of observable events going from the initial state.
From this initial state, o allows us to know that the action ay is observed at the
time valuation t1, as at te, etc ... Vj,t; are time valuations.

Here, we define a relation between a sequence of actions and its possible clock
valuations.

Definition 6 (Execute). Let o a timed trace of the TIOA A, going from the
initial state, and ending at a state considered as final. Let L = USO o; the set
of all timed traces. As each path p in the automaton can lead to a different
observation, we define the relation execute(p, A, o) which unifies a path p of an
automaton A and its timed trace o (o0 € L). A path contains only action labels

without timing constraints).

In order to generalize this notion of path, we define the notion of route.

Definition 7 (Route).
Every possible observation of a path p for an automaton A is in:
Route(p, A) = {0 € L, execute(p, A,0)}

Route(p, A) is the union of all the timed traces obtained by going through
the path p, and instead to handle an infinity of consecutive instants for a precise
event, we gather them in an interval. This union allows us, in the following, to
use an interval instead of a set of consecutive instants.

Definition 8 (Conformance relation). Let exec = (ay,t1)...(an, t,) a timed
trace and spec a TIOA. We say that exec is conform to spec if:

For every path p in A, by noting Route(p, A) = (a},T})...(al,, T),), with T; a
time interval, we have: Vj € [1..(n — 1)], 3k so that a; = ak,t, € T} and 3k' >k
so that a;-H = ap,ty € TJ(H. In other words, each action of a timed trace of
spec has to be in exec, respecting the timing constraints, and of course in the
same order than the actions of spec.
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4.2 Robustness Testing Algorithm

We will see now the general algorithm of our technique. Then, we will experiment
all the test sequences, and check their response validity. In case of error, we
continue to experiment the rest of the test sequence. Before starting any new
test sequence, the tester checks if the obtained trace is conform to the degraded
specification Sgeqr, by using the conformance relation defined below. Then we
insert hazards in the testing sequences of T'S'S. At the end, if one sequence gives
a non conform trace, then we consider that the system is not robust enough in
comparison with the desired robustness.

We consider T'SS = {seqo, ..., seq, } and Vi € [1..n], seq; = {ti, ..., ti,, } with
ti; € 7. Then, n = card(T'SS) and m = card(seq;). This algorithm is then
presented in Algorithm 1.

Notice that in order to check the validity of an output transition, the tester
only checks the sent action is correct, and its time interval is also correct. More-
over, when an error is detected, we check that the execution trace is conform to
Sdegr-

5 An Example

Suppose we have a robot in an hostile environment. The simplified whole speci-
fication of this robot describes that it sends its position after a position request
(?positionReq), or the temperature after a temperature request (?temperatur-
eReq). But the system must send its position and the temperature with regularity
(the limit is 120s for temperature and 60s for position). The robot has a moving
mode: it is able to turn or to go forward during a certain period, interrupted by
a stop signal (?stopTurn or ?stopForward). The figure Blshows this specification,
which is the specification in a “normal” mode.

An example of a degrated specification of this system could be the obligation
for it to send its position at least every 300s, and to send the temperature at
least every 600s. Then, the degrated specification could be described in figure Al
These functionalities are necessary to decide that the system is robust.

An example of test sequences generated with our conformance testing method,
using the normal specification is :

— S1: (?temperatureReq,x < 120),(!temperature,z := 0);

— S2: Non Controllable;

— S3: Non Controllable;

S4: (?endMove),(?positionReq,y < 60),(!position,y := 0);

S5: (?stopTurn),(?endMove),(?positionReq,y < 60),(!position,y := 0);

— S6: (?stopForward),(?endMove),(?positionReq,y < 60),(!position,y := 0);

Notice that the complete test sequences are much more longer, since we have
to reach every controllable state, to test it with its particular sequence, and then
to test each transition and to check for each transition if the state reached is the
expected one.
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Data : 7SS, Sgegr

Result : trace , robuste Enough

robuste Enough «— true;

while there are hazards left to insert in T'SS and robust Enough do

i — 1

while : < n and robust Enough do

J—15

trace «— NULL;

errorFound «—— faux;

while 7 < m do

if ti; € J then

apply ti; to the system;

if error Found then

| add ti; to trace;

end

else

if ti; € O then

if not(error Found) then
verify that ¢;; is correct ;
if incorrect(t;; ) then

error Found «— true;
add ti; to trace;

end

else

| add t;; to trace;

end
end
end
Je—i+1L
end
if error Found then
if inclusionTrace(Sqegr, trace) then
| System robust enough in comparison to Sgegqr for seg;;

else

System not robust enough in comparison to Sgeqr for segq;;
robust Enough «— faux;

end

end

System robust enough for segq;;
i — 1+ 1;

end

if there are hazards left to insert to T'SS then
insert new hazards in T'S'S;

end

end

Algorithm 1: Robustness testing algorithm
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temperatureReq
x<120

?positionReq

!position
y:=0

?endMove

2turn

7= ’stopTumn

?forward
2<10

?stopForward
2<300
z:=0

Fig. 3. Normal specification

!position
y<300
y:=0

ltemperature
x<600
x:=0

Fig. 4. Degrated specification

6 Conclusion

In this paper we introduced a simple approach for robustness testing. We have
presented a complete methodology from specification to testing. We have used
RT-LOTOS as a high-level formalism, and timed automata as low-level formal-
ism. We have chosen these formalism since they deal with time constraints with
accuracy.

We have suggested an approach to test robustness of critical systems. We
first consider that we have two system specifications: one which contains all
functionalities, denoted the nominal specification and a second one which con-
tains the most important functionalities denoted as the degraded specification.
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The robustness testing technique is based on the generation of test sequences
from the whole specification. Then after the execution of these test sequences on
the implementation, we check if the implementation responses are valid on the
reduced specification. In fact we test if the crucial behavior is performed by the
implementation.

The main limitation of this methodology is that we cannot guarantee to have
an entire fault coverage since it is difficult to ensure a large fault coverage for
timed systems (they are infinite systems).

We have undertaken the implementation of our methodology in an integrated
tool, then we will be able to experiment it on some real cases as a robot func-
tioning or a multimedia protocol.
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Abstract. Geocast mechanisms allow a sender to transmit network packets to
receivers residing at a certain geographical region. Geocast forms the basis for a
number of location-based services, such as announcement services, advertise-
ment services or friend-finders. In this paper, we introduce the notion of
semantic geocast, where a target area is specified by its meaning. A sender can
broadcast messages to, e.g., a city centre or a specific building, without pre-
cisely knowing the physical co-ordinates. We implemented semantic geocast on
top of our self-organizing Location Server Infrastructure (LSI), which reflects a
location domain model especially designed to cover the needs of mobile users.
As our infrastructure is self-organizing, it is flexible and easy to extend. We
consider scalability and stability issues. LSI and its geocast mechanism is fully
implemented and tested. Evaluations show the effectiveness of our approach.

1 Introduction

Location-based services will become increasingly popular in the future. Applications
that take into account a mobile user's| current location play a major role in the area of
ubiquitous, pervasive and handheld computing. Many people expect a high potential
of location-based services such as city guides or navigation systems for m-commerce
scenarios. To support developers of location-based services we created the platform
LSI (Location Server Infrastructure). LSI hides the specific mechanism to determine
the mobile useris current location and provides both physical co-ordinates as well as
semantic information about the current location. With LSI, mobile users can switch
between satellite navigation systems such as GPS, positioning systems based on cell-
phone infrastructures, or indoor positioning systems without affecting the location
based-service. A developer can concentrate on the actual service function and has not
to deal with positioning sensors or capturing protocols.

One powerful tool to develop location-based services is geocast. Like multicast,
geocast transmits a network packet to a number of receivers, but in contrast to multi-
cast, the target is a certain geographical region. Geocast is an ideal basic function for
a number of location-based applications. With geocast, we can send warning an-
nouncements to a region with bad weather conditions, supermarkets can send adver-
tisement messages to all clients inside a building, and friend-finder applications can
look for friends in the nearer area of a mobile user.
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In this paper, we introduce the notion of semantic geocast: the target address is not
defined by a physical area (specified by, e.g., a polygon), but by a semantic location
such as "University of Hagen". Using semantic geocast, users and applications do not
have to deal with raw physical co-ordinates, but can use simple location names to
describe the target.

2 Related Work

The notion of geocast was introduced by Imielinski and Navas ([5], [6], and [11]). As
a basic idea, geocast extends traditional networks by services to use geographical
target addresses. In [11], Navas and Imielinski suggested a hierarchical network of
GeoRouters that reflects a structure of a wireless cellular (e.g., cell-phone) network.
As there is no notion of semantic locations, we can only use physically defined tar-
gets. In [5], semantic locations are partly supported, as some semantic locations (e.g.,
countries and cities) are represented by individual multicast addresses using multicast
IP group addresses. This approach, however, was not scalable, because the number of
potential multicast IP groups is far to small to cover a reasonable area such as an
entire country. In addition, the multicast IP infrastructure is not prepared for a huge
number of multicast members, moreover not generally available for mobile users.

Many location-based applications have been developed in the last years, which use
semantic locations. Cyberguide [1], Guide [2] and the PinPoint Tourist Guide [16]
offer information to tourists, taking into account their current (semantic) location.
Context-aware messaging tools trigger actions according to a specific semantic loca-
tion [18]. ComMotion [10] and CybreMinder [3] link locations to events, e.g. give an
alarm if time is "9:00" and location is "my office". These tourist guides and messag-
ing services use their own, hard-coded mechanisms to express semantic locations.
They would heavily benefit from a general infrastructure to use semantic geocast.

Several research platforms provide a basis to develop location-based services.
Cooltown [8] is a collection of location-aware applications, tools and development
environments. Nexus [4] introduces so-called augmented areas to formalize location
information. Augmented areas represent spatially limited areas, which may contain
real as well as virtual objects. OpenLS [12] is an upcoming project and provides a
high-level framework to build location-based services. All these systems could heav-
ily benefit from a framework supporting semantic locations as well as semantic
geocast services.

3 Semantic Locations and the Location Server Infrastructure

The notion of semantic locations is not new (e.g., [9], [18]), but descriptions often
tend to be very abstract. Pradhan distinguishes three types of locations [14]: physical
locations such as GPS coordinates, geographical locations such as "City of Hagen"
and semantic locations such as "Jtgls office at th e university". In this paper, we do
not distinguish geographical and semantic locations, but view any location other than
physical as a semantic location. In the following, we first introduce a formal model
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for semantic locations. We then present our infrastructure LSI, which reflects this
formal model.

3.1 Semantic Locations

Semantic locations are appropriate for a number of applications, sometimes in combi-

nation with physical locations. Semantic locations have some important advantages:

e Semantic locations have a meaning to the user; in contrast, physical locations
usually have no meaning at all to most peoples.

e Semantic locations can easily be used as a search key for traditional databases,
tables or lists. Looking up physical presentations, we need spatial databases with
the ability to deal with geometric objects such as polygons.

In this section, we want to describe the concept of semantic locations more precisely.
We especially want to relate semantic locations to physical locations. Let P denote the
set of all physical locations. We call each coherent area S P a semantic location of
P. We further call each set C = 2" of semantic locations, a semantic coordinate system
of P. (2”7 denotes the power set of P.) Note that we do not assume two semantic
locations to be generally disjoint. A reasonable semantic coordinate system C con-
tains semantic locations S with certain meanings, e.g.,

e locations with a political meaning: countries, states, districts, cities;

e geographical locations: continents, mountains, rivers, lakes, forests;

e mobile locations: trains, planes, cars;

temporary locations: construction zones, fairs;

other locations: campus, malls, city centres.

We further introduce a name for a semantic location. Let N be the set of all possible
names. We define a function NAME: C— N, which maps a semantic location to a
string. We require names to be unique, i.e. NAME(c;) # NAME(c;) for ¢; # c;. We call
a semantic location with its corresponding name a domain. For a domain d, d.name
denotes the domain name, d.c the semantic location.

In principle, a semantic coordinate system C could be an arbitrary subset of 2” that
contains coherent areas. Looking at real-world scenarios, however, we usually find
hierarchical structures (fig. 1), e.g., a room is inside a building, a building is in a city,
a city is in a country etc.

We divide C into so-called hierarchies. A hierarchy contains domains with a simi-
lar meaning, e.g., domains of german cities or domains of geographical items. Each
hierarchy has a root domain and a number of subdomains; each of it can in turn be
divided into subdomains. We call a top node of a subhierarchy a master of the corre-
sponding subdomains. We denote m> s for master m of subdomain s. Further >
denotes the reflexive and transitive closure of >, i.e. d, > d, if either dj=d, or d, is a
top node of a subtree which contains d.
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Fig. 1. A sample semantic coordination system

Fig. 1 shows two hierarchies, a de hierarchy (the area of Germany, white boxes) and a

geo hierarchy (geographical entities such as rivers and mountains, grey boxes).

We call a link between a subdomain and its master relation. Relations carry infor-
mation about containment of one domain according to another. Hierarchies are built
according to three rules:

e The area of a subdomain has to be completely inside the area of its master, i.e. if
d] > d2 then dz.CC d].C.

e The name of a subdomain d, extends the name of its master ¢, according to the rule
dr.name=<extension> + [+ dj.name, where <extension> can be an arbitrary string
containing only letters and digits. With the help of this rule, we can effectively
check if d; > d, or d, > d, with the help of the domain names.

¢ Root domain names of two hierarchies must be different.

In addition to relations, a domain can be associated to other domains. Two domains
d,, d, are associated, if they share a physical area (i.e. di.c N d,.c # {}) and neither
d, > d, nor d, > d,. Associated domains can be in different hierarchies or in the same
hierarchy. The domain downtown.hagen.de is associated to volme.river.geo,
because Volme is a river which flows through the downtown of Hagen. Associations
carry important information for location-based services. E.g. with the help of associa-
tions, we can discover al// semantic locations of a specific physical location.

The number of associations can be very high for high-level domains. We reduce
the amount of associations with a compression mechanism [17], which deletes asso-
ciations without loosing the corresponding information. In fig. 1, e.g. de is not associ-
ated to geo, since lower-level associations carry all necessary information.

3.2 The Technical Infrastructure

Our technical infrastructure LSI reflects the domain model described above. A dis-
tributed system of so-called location servers (LS) stores location information and
provides services for mobile clients and the corresponding location based services (fig
2). The infrastructure consists of three segments:
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Fig. 2. The system architecture

The positioning segment contains the positioning systems, e.g., indoor positioning
systems, satellite navigation systems or systems based on cell phone infrastructures.
The user segment contains the mobile node with the LSI runtime system and the
mobile part of the location based service. Note that our infrastructure does not cover
the network part of a location-based service. It depends on the mobile part to establish
a connection to a specific server and to use the service. The runtime system accesses
the positioning systems through position drivers. With the help of drivers, we can
change the positioning systems, even at runtime, without affecting the rest of the
system. The client runtime system also contains the following components:
® Basic services provide a homogenous view on locations for location-based services.
These services map raw location information from the positing drivers to both
physical as well as global unique semantic locations. These services are described
in [17].
e Semantic geocast: With this component, a location-based service can send and
receive geocast messages.

The server segment contains the location servers that store the domain data. In princi-
ple, we could use one huge database and store hierarchies with the corresponding
domains on a single server. One database for a huge number of potential clients,
however, would be a bottleneck. In addition, information about local domains is usu-
ally available only locally and difficult to administrate in a central database. As a
solution, we use a distributed system of location server each storing a number of
domains. Each location server is responsible for a specific domain and all subdo-
mains, for which no other location server exists. In our example, the location server
for hagen.de covers fley.hagen.de and downtown.hagen.de, but not univer-
sity.hagen.de, as this domain has its own location server.
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The entire system is self-organizing. The location servers establish the relation and
association links among each other automatically. Building these links is done by a
set of lookup and discovery protocols not described in this paper (see [17] for details).
In order to decouple the infrastructure from communication aspects, we use a commu-
nication middleware, especially designed for mobile scenarios [15]. When a mobile
node moves to another location, it automatically looks up an appropriate location
server (called the local location server, LLS). The LLS is the representative of the
entire infrastructure for a mobile node. Any service usage is directed to the LLS. As
mobile users are distributed among different location servers, this infrastructure is
highly scalable. Especially, our system does not overload top-level servers.

4 Semantic Geocast Using LSI

The logical structure of relations and associations forms an ideal platform for a geo-
cast mechanism as domain information can be distributed among this logical network.
A geocast request » from a mobile node contains a target domain r.domain and a mes-
sage r.message. The goal is to transfer r.message to all mobile nodes residing at posi-
tions p € r.domain.c.

In the following, we make a simplification: we represent every domain by its own
location server. We assume that a communication between two domains always needs
a network transaction. In reality, the performance of our system is far better, as
communication often can be done inside a location server. Thus, our performance
evaluations in a later section describe a worst-case scenario.

4.1 The Semantic Geocast Mechanism

The basic idea of our semantic geocast mechanism is as follows:

o Registration: Each mobile node registers itself at all location servers, which cover
the occupied semantic locations. The location servers accept geocast requests and in
turn deliver other geocast messages to the mobile nodes.

e Address Propagation: Each location server builds a list of network addresses of
other location servers. The lists are periodically updated, thus, they notice, when
servers start up or are shut down.

e Message Passing: When a location server receives a geocast request, it looks up an
appropriate location server in its address list for delivery and redirects the request.
Often, this server is not the final destination, thus additional transfers may be
required.

e Delivery: Finally, a target location server receives the message and distributes it to
the registered mobile nodes. As more than one location server may cover the target
domain, additional transfers to other servers may be required.

Fig. 3 illustrates the basic mechanism. Note that in this figure, we equate domains to
their location servers.



222 J. Roth

Fig. 3. The geocast mechanism

In this scenario, a mobile node residing at waterfall.volme.river.geo sends a

geocast message to all mobile nodes at university.hagen.de. We distinguish the

following servers, which process a geocast request:

e The source LS accepts the geocast request from a mobile node (waterfall.
volme.river.geo in fig. 3).

o Intermediate LSs relay geocast requests to the target domains (hagen.de in fig. 3).

o Target LSs are responsible for the target domain and send geocast messages to the
mobile nodes (university.hagen.de, 3.f07.university.hagen.de and
3f08.university.hagen.de in fig. 3).

Note that the communication between LSs can use [short cuts[Jand are not restricted
to associations and relations. We assume that all servers are connected via a global
network (usually the worldwide Internet). Once a server has another server in its
address list, they can communicate directly.

The geocast mechanism mainly contains two parts: a proactive part to collect
addresses and a reactive part to route geocast requests.

4.2 Address Propagation

Each server proactively collects addresses of other locations servers. This is perma-
nently done in the background, thus new servers are registered after a delay. As the
list of all location servers in the system can be very large (e.g., many thousands
entries), we allow each server to build a list with a specific length limitation. This
reduces the amount of memory required by an LS, but also reduces the traffic to
maintain the address lists. Our mechanism ensures stability, even if a target LS is not
listed by the source LS. Locations servers collect addresses according to two mecha-
nisms: slow propagation and fast propagation.
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The slow propagation is built according to the propagation mechanism integrated
in the DSDV ad-hoc routing algorithm [13]. When a server starts up, it sends an
update message with its own address to its [neighbours(] i.e. its master, all subdo-
mains and all associated servers. The message contains a sequence number, which a
server has to increase at every new start-up.

Whenever a server receives an address update, it first looks in its own table
whether it already has received an update with this sequence number. If yes, the
message is simply ignored; if not, it stores this new information and forwards the
update to all neighbours apart from the originator. The sequence number avoids
eternally circulating updates. Each server periodically (e.g. every day) increases its
own address sequence number and distributes the address. Each address entry has a
certain lifetime, specified by the originating server. Thus, disconnected servers are
removed from the lists after the lifetime expired.

To reduce the overall traffic, each server collects update messages for a specific
time (e.g. 10 minutes) and then exchanges them in a bundle. As a starting server does
immediately flood updates through the network, denial of service attacks are more
difficult. We call this mechanism the slow propagation, since it takes a considerable
long time (e.g., some hours) for every location server to list an address of a new
server.

To propagate new addresses much faster, we use an additional mechanism, the fast
propagation. A new server first starts with the slow propagation. Its own address list
initially is empty and thus it receives new addresses from its neighbours. Whenever it
receives a root domain server, it uses the fast propagation mechanism: it once sends
an address update to this root server. As a result, this root server distributes the new
address in its own hierarchy, passing this information down the hierarchy tree. If
neighbours of a new server already know the root domains of all hierarchies,
addresses are distributed very fast among the entire infrastructure.

To investigate the effectiveness of our mechanisms, we ran a number of simula-
tions. Since LSI is fully implemented and operable, we can use the real infrastructure
for evaluation purposes. We developed an additional simulation tool to randomly
generate a huge number of domains. The tool first creates a root domain for every
hierarchy and then additional levels of domains by adding up to 10 subdomains for
each domain. The process runs until we reach the required number of domains.
Finally, the tool randomly adds associations between the hierarchies. We run a num-
ber of simulations with the same parameters to compensate outliers. We first use the
random hierarchies to compare the slow and fast propagation (fig. 4). In the follow-
ing, & denotes the number of hierarchies and » the total number of domains in all
hierarchies.

As real network delays heavily depend on the actual network structure and load,
we only measure the hops in our simulations. Fig. 4 shows the maximum number of
hops to inform a server about a newly started server. We simulate scenarios with 2
and 16 hierarchies. If all nodes are distributed among a higher number of hierarchies,
the propagation works more effectively, because associations connect domains more
tightly. For any number of hierarchies, the fast propagation needs a significant lower
number of hops to inform all domains, thus we always use fast propagation, whenever
a new node collects a root server address.
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Fig. 4. Comparison of Slow and Fast Propagation

Message Passing

Once a source LS receives a geocast request from a mobile node, it looks up an
appropriate location server. This location server can either be a target LS or an inter-
mediate LS. The latter case occurs, if a target LS is not listed, either because of a
limited list space or the propagation has not yet completed.

The following pseudo code outlines the thread integrated in every LS to handle
geocast requests. Here, x denotes the local LS.

while (true) // The handle thread loops endlessly {

wait for geocast request r;
if r.domain> x.domain { // I'm a target LLS ©
send r.message to all registered mobile nodes;
send r to all subdomains;
}
else { // I'm an intermediate or a source LS @
look up servers s in the local address list where
s.domain> r.domain - if more than one server is found,
choose the lowest in the hierarchy;
if such a server s is found
send r to s;
else { // Try routing via relations and associations ©
look up subdomain server y of x with y.domain> r.domain;
if such a server y is found // there can only be one
send r to y;
else if x has associations into the target hierarchy {
choose an appropriate associated server z
(see selection above);
send r to z;
}
else if x has a master m // Try the master
send r to m;
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else
return an error to the originating node;

}

Usually a source LS handles a request (at @), which is directly passed to a target LS
(at @). If a target is not listed, a request is send to an intermediate LS (at ®), which
may relay it in turn to another intermediate LS. The message passing mechanisms
ensures that requests finally arrive at a target LS. A target LS delivers the messages to
mobile nodes. In addition, it relays the request to all subdomains. Note that as subdo-
mains are completely inside a master domain, every subdomain has to process the
geocast request as well. Section © contains a backup strategy, if address lists do not
contain the required entries. In this case, a server asks its subdomains, its associated
domains and its master to pass a request nearer to a target. If address lists contain a
minimum of entries (see below), this block usually is not processed.

4.4 Dealing with Restrictions, Scalability

On one hand, our infrastructure should be scalable for a higher number (e.g., many
thousands) of domains. On the other hand, each location server should be very light-
weight, i.e. should not make high hardware demands. As a result, a location server
could have a limited memory space for storing addresses in its list. Let / denote the
maximum number of entries in the address list. To simplify the evaluation, we assume
that each location server has the same space limitation. In reality, however, top-level
servers may be prepared for larger lists. Our mechanism collects addresses using pri-
orities: / (highest): root domains; 2: all domains of the own hierarchy; 3: all domains
of other hierarchies. Domains with priorities 2 and 3 are further ordered by the
domain level (higher levels first). The address list is filled according to these priori-
ties: if the list is full and a new address is added, the entry with the lowest priority is
dropped. For successfully passing geocast messages, at least a list of all root domains
(except for the own) is necessary, thus />#4-1. Note that we do not store related or
associated servers in the address list, as these links use a separate storage.

The second step ensures that in case of sufficient address space, at least all servers
of a hierarchy know all servers of their own hierarchy. Thus, whenever a geocast
request was directed to the target hierarchy, only one more hop is required to reach a
target LS. The third step finally fills the list with domains of other hierarchies.

Fig. 5 shows the result of evaluating the message passing algorithm. Here, we
count the maximum and average hops to reach the first target LS. The x-axis shows
the limited list space in relation to the total number of domains. Not surprisingly, the
average number of hops converges to 1 for higher /. Each curve has a certain break
point (e.g. at 50% for #=2). At this point, address lists are capable to store all domains
of the own hierarchy.

As a result, the maximum hop count to reach a target is 2: one to reach the root
server of the target hierarchy and one more to reach the target LS inside the hierarchy.
Assuming n;, domains for each hierarchy, where n,=n/h, we get a maximum of two
hops for /> h-1+n/h. Having less entries in the address list, but not less than A-1,
message passing still is successful, but the number of hops is considerable high.
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Fig. 5. Message passing with reduced address tables (n=1000)

4.5 Security Issues

Distributed systems, especially in mobile computing environments, are subject to
security issues. Our security solutions are very complex, thus we can only present the
ideas at this place. To protect a server or mobile node against malicious servers, a
node can request an authentication certificate of the correspondence node. Authenti-
cation is proofed according to the challenge-response mechanism. A server can reject
any request, if the authentication fails. This includes geocast requests as well as
requests to register as a master, subdomain or associated server.

If mobile users do not want to receive any geocast message, they can register
themselves in stealth mode. In this case, LSI only provides basic services. As the
mobile user is not listed by an LLS, the system does not collect any position data.
Note that protecting mobile users against malicious location servers that collect
motion profiles generally is very difficult. The same unsolved problem occurs in cell-
phone networks. As our system is decentralized, such servers would have to cover a
large area to capture motion profiles of mobile users.

A mobile user, who wants to receive geocast messages, is not willing to receive
unwanted (i.e. spam) messages. As in traditional networks, an application listens for a
set of pre-defined ports and ignores all messages arriving at other ports. In addition,
our system offers mechanisms to discover the identity of a mobile user. As the mobile
user cannot send geocast messages directly, but has to use an LLS, LSI can request a
certificate of the sender for each geocast message. This information can be passed
through to all receivers. We are aware that this mechanism cannot avoid spam com-
pletely, but even in traditional networks this problems is not solved.

4.6 Further Details

As mentioned above, LSI and its semantic geocast mechanism is fully implemented
and tested. The following code shows how to send a geocast message with only a few
lines of code:
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LSI.startService(); // Start the runtime system
LSI.setStealthMode (false) ; // I want to receive messages
byte[] msg="hello".getBytes(); // Create a message
LSI.sendGeocast (NATIVEGEOCAST, // And send it to

MSG PORT, "hagen.de",msg); // all nodes in Hagen

We distinguish two kinds of geoc